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Abstract. In order to solve the problem of platform configuration information 

leakage that are caused by the traditional platform authentication in the trusted 

computing environment, this paper proposes a novel property-based authentica-

tion (PBA) scheme. In this paper, we design the framework and define the secu-

rity model of our scheme. Then we give the detail construction of our scheme. 

Comparing with existing PBA schemes, our PBA scheme is more effective than 

other schemes. At the aspect of security, this paper proves that our scheme meets 

correctness, unforgeability and configuration privacy in the standard model. 
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1 Introduction 

In today's open distribute network environment, the spread of malicious code has 

caused huge losses to users and service providers. Therefore, it is necessary to establish 

a distributed trusted computing environment to ensure the predictable behavior of all 

parties. To achieve this goal, the computer industry has established a trusted computing 

organization TCG[1]and developed a trusted platform module TPM to ensure the integ-

rity, confidentiality and authentication of the platform. In terms of platform authentica-

tion, TCG provides a solution for platform authentication, called binary authentication 
[2], that is, TPM as the verifier sends the measurement results (usually binary hash 

value) of software and hardware on the platform, also called integrity report, to the 

verifier, who checks the integrity report and evaluates its security. However, this 

method will destroy the privacy of the platform. As the authenticator reports the iden-

tification of the software and hardware in his own system, the adversary obtains the 

characteristics of the platform through the identification, which will lead to the follow-

ing situations: first, differentiated services, remote service providers may refuse to pro-

vide services due to the business model adopted by the other party, for example, denial 

of service for Linux, or denial of service for certain platform configuration information 

by some chat software, etc.; Second, attacks on configuration. If the adversary knows 

that some hardware or software configurations exist on a large number of platforms by 

collecting platform configuration information, the adversary can implement targeted 
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attacks according to these configurations. Third, anonymity is destroyed, and adver-

saries can uniquely determine a platform based on platform configuration information. 

Aim at the above problems, in 2004, Sadeghi et al. [3] proposed the definition of prop-

erty-based attestation (PBA), but there is no construction of PBA in this paper. The 

advantage of PBA is that different platforms may have different configuration specifi-

cation (cs), but they have the same property specification (ps) to meet the same secure 

requirements. Compared with the binary attestation, the property-based attestation con-

verts the original binary attestation into the attestation of the platform property, and the 

attestor can give the attestation  of satisfying the property according to the target prop-

erty that the verifier needs to verify. In terms of PBA scheme research, Chen et al[4] 

first proposed an property-based attestation scheme, and then proposed another prop-

erty attestation scheme without a trusted third party[5]; Due to the efficiency bottleneck 

of the above schemes, Feng Dengguo et al [6] proposed a more efficient PBA scheme 

based on bilinear pairings. In recent years, Abir et al. [19] presented a secure cloud mon-

itoring system by using PBA scheme; Nazanin et al. [20] proposed platform property 

certificate, based on the current certificates of the system as the model's property, and 

designed a practical PBA protocol. 

However, these schemes are proved to be security in the random oracle model. But 

this model is an ideal model, which was proposed by Bellare and Rogaway in 1993 [7]. 

In this model, any object, such as hash function, can be regarded as a completely ran-

dom object. However, in the actual scheme, because the hash function we used usually 

is specified, the output of hash function for each time is not really random, which may 

lead to the insecurity of the scheme. In fact, the defects of the random oracle model 

have been pointed out in several papers[8,9]. The proof under the standard model can 

clearly show that a provable secure cryptographic scheme cannot be corrupted unless 

the underlying mathematic problem is solved. Therefore, designing a PBA scheme 

which security can be proved in the standard model is the main research work of this 

paper. 

Based on bilinear pairing, this paper uses group signature [10,11,12,13,14] technology and 

Groth-Sahai proof system [15,16] to propose a novel property-based attestation scheme 

that is provable secure and efficient in the standard model. The scheme has security 

properties such as unforgeability of attestation and configuration privacy. In terms of 

performance cost, compared with the existing schemes [4,5,6], our scheme has higher 

efficiency and shorter attestation value length. 

2  Preliminaries 

2.1  Bilinear pairing 

Let 𝑔 and 𝐺𝑇 be two cyclic groups of order 𝑛, where 𝑛 is a prime number and 𝑔 is the 

generator of 𝐺. Bilinear mapping on two groups is defined as 𝑒: 𝐺 × 𝐺 → 𝐺𝑇, and sat-

isfies the following properties: 
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Bilinear: 𝑒(𝑔𝑎 , 𝑔𝑏) = 𝑒(𝑔, 𝑔)𝑎𝑏, holds for all 𝑎, 𝑏 ∈ ℤ𝑛
∗ ; 

Non-degeneracy: 𝑒(𝑔, 𝑔) ≠ 1𝐺𝑇
, where 1𝐺𝑇

 is a unit of 𝐺𝑇; 

Computability: there is an effective algorithm to calculate  𝑡 = 𝑒(𝑔, ℎ). 

2.2  Assumptions 

Assumption 1. Subgroup Decision Assumption (SDA): Given that 𝑛 = 𝑝𝑞, ℎ ∈ 𝐺𝑛 , 

and ℎ ∈ 𝐺𝑝, it is indistinguishable in polynomial time to determine which group ℎ be-

longs to. The formal expression is as follows: 

𝑃𝑟[ (𝑝, 𝑞, 𝐺, 𝐺𝑇 , 𝑒, 𝑔) ← BilinearSetup(1𝑘); 𝑛 = 𝑝𝑞; ℎ ∈ 𝐺𝑛: 𝐴(𝑛, 𝐺, 𝐺𝑇 , 𝑒, 𝑔, ℎ) =

1] ≈ 𝑃𝑟[ (𝑝, 𝑞, 𝐺, 𝐺𝑇 , 𝑒, 𝑔) ← BilinearSetup(1𝑘); 𝑛 = 𝑝𝑞; ℎ ∈

𝐺𝑝: 𝐴(𝑛, 𝐺, 𝐺𝑇 , 𝑒, 𝑔, ℎ) = 1]  

Assumption 2. q-Hidden Diffie-Hellman(q-HSDH) Assumption: Given that 𝑔, 𝑔𝑥, 𝑢 ∈

𝐺1, ℎ, ℎ𝑥 ∈ 𝐺2 and {𝑔
1

𝑥+𝑐𝑙 , ℎ𝑐𝑙 , 𝑢𝑐𝑙}𝑙=1…𝑞, it is difficult to calculate (𝑔
1

𝑥+𝑐, ℎ𝑐 , 𝑢𝑐) in pol-

ynomial time, so there is a negligible function 𝑣 that: 

𝑃𝑟[ (𝑝, 𝐺1, 𝐺2, 𝐺𝑇 , 𝑒, 𝑔, ℎ) ← 𝐵𝑖𝑙𝑖𝑛𝑒𝑎𝑟𝑆𝑒𝑡𝑢𝑝(1𝑘); 𝑢 ∈ 𝐺1; 𝑥, {𝑐𝑙}𝑙=1…𝑞 ←

𝑍𝑝; (𝐴, 𝐵, 𝐶) ← 𝐴(𝑝, 𝐺1, 𝐺2, 𝐺𝑇 , 𝑒, 𝑔, 𝑔𝑥, ℎ, ℎ𝑥 , 𝑢, {𝑔
1

𝑥+𝑐𝑙 , ℎ𝑐𝑙 , 𝑢𝑐𝑙}𝑙=1…𝑞): (𝐴, 𝐵, 𝐶) =

(𝑔
1

𝑥+𝑐, ℎ𝑐 , 𝑢𝑐) 𝛬𝑐 ∉ {𝑐𝑙}𝑙=1…𝑞) < 𝑣(𝑘) 

2.3  property-based attestation 

Property-based attestation (PBA) scheme involves three entities, namely: attestor P (in-

cluding host Hand trusted platform module PTM), verifier 𝒱 and trusted third party is-

suer ℐ. In the whole PBA scheme, Attestor P asks issuer I for an property certificate of 

the current platform configuration information, and then proves to verifier 𝒱 that the 

current platform configuration information is consistent with the property certificate 
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and has corresponding property. The issuer main work consists of two parts: issuing 

property certificates for platform configuration information and checking whether the 

property certificates are revoked; Verifier 𝒱 verify the certificate given by attestor 𝒫.                                            

In general, PBA scheme is mainly composed of five algorithms:         

(1)Setup: Input the security parameter 1𝑘, issuer ℐ use random algorithm to generate a 

pair of keys(𝑝𝑝𝑘, 𝑡𝑠𝑘) , where 𝑡𝑠𝑘 is the private key of issuer and 𝑝𝑝𝑘 is the public 

key. 

(2)Join: TPM collects platform configuration information cs and sends cs to issuer ℐ, 

who evaluates the 𝑐𝑠 as 𝑝𝑠, then signs (𝑐𝑠, 𝑝𝑠) with its own private key γ to generate 

property certificate 𝑐𝑟𝑒 and sends the certificate and (𝑐𝑠, 𝑝𝑠) to attestor P. 

(3)Attest: This process is to prove to verifier 𝒱 that attestor P has a certificate on the 

property 𝑝𝑠 and that the current relevant platform configuration information is con-

sistent with that in the certificate. Firstly, TPM carries out commitment calculation on 

the current platform configuration information 𝑐𝑠 to obtain a commitment value 𝐶𝑐𝑠 

and signs it to obtain a signature value 𝜎𝑀; Then host H blinds the certificate 𝑐𝑟𝑒 and 

calculates relevant witness values; Finally, attestor P obtains the property-based attes-

tation 𝜎𝑃𝐵𝐴 according to the calculation results of TPM and host, and sends 𝜎𝑃𝐵𝐴 to 

verifier 𝒱. 

(4)Verify: Verifier 𝒱 obtains the property-based attestation 𝜎𝑃𝐵𝐴 from attestor P. First 

verifier 𝒱 verifies TPM's signature 𝜎𝑀 to ensure that the attestation information comes 

from a real TPM； Then verifier 𝒱 checks correctness of the other parameters of 𝜎𝑃𝐵𝐴. 

If positive, it indicates that attestorPhas a valid property certificate 𝑐𝑟𝑒 and that attestor 

attestor P 's current platform configuration information cs is consistent with the certif-

icate 𝑐𝑟𝑒. Finally verifier 𝒱 sends 𝐶𝑐𝑠 and 𝑝𝑠 to issuer ℐ to verify whether the property 
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certificate for (𝑐𝑠, 𝑝𝑠) has been revoked. If all the above checks pass, verifier 𝒱 outputs 

accept, otherwise reject. 

(5)Check: On receiving the query from verifier 𝒱, issuer uses its private key 𝑡𝑠𝑘 to 

obtain the corresponding (𝑐𝑠, 𝑝𝑠) pair, then checks the configuration-property database 

whether the (𝑐𝑠, 𝑝𝑠) pair is existed in the revocation list RL, and forwards the result to 

verifier 𝒱. 

2.4  PBA security model 

If a PBA scheme is secure, it will satisfy the following security properties: 

(1) Correctness. If both the attestor and verifier are honest, (𝑐𝑠, 𝑝𝑠) is not in the revo-

cation list RL, then the attestation generated by the attestor will be regarded as valid by 

the verifier with overwhelming probability. This means that the PBA scheme must meet 

the following consistency requirements. 

((𝑝𝑝𝑘, 𝑡𝑠𝑘) ← Setup(1𝑘) , (𝑐𝑠, 𝑐𝑟𝑒) ← Join(𝑝𝑝𝑘, 𝑡𝑠𝑘) , 𝜎𝑃𝐵𝐴 ←

Attest(𝑐𝑠, 𝑝𝑠, 𝑐𝑟𝑒, 𝑝𝑝𝑘)) ⇒ 1 ← Verify(𝑝𝑠, 𝜎𝑃𝐵𝐴, 𝑝𝑝𝑘,RL)  

(2) Configuration Privacy. This PBA scheme has configuration privacy, that is, no 

adversary can win the following games in polynomial time. 

-initialization: Challenger 𝒞 runs Setup(1𝑘)and sends public key ppk and private key 

tsk to adversary 𝒜. 

-Queries: Adversary 𝒜 adaptively queried challenger 𝒞 in the following method: 

Join: 𝒜 sends the i-th Join request to challenger 𝒞, challenger 𝒞 selects cs𝑖 ∈ 𝐶𝑆 =

{cs1,cs2, … ,cs𝑛}, where CS is the same property set, and runs join algorithm to obtain 

certificate cre𝑖  about property 𝑝𝑠 , then sends cre𝑖 and 𝑝𝑠 to adversary 𝒜. 
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Attest: Adversary 𝒜 sends the i-th Attest request to challenger 𝒞, and challenger 𝒞 

runs attest algorithm to generate certificate 𝜎𝑃𝐵𝐴
(𝑖)

 and takes it as a response to Adversary 

𝒜. 

Corrupt: Taking the index i as input, challenger 𝒞 outputs cs𝑖. 

-Challenging response: At this stage, challenger 𝒞 randomly selects a cs from 𝐶𝑆 set 

and generates the corresponding attestation 𝜎𝑃𝐵𝐴 as the query on adversary 𝒜. At this 

time, adversary 𝒜 needs to output the index j as the response. If cs𝑗 = cs, then the query 

is successful, otherwise fails. 

Definition 1(Configuration Privacy). Let 𝐴𝑑𝑣[𝒜𝑃𝐵𝐴
𝑎𝑛𝑜𝑛] = |𝑃𝑟[ 𝒜 𝑤𝑖𝑛𝑠] − 1/𝑛| de-

notes that the advantage of the adversary 𝒜 wins the above game. If 𝐴𝑑𝑣[𝒜𝑃𝐵𝐴
𝑎𝑛𝑜𝑛] is 

negligible for any probabilistic polynomial time adversary 𝒜, then the PBA scheme 

meets configuration privacy. 

(3) unforgeability This PBA scheme is unforgeable, that is, no adversary can win the 

following games in polynomial time. 

-initialization: Challenger 𝒞 runs Setup(1𝑘) and the adversary 𝒜 only knows the pub-

lic key 𝑝𝑝𝑘. 

-Queries: Adversary 𝒜 adaptively query challenger 𝒞 in the following manner: 

Join: Adversary  𝒜 sends the i-th Join request to challenger 𝒞, challenger 𝒞 selects 

a attestor's platform configuration information cs𝑖(𝑖 ∈ {1, … , 𝑞 − 1}) to run the join al-

gorithm to create a certificate cre𝑖  bout the property ps𝑖 for the attestor, and sends cre𝑖 

to adversary 𝒜; 

Attest Query: This query is divided into two cases. The first is that adversary  𝒜 

issues the i-th Attest query, challenger C runs Attest algorithm to generate the unblinded 
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attestation 𝑆𝑖and returns it to 𝒜; The second is that when 𝑖 = 𝑖∗, challenger 𝒞 will run 

the Attest algorithm to generate an attestation s*, and use it as a response to the 𝒜. 

Corrupt Query: adversary  𝒜 sends the i-th Corrupt request to challenger 𝒞. 𝑖 ≠ 𝑖∗. 

challenger 𝒞 will respond to 𝒜 with cs𝑖 corresponding to the index i. challenger C will 

not respond when 𝑖 = 𝑖∗. 

-Forgery: Adversary 𝒜 outputs attestor's property-based attestation 𝒮 and a challenge 

value 𝑁𝑣. If Verify(𝑁𝑣 , 𝑆, 𝑝𝑝𝑘,RL)=1(ACCEPT) and adversary 𝒜 has not made a Cor-

rupt query to 𝑐𝑠 corresponding to attestation 𝒮, the attack is successful, otherwise failed. 

Definition 2(Unforgeability). Adversary  𝒜 as the adversary in the above-mentioned 

attack game, and use 𝐴𝑑𝑣[𝒜𝑃𝐵𝐴
𝑢𝑛𝑓𝑜𝑟𝑔𝑒𝑟𝑦

] = 𝑃𝑟[ 𝒜 𝑤𝑖𝑛𝑠] to represent the advantage of 

𝒜 against the above-mentioned unforgeable game. If adv 𝐴𝑑𝑣[𝒜𝑃𝐵𝐴
𝑢𝑛𝑓𝑜𝑟𝑔𝑒𝑟𝑦

] is negligi-

ble for any probabilistic polynomial time adversary 𝒜, then the PBA scheme is said to 

have proved unforgeability. 

3  Our Scheme 

3.1  Setup Algorithm 

(1). Input the secure parameter 1𝑘  to generate a bilinear cyclic group 𝐺  of order n, 

where𝑛 = 𝑝 ⋅ 𝑞, p and q are prime numbers, 𝐺𝑝 and 𝐺𝑞  are subgroups of group G, and 

bilinear map is 𝑒: 𝐺 × 𝐺 → 𝐺𝑇. Select generator g and h from G and 𝐺𝑝 respectively; 

(2). Randomly select a number γ from ℤ𝑛 and calculate 𝜔: = 𝑔𝛾  and 𝑇: = 𝑒(𝑔, 𝑔); 

(3). Selecting l generators 𝜏1, … , 𝜏𝑙and 𝑢, 𝜏′ from group G; 

(4). Output PBA public key 𝑝𝑝𝑘 and TTP private key 𝑡𝑠𝑘: 

(𝑝𝑝𝑘, 𝑡𝑠𝑘) ≔ ((𝐺, 𝐺𝑇 , 𝑛, 𝑒, 𝑔, ℎ, 𝑢, 𝜏′, 𝜏1, … 𝜏𝑙 , 𝜔, 𝑇), 𝛾)  
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3.2 Join Algorithm 

(1). TPM collects the platform configuration information 𝑐𝑠, then sends 𝑐𝑠 to issuer I 

through a secure channel and asks for an property certificate. When issuer I receive 

TPM's platform configuration information verifier 𝒱, issuer I evaluate the property of 

𝑐𝑠. if the evaluated property are 𝑝𝑠, then issuer I issues an property certificate cre: =

(𝑔𝑐𝑠, (𝑔𝑝𝑠)
1

𝛾+𝑐𝑠, 𝑢𝑐𝑠)) and sends the property certificate and (𝑐𝑠, 𝑝𝑠)to TPM, then issuer 

I restore 𝑐𝑟𝑒 and (𝑐𝑠, 𝑝𝑠) into the configuration-property certificate database, which is 

convenient for later verification and query. 

(2). TPM receives the property certificate 𝑐𝑟𝑒 and (𝑐𝑠, 𝑝𝑠) and checks them as fol-

lows: let 𝑈1: = 𝑔𝑐𝑠，𝑈2: = (𝑔𝑝𝑠)
1

𝛾+𝑐𝑠，𝑈3: = 𝑢𝑐𝑠, and check whether 𝑒(𝑈1 ⋅ 𝜔, 𝑈2) =

𝑇𝑝𝑠 and 𝑒(𝑈1, 𝑢) = 𝑒(𝑈3, 𝑔) are valid. If it passes the check, TPM saves the property 

certificate 𝑐𝑟𝑒. 

3.3  Attest Algorithm 

(1). Verifier 𝒱 query TPM with a challenge value 𝑁𝑣 = (𝑚1 ⋯ 𝑚𝑙) ∈ {0,1}𝑙; 

(2). After TPM obtains the challenge value 𝑁𝑣, it randomly selects 𝑟 ← ℤ𝑛, calcu-

lates the commitment value  𝐶𝑐𝑠 = 𝑔𝑐𝑠 ⋅ ℎ𝑟  to 𝑐𝑠, and generates an anonymous authen-

tication signature (The signature algorithm uses AIK signature method in TCG standard, 

the corresponding private key is 𝑠𝑘𝑀) 𝜎𝑀: = Sign(𝑠𝑘𝑀, 𝐶𝑐𝑠 ∥ 𝑁𝑣); 

(3). TPM sends (𝜎𝑀, 𝐶𝑐𝑠, 𝑈2, 𝑈3, 𝑟, 𝑁𝑣) to host; 

(4). Host randomly selects 𝑡 ← ℤ𝑛 and computes: 

𝑆 ≔ (𝑆1, 𝑆2, 𝑆3, 𝑆4) = (𝐶𝑐𝑠, 𝑈2, 𝑈3 ⋅ (𝜏′ ⋅ ∏ 𝜏𝑖
𝑚𝑖𝑙

𝑖=1 )𝑡 , 𝑔−𝑡)  

(5). To ensure privacy, host ℋ needs to re-randomize attestation 𝒮 

Select 𝑟1, 𝑟2, 𝑟3 ← ℤ𝑛, and compute: 
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𝛺 ≔ (𝛺1, 𝛺2, 𝛺3, 𝛺4) = (𝑆1, 𝑆2 ⋅ ℎ𝑟1 , 𝑆3 ⋅ ℎ𝑟2 , 𝑆4 ⋅ ℎ𝑟3)  

(6). Host computes the corresponding proof as follows: 

𝜋1 ≔ ℎ𝑟⋅𝑟1 ⋅ (𝛺1 ⋅ 𝜔)𝑟1 ⋅ (𝛺2)𝑟  

𝜋2 ≔ 𝑢𝑟 ⋅ 𝑔−𝑟2 ⋅ (𝜏′ ⋅ ∏ 𝜏𝑖
𝑚𝑖𝑙

𝑖=1 )−𝑟3         

(7). Host ℋ sends 𝜎𝑃𝐵𝐴: = (𝜎𝑀, 𝛺1, 𝛺2, 𝛺3, 𝛺4, 𝜋1, 𝜋2) to verifier. 

3.4 Verify Algorithm 

(1). After receiving 𝜎𝑃𝐵𝐴, the verifier checks whether 𝛺1, 𝛺2, 𝛺3, 𝛺4, 𝜋1, 𝜋2 is belong to 

G and verifies the validity of 𝜎𝑀; 

(2). Verifier 𝒱 computes and checks: 

𝑒(𝛺1 ⋅ 𝜔, 𝛺2) ⋅ 𝑇−𝑝𝑠 = 𝑒(ℎ, 𝜋1) 

𝑒(𝛺1, 𝑢) ⋅ 𝑒(𝛺3, 𝑔)−1 ⋅ 𝑒(𝛺4, 𝜏′ ⋅ ∏ 𝜏𝑖
𝑚𝑖

𝑙

𝑖=1

)−1 = 𝑒(ℎ, 𝜋2) 

(3). If the above equations are hold, Verifier 𝒱 sends(𝛺1, 𝑝𝑠) to issuer ℐ to judge 

whether the platform configuration-property pair (cs,ps) is in the revocation list; 

(4). If all the checks pass, then Verifier 𝒱 outputs accept. 

3.5  Check Algorithm 

On receiving a request (𝛺1, 𝑝𝑠) from verifier, issuer should check whether the platform 

configuration information 𝑐𝑠 about(𝛺1, 𝑝𝑠) is in the revocation list. The issuer com-

putes 𝜌: = (𝛺1)𝑝 = 𝑔𝑐𝑠⋅𝑝, then research the certificate database with ρ and 𝑝𝑠 to check 

whether 𝜌
1

𝑝 is equal to a certain 𝑔𝑐𝑠∗
 value, where 𝑐𝑠 ∗ ∈  𝐶𝑆(CS is the set of platform 

configuration specification). If the corresponding certificates exists, issuer inform Ver-

ifier 𝒱 that the property certificate for platform configuration information 𝑐𝑠 is valid;    

Otherwise, the platform configuration information 𝑐𝑠 was revoked. 
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4 Security and Performance Analysis 

4.1  Security Proof 

In this section, under the standard model we prove the security of our scheme. An PBA 

protocol must satisfy the following security properties: correctness, unforgeability and 

configuration privacy. According to the security model in the section 2, the following 

theorems is proved. 

Theorem 1 (Correctness) The PBA scheme proposed in Section 3 is correct. 

Proof: To prove the correctness of the proposed PBA scheme, it is necessary to prove 

that the signature generated by the valid signer can be successfully verified by any ver-

ifier. 

     e(Ω1 ∙ ω, Ω2) ∙ 𝑇−𝑝𝑠 

= 𝑒(𝑔𝑐𝑠 ∙ ℎ𝑟 ∙ 𝑔𝛾 , (𝑔𝑝𝑠)
1

(𝑐𝑠+𝛾) ∙ ℎ𝑟1) ⋅ 𝑒(𝑔, 𝑔)−𝑝𝑠 

= 𝑒(𝑔𝑐𝑠+𝛾, (𝑔𝑝𝑠)
1

(𝑐𝑠+𝛾)) ⋅ 𝑒(𝑔𝑐𝑠+𝛾, ℎ𝑟1) ⋅ 𝑒(ℎ𝑟 , (𝑔𝑝𝑠)
1

(𝑐𝑠+𝛾)) ⋅ 𝑒(ℎ𝑟 , ℎ𝛾1) 

= 𝑒(𝑔, 𝑔)𝑝𝑠 ⋅ 𝑒(ℎ, (𝑔𝑐𝑠+𝛾)𝑟1) ⋅ 𝑒 ((𝑔𝑝𝑠)
1

(𝑐𝑠+𝛾))

𝛾

) 𝑒(ℎ, ℎ𝛾⋅𝑟1) ⋅ 𝑒(𝑔, 𝑔)−𝑝𝑠 

= e(h, ℎ𝛾⋅𝑟1 ⋅ (Ω1 ⋅ 𝜔)𝑟1 ⋅ (Ω2)Υ) 

= 𝑒(ℎ, 𝜋1) 

e(Ω1, 𝑢) ⋅ 𝑒(Ω3, 𝑔)−1 ⋅ 𝑒(Ω4, 𝜏′ ⋅ 𝜋𝑖=1
𝜏 𝜏𝑖

𝑚𝑖)
−1

  

=  e(𝑔𝑐𝑠 ⋅ ℎ𝑟 , 𝑢) ⋅ e (𝑢𝑐𝑠 ⋅ ℎ𝑟2 ⋅ (𝜏′ ⋅ 𝜋𝑖=1
𝜏 𝜏𝑖

𝑚𝑖)
𝑡
, 𝑔)

−1

⋅ 𝑒(𝑔−𝑡 ⋅ ℎ𝑟3 , 𝜏′ ⋅ 𝜋𝑖=1
𝜏 ⋅ 𝜏𝑖

𝑚𝑖)
−1

    

= e(ℎ, 𝑢𝑟 ⋅ 𝑔−𝑟2 ⋅ (𝜏′ ⋅ 𝜋𝑖=1
𝜏 𝜏𝑖

𝑚𝑖)
−𝑟3

)  

= e(ℎ, 𝜋2)  

Theorem 2 (Unforgeability) Based on q-HSDH assumption, PBA protocol has the 

attestation unforgeability. Under adaptive choosen message attack, if an adversary 𝒜 

can forge a valid attestation with non-negligible probability in probability polynomial 
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time, then there is an algorithm attestation 𝒮 that can solve q-HSDH assumption with 

non-negligible probability in probability polynomial time. 

Proof: The idea of proof here is based on papers [12,13,14]. In addition, since TPM is 

physically secure, adversary 𝒜 can only control the behavior of host ℋ for attestor 𝒫. 

Assuming that an Adversary 𝒜 can forge an unblinded PBA with non-negligible prob-

ability, then a polynomial time simulator attestation 𝒮 can be constructed to solve the 

q-HSDH problem through interaction with adversary 𝒜. It is worth noting that if an 

adversary can forge an unblinded PBA, it can also forge 𝜎𝑃𝐵𝐴. First, an example of 

attestation 𝒮  is given: 𝑔, 𝑢 ∈ 𝐺 , ℎ ∈ 𝐺𝑝 , 𝑤 = 𝑔𝛾 and 𝑞 − 1  (𝐴𝑖 = 𝑔
1

𝛾+𝑐𝑠𝑖 , 𝐵𝑖 =

𝑔𝑐𝑠𝑖 , 𝐶𝑖 = 𝑢𝑐𝑠𝑖)𝑖=1,…,𝑞−1 q-HSDH example, where γ value is unknown. The interaction 

process between adversary 𝒜 and attestation 𝒮 is as follows: 

Setup. Attestation 𝒮 executes the Setup(1k) algorithm as follows: first, attestation 𝒮 se-

lects random numbers 𝜇 ∈ ℤ𝑙, 𝑡 ∈ ℤ𝑛and a series of random numbers (𝑥′, 𝑥1, … , 𝑥𝑙) ∈

ℤ2𝑞−1
𝑙+1 ; Then, S randomly selects (𝑧′, 𝑧1, … , 𝑧𝑙) ∈ ℤ𝑛

𝑙+1, so that (𝑣′ = 𝑔𝑧′
, 𝑣1 = 𝑔𝑧1 , …, 

𝑣𝑙 = 𝑔𝑧𝑙) ∈ 𝐺 for ease of analysis, the following three parameters are defined: 𝑋 =

−2𝜇𝑞 + 𝑥′ + 𝛴𝑖=1
𝑙 𝑥𝑖𝑚𝑖, 𝑌 = 𝑧′ + 𝛴𝑖=1

𝑙 𝑧𝑖𝑚𝑖, 𝑍 = 𝜏′ ∏ 𝜏
𝑗

𝑚𝑗𝑙
𝑗=1 . 

Attestation 𝒮  constructs PBA system parameters as follows: 𝑓 = 𝜔−1𝑔𝑡 , 𝜏′ =

𝑓𝑥′−2𝑘𝑙𝑣′ ', 𝜏1 = 𝑓𝑥1𝑣1, ..., 𝜏𝑙 = 𝑓𝑥𝑙𝑣𝑙 and (𝑔, 𝜔 = 𝑔𝛾 , ℎ, 𝑢, 𝜏′, 𝜏1, … 𝜏𝑙 , 𝑇) as PBA sys-

tem parameters; Finally, attestation 𝒮 maintains a list that records the results of the que-

ries and maps the query results regarding platform configuration information 𝑐𝑠𝑖 with 

indexes 𝑖 ∈ {1, … , 𝑞 − 1}. 

Join Queries. When adversary 𝒜 applies for the property certificate to 𝒮 for the first 

time, there are two situations to consider: 
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When 𝑖 ≠ 𝑖∗, s selects 𝑐𝑟𝑒𝑖 = (𝐴𝑖
𝑝𝑠

, 𝐵𝑖 , 𝐶𝑖) as a response from the q-HSDH instance, 

saves the certificates 𝑐𝑟𝑒𝑖and 𝑝𝑠 in the i item in the list, and uses this as a return value;              

if the i times query has occurred before, then S will take the content corresponding to 

the i item in the list as a response to adversary 𝒜 . 

When 𝑖 = 𝑖∗, attestation 𝒮 will not respond and terminate because s does not know 

the value of 𝑐𝑠∗ = |𝑡 − 𝛾|. 

Attest Queries. When adversary 𝒜 asks 𝒮 for a query, there are two cases: 

When 𝑖 ≠ 𝑖∗, in order to answer adversary 𝒜 's query i , attestation 𝒮 will do the 

following. If this i times  queries has been conducted before, then attestation 𝒮 selects 

the contents of the i table item from the list and uses 𝑐𝑟𝑒𝑖 as the return value; If the i 

times query has not occurred before, then attestation 𝒮 selects the number i from q-

HSDH instances, takes 𝑐𝑟𝑒𝑖 = (𝐴𝑖
𝑝𝑠

, 𝐵𝑖 , 𝐶𝑖) and 𝑝𝑠𝑖 as responses, and records them in 

the list; 

When 𝑖 = 𝑖∗ , Attestation 𝒮  randomly selects a 𝑟 ← ℤ𝑛  and calculates 𝑆 =

(𝑆1, 𝑆2, 𝑆3, 𝑆4) = (𝑔
𝑝𝑠

𝑡 , 𝜔−1𝑔𝑡 , 𝑢−
𝑌

𝑋 ⋅ 𝑍𝑟 , 𝑢
1

𝑋𝑔−𝑟)  if 𝑋 ≡ 0(𝑚𝑜𝑑 𝑛) , S terminates and 

exits. 

Because 𝑐𝑠∗ = 𝑡 − 𝛾 , Therefore, 𝑟′ = 𝑟 − log𝑔
𝑢𝑋  ,  𝑆3 = 𝑢−

𝑌

𝑋 ⋅ 𝑍𝑟 = 𝑢−
𝑌

𝑋 ⋅

(𝑓𝑋𝑔𝑌)𝑟 = 𝑢−
𝑌

𝑋 ⋅ (𝑓𝑋𝑔𝑌)𝑟′
⋅ 𝑓log𝑔

𝑢
⋅ 𝑢

𝑌

𝑋 = 𝑢𝑐𝑠∗
⋅ 𝑍𝑟′

is constructed for the above for-

mula, which is similar to 𝑆4 = 𝑔−𝑟′
, This certificate is: 

𝑆 = (𝑔
𝑝𝑠

𝛾+𝑐𝑠∗ , 𝑔𝑐𝑠∗
, 𝑢𝑐𝑠∗

⋅ 𝑍𝑟′
, 𝑔−𝑟′

).It and the corresponding 𝑝𝑠∗ are taken as the re-

sponse value to the adversary 𝒜 query. 

Corrupt Queries. Adversary 𝒜 conducts the first time query, where 𝑖 ≠ 𝑖∗, attestation 

𝒮 will look up the i-th item from the list and will take 𝑐𝑠𝑖 as the return value. 
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Forgery. adversary 𝒜  passed q-1 inquiries and finally output attestation 𝑆∗ =

(𝑆1
∗, 𝑆2

∗, 𝑆3
∗, 𝑆4

∗).if 𝑆1
∗ ≠ 𝑓 , then attestation 𝒮  will terminate, otherwise calculate 𝑋∗ =

−2𝜇𝑞 + 𝑥′ + 𝛴𝑖=1
𝑙 𝑥𝑖𝑚𝑖

∗  and 𝑌∗ = 𝑧′ + 𝛴𝑖=1
𝑙 𝑧𝑖𝑚𝑖

∗ , where 𝑁𝑣
∗ = (𝑚1

∗ ⋯ 𝑚𝑙
∗) ∈ {0,1}𝑙 .If 

𝑋∗ ≠ 0(𝑚𝑜𝑑 𝑛) then attestation 𝒮 will terminate, because what is obtained is an invalid 

forgery. If all the conditions are met, the final simulator attestation 𝒮  output 

(𝑆1

1

𝑝𝑠, 𝑆2, 𝑆3 ⋅ 𝑆4
𝑌∗

)) is taken as the output to the q-HSDH problem. 

The above proof process describes the simulation process of attestation 𝒮, and the 

success probability of attestation 𝒮 is analyzed below. Because the entire simulation 

algorithm needs to be run completely to solve the q-HSDH problem, simulator attesta-

tion 𝒮 cannot be terminated during the query. According to the above algorithm, three 

conditions must be met for attestation 𝒮 not to terminate: 𝛺1
∗ = 𝑓, this probability is 

1

𝑞−1
; Secondly, the probability of 𝑋 ≠ 0(𝑚𝑜𝑑 𝑛) is at least 1-1/2q for each attest query 

of 𝑖 = 𝑖∗. if there are at least q-1 query, then the total probability should be greater than 

1/2; Finally, in the forgery stage, the probability of 𝑋∗ ≡ 0(𝑚𝑜𝑑 𝑛) should be at least 

1/2lq. If adversary  𝒜 successfully forges the proof in polynomial time with the prob-

ability of ε, then the probability of success of attestation 𝒮  is 𝐴𝑑𝑣[𝒜𝑃𝐵𝐴
𝑢𝑛𝑓𝑜𝑟𝑔𝑒𝑟𝑦

] ≥

𝜀

4𝑙𝑞(𝑞−1)
≥

𝜀

4𝑙𝑞2 , that is, the problem of q-HSDH is solved with the advantage of 

𝐴𝑑𝑣[𝒜𝑃𝐵𝐴
𝑢𝑛𝑓𝑜𝑟𝑔𝑒𝑟𝑦

] in polynomial time, which contradicts the assumption of q-HSDH.                  

Therefore, this PBA scheme has the unforgeability of attestation. 

Theorem 3 (Configuration Privacy) Based on SDA assumption, PBA protocol has the 

property of configuration privacy. Assuming that no polynomial time algorithm can 

solve the SDA assumption with a probability ε, then for each polynomial time adversary 

𝒜 there is adv 𝐴𝑑𝑣[𝒜𝑃𝐵𝐴
𝑎𝑛𝑜𝑛] < 2𝜀. 
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Proof: in order to prove adv 𝐴𝑑𝑣[𝒜𝑃𝐵𝐴
𝑎𝑛𝑜𝑛] < 2𝜀, then according to SDA assumption, 

we first need to prove that the two games when host ℋ belongs to group 𝐺𝑝 or group 

𝐺, represented ϒ0 and ϒ1 respectively, are indistinguishable from adversary 𝒜, namely 

adv 𝐴𝑑𝑣[𝒜𝑃𝐵𝐴
𝑎𝑛𝑜𝑛]ϒ0

− 𝐴𝑑𝑣[𝒜𝑃𝐵𝐴
𝑎𝑛𝑜𝑛]ϒ1

< 𝜀′ is a negligible value. 

In the initialization phase of the game, Attestation 𝒮 will receive a subgroup decision 

assumption instance (𝑛, 𝐺, 𝐺𝑇 , 𝑒, ℎ). As mentioned above, there are two cases for ℎ: 

case 1. Host ℋ belongs to group 𝐺𝑝, and then the game is a normal configuration pri-

vacy game, marked as ϒ0; case 2. Host ℋ belongs to group 𝐺, then the game is rec-

orded as ϒ1. The remaining parameters of the two games are the same. Then, adversary 

A and simulator attestation 𝒮 play the configuration privacy game described in section 

3.4. 

In the query phase, adversary 𝒜 responds to the query of attestation 𝒮, i.e. answers 

an index j. if the answer is correct, i.e. cs𝑗 = cs then S outputs 1, indicating ℎ ∈ 𝐺𝑃; 

Otherwise, attestation 𝒮 outputs 0, indicating ℎ ∈  𝐺. 𝐴𝑑𝑣[𝒮𝑃𝐵𝐴
𝑎𝑛𝑜𝑛] is used to represent 

the advantage of simulator attestation 𝒮 in subgroup decision game, and 𝑃𝑟[ ℎ ∈ 𝐺𝑝] =

𝑃𝑟[ ℎ ∈ 𝐺] = is known, then there is: 

𝐴𝑑𝑣[𝒜𝑃𝐵𝐴
𝑎𝑛𝑜𝑛]0 − 𝐴𝑑𝑣[𝒜𝑃𝐵𝐴

𝑎𝑛𝑜𝑛]1  

= 2𝐴𝑑𝑣[𝒮𝑃𝐵𝐴
𝑎𝑛𝑜𝑛] < 2𝑒  

Next, it needs to be further proved that adv 𝐴𝑑𝑣[𝒜𝑃𝐵𝐴
𝑎𝑛𝑜𝑛]ϒ1

= 0, that is to say, when 

ℎ ∈ 𝐺, the query values 𝜎𝑃𝐵𝐴 and cs are statistically independent of each other. The 

proof process is as follows: 

In the query phase, given a query value 𝜎𝑃𝐵𝐴 = (𝜎𝑀, 𝛺1, 𝛺2, 𝛺3, 𝛺4, 𝜋1, 𝜋2) (where 𝜎𝑀 

is TPM authentication signature, and its security is beyond the scope of this article), it 



15 

needs to be proved that 𝜎𝑃𝐵𝐴 can match any assumed value cs̃ that the adversary may 

adopt, that is, 𝜎𝑃𝐵𝐴 will not disclose any information about cs. 

Under the condition of statistical independence, it is necessary to define an adversary 

�̃� with infinite computing power and obtain the following discrete logarithm:  

First of all, for the four commitment values (𝛺1, 𝛺2, 𝛺3, 𝛺4), they do not disclose any 

information about cs because they are perfectly blinded by four uniformly distributed 

and independent random values ℎ𝑟 , ℎ𝑟1 , ℎ𝑟2 , ℎ𝑟3. Where 𝛺1 and 𝛺2 are directly related 

to cs, so no matter the adversary judges cs as any assumed value cs̃, for cs̃, there is �̃�, �̃�1 

makes 𝛺1 = 𝑔𝑐�̃�ℎ�̃� , ω 𝛺2 = 𝑔1/(𝛾+𝑐�̃�)ℎ�̃�1 , so blindness does not reveal any information 

aboutcs. 

Secondly, for evidence 𝜋1, which involves 𝛺1 and 𝛺2, it needs to be proved that the 

given evidence 𝜋1 value is consistent with the evidence value constructed by the adver-

sary based on the assumed value. Let cs̃, �̃�, �̃�1 be the values assumed by adversary �̃�, 

then there  are :{
𝜔𝛺1 = 𝑔𝛾+𝑐𝑠ℎ𝑟 = 𝑔𝛾+𝑐𝑠+𝛽⋅𝑟

𝜔𝛺1 = 𝑔𝛾+𝑐�̃�ℎ�̃� = 𝑔𝛾+𝑐�̃�+𝛽⋅�̃�
, the two equations are combined to ob-

tain �̃� = 𝑟 + (1 − 𝜉) ⋅ (𝛾 + 𝑐𝑠)/𝜉 ⋅ 𝛽(𝑚𝑜𝑑 𝑛). 

{
𝛺2 = 𝑔𝑝𝑠/(𝛾+𝑐𝑠)ℎ𝑟1 = 𝑔𝑝𝑠/(𝛾+𝑐𝑠)+𝛽𝑟1

𝛺2 = 𝑔𝑝𝑠/(𝛾+𝑐�̃�)ℎ�̃�1 = 𝑔(𝑝𝑠/(𝛾+𝑐𝑠))∗((𝛾+𝑐𝑠)/(𝛾+𝑐�̃�))+𝛽�̃�1
  

The two equations are combined to obtain �̃�1 = 𝑟1 + 𝑝𝑠(1 − 𝜉)/𝛽(𝛾 + 𝑐𝑠)For the 

evidence �̃�1 = ℎ�̃�⋅�̃�1(𝑔𝑐�̃�+𝛾)�̃�1(𝑔𝑝𝑠/(𝑐�̃�+𝛾))�̃�constructed by adversary �̃�, the above �̃�, �̃�1 

and 𝜉 can be substituted into the formula to derive �̃�1 = 𝜋1, which indicates that the 

equation holds no matter what the assumed value of adversary �̃� is, it is not helpful to 

exclude the value of cs̃, and further proves that 𝜋1 does not disclose any information 

about cs. 

The same proof method and conclusion apply to evidence 𝜋2. 
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Through the analysis of 𝜎𝑃𝐵𝐴 = (𝜎𝑀 , 𝛺1, 𝛺2, 𝛺3, 𝛺4, 𝜋1, 𝜋2), it is proved that the 

query attestation values 𝜎𝑃𝐵𝐴 and cs are statistically independent of each other, so ad-

versary �̃� has an advantage of 0 in the ϒ1 game, namely 𝐴𝑑𝑣[𝒜𝑃𝐵𝐴
𝑎𝑛𝑜𝑛]ϒ1

= 0 

In summary, according to SDA assumption, 𝐴𝑑𝑣[𝒜𝑃𝐵𝐴
𝑎𝑛𝑜𝑛]ϒ0

− 𝐴𝑑𝑣[𝒜𝑃𝐵𝐴
𝑎𝑛𝑜𝑛]ϒ1

< 2𝜀 

holds, and 𝐴𝑑𝑣[𝒜𝑃𝐵𝐴
𝑎𝑛𝑜𝑛]ϒ1

= 0 is obtained according to analysis of various parameters 

of 𝜎𝑃𝐵𝐴 in game ϒ1, thus 𝐴𝑑𝑣[𝒜𝑃𝐵𝐴
𝑎𝑛𝑜𝑛]ϒ0

< 2𝜀 holds, which is proved. 

4.2  Performance Analysis 

In this section, the scheme proposed in this paper is compared with the existing PBA 

scheme based on bilinear pairings [6] called PBA-BM scheme. It is worth noting that 

this paper does not compare with other existing schemes [4,5], because these schemes 

are not as efficient as PBA-BM schemes based on bilinear pairing. 

First, we compare the size of certificate and attestation value. The following parameters 

are defined: ℤ𝑛 denotes the size of the element in ℤ𝑛, 𝒽 denotes the size of the HASH 

value, G denotes the size of the element in group G, 𝐺𝑇 denotes the size of the element 

in group 𝐺𝑇, and 𝜎𝑀 denotes the size of |𝜎𝑀|. For bilinear mapping satisfying 128-bit 

security, 𝐺𝑇 needs to be about 3072bit [17]. The comparison results are shown in Table 

1.The size of certificates and certificates of this scheme are smaller than that of PBA-

BM scheme, i.e. the communication cost of this scheme is smaller than that of PBA-

BM scheme. 

Table 1. Comparison on communication cost 

PBA scheme Certificate(cre) size Attestation(𝜎𝑃𝐵𝐴) size 

PBA-BM 2ℎ + 5𝐺  𝜎𝑀 + 𝒽 + 6𝐺 + 5ℤ𝑛  

This scheme 2ℎ + 3𝐺  𝜎𝑀 + 6𝐺  
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Secondly, we compare the efficiency of the two schemes in proving algorithm, 

checking algorithm and revocation algorithm. Define the following parameters: p rep-

resents a pairing operation, G represents an exponential operation in group G, 𝐺𝑘 rep-

resents a k times exponential operation, and 𝐺𝑇 represents an exponential operation in 

group𝐺𝑇. It is worth noting that a multiple exponential operation is slightly more effi-

cient than an exponential operation [18], and the exponential operation in group g is 

much more efficient than the exponential operation in group 𝐺𝑇. The comparison re-

sults are shown in Table 2. 

Table 2. Comparison on computation cost 

PBA algorithm PBA-BM scheme[] our scheme  

Attest(TPM) 𝐺 + 𝐺2  𝐺2  

Attest(Host) 8𝐺 + 𝐺2 + 𝐺3 + 4𝐺𝑇  3𝐺2 + 𝐺3 + 2𝐺4  

Verify 2𝐺2 + 𝐺3 + 𝐺𝑇
4 + 4𝑃  𝐺𝑇 + 𝐺  

Check 𝐺2  𝐺2  

Because TPM is much less efficient than host, the Attest algorithm is divided into 

two parts for comparison. Compared with PBA-BM scheme, the Attest algorithm of 

our scheme is more efficient on both TPM and host. Compared with Verify algorithm, 

the efficiency of our scheme is better than PBA-BM scheme, while the execution effi-

ciency of Check algorithm is the same. Therefore, our scheme is better than PBA-BM 

scheme. 
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5 summary 

The proposed property-based attestation scheme solves the problem of privacy leakage 

caused by the original binary attestation scheme and enhances the configuration privacy 

of the platform. Compared with the existing schemes on performance, our scheme is 

better than PBA-BM scheme and other PBA schemes. On the other hand, in terms of 

security, since the security of the existing property-based attestation schemes is proved 

under the random oracle model, our scheme can be proved under the standard model 

based on SDH assumption and SDA assumption, the security is better than other exist-

ing schemes. In the future work, the scheme will continue to be further improved to 

make it more efficient and practical. 
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