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Abstract— All the major promises of the cloud -- improved IT efficiency, flexibility and scalability -- come with one 

major challenge: security.Many organizations can't delineate where cloud service provider (CSP) responsibilities end 

and their own responsibilities begin, opening them to numerous vulnerabilities. The increased expansiveness of the 

cloud also increases an organization's potential attack surface. To further complicate the matter, traditional security 

controls often don't fulfill cloud security needs. Cloud computing is a set of IT services that are provided to a customer 

over a network on a leased basis and with the ability to scale up or down their service requirements. Usually cloud 

computing services are delivered by a third party provider who owns the infrastructure. It advantages to mention but a 

few include scalability, resilience, flexibility, efficiency and outsourcing non-core activities. Cloud computing offers 

an innovative business model for organizations to adopt IT services without upfront investment. Despite the potential 

gains achieved from the cloud computing, the organizations are slow in accepting it due to security issues and 

challenges associated with it. Security is one of the major issues which hamper the growth of cloud. 

 

 

I. INTRODUCTION 

 
The cloud computing is a new computing model that provides 

the uniform access to wide area distributed resources on 

demand. The emergence of cloud computing has made a 

tremendous impact on the Information Technology (IT) 

industry over the past few years, where large companies such 

as Google, Amazon and Microsoft strive to provide more 

powerful, reliable and cost-efficient cloud platforms, and 

business enterprises seek to reshape their business models to 

gain benefit from this new paradigm[1]. However, there still 

exist many problems in cloud computing today. A recent 

survey by Cloud Security Alliance (CSA)  shows that security 

have become the primary concern for people to shift to cloud 

computing.  

For years the Internet has been represented on network 

diagrams by a cloud symbol until 2008 when a variety of new 

services started to emerge that permitted computing resources 

to be accessed over the Internet termed cloud computing. 

Cloud computing encompasses activities such as the use of 

social networking sites and other forms of interpersonal 

computing; however, most of the time cloud computing is 

concerned with accessing online software applications, data 

storage and processing power. Cloud computing is a way to 

increase the capacity or add capabilities dynamically without 

investing in new infrastructure, training new personnel, or 

licensing new software. It extends Information Technology’s  

 

 

(IT) existing capabilities. In the last few years, cloud computing 

has grown from being a promising business concept to one of 

the fast growing segments of the IT industry. But as more and 

more information on individuals and companies are placed in 

the cloud, concerns are beginning to grow about just how safe 

an environment it is. Despite of all the hype surrounding the 

cloud, customers are still reluctant to deploy their business in 

the cloud. 

 

EIS Security Solutions  

Controlling access and utilization of shared assets are the most 

significant objectives of security models in a common system. 

With the extension of PC systems the mentality towards data 

security and other shared assets has entered another stage. Data 

security innovation arrangements can be named either proactive 

to forestall activities before the event of the issue (e.g., 

cryptography, computerized signature, hostile to infection) or 

receptive enough to react after the event of security issue (e.g., 

firewalls, passwords). They are actualized at the accompanying 

model levels: system, host and application levels.  

 

A comprehensive methodology mulling over regions appeared 

in following  just as a model point of view must be taken to 

guarantee security:- 

https://searchcompliance.techtarget.com/definition/cloud-computing-security


 

 
 

 

Security Architecture for Cloud Computing  

 

The NIST Cloud Computing reference engineering 

characterizes five significant entertainers in the cloud:  

 CLOUD CUSTOMER 

 CLOUD SUPPLIER 

 CLOUD TRANSPORTER 

 CLOUD REVIEWER  

 CLOUD INTERMEDIARY.  

 

 

This part examines the standard systems (RBAC, ABAC, 

TBAC) and conventions (SAML and trust model) for the 

trading of verification, approval and quality information 

utilized in this theory. It likewise presents the arrangement 

language (XACML), and the theoretical order structure for 

recognizing cloud get to control necessities. XACML is 

utilized for the particular of approaches as a result of its 

expressiveness and adaptability in indicating access control 

arrangements. 

 

Theoretical Classification Framework :- 

The conceptual categorization identifies and groups 

requirements into four different abstraction layers. 

Classification of the layers is as shown  

 

Entropy layer: The entropy layer identifies requirements from 

the virtual and geographic dispersion of objects in a system.  

 

Assets layer: The asset layer identifies requirements from the 

type of shared objects within the boundary of the entropy 

layer.  

 

 

Management layer: The management layer defines 

requirements from Plan management. It is used to fulfil the 

need for capturing security issues raised from the management 

of policies and trust relationships among objects.  

 

Logic layer: The logic layer incorporates requirements that are 

not handled by the former layers. 

 

 

 
 

a new architecture suitable for the cloud is proposed. We first 

define the access control requirements for a generic Cloud 

Computing scenario based on proposed conceptual 

categorization framework and then, make a comparison of 

existing access control models used for the cloud environment 

to determine their applicability. The results of our analysis are 

used to develop a System-Based Association Model suitable for 

the cloud. 

Proposed Access Control Architecture  

The following  the proposed get to control design, which 

involves the accompanying structural segments:  

•Context Handler goes about as a correspondence transport by 

making a common setting between segments,  

•Policy Decision Point (PDP) settles on an entrance control 

choice by assessing the solicitation against the accessible 



 

strategies,  

•Policy Enforcement Point (PEP) advances they got 

solicitations to PDP and authorizes the commitments came 

back from PDP,  

 •Policy Administration Point (PAP) makes the strategies 

accessible to PDP  

•Policy Information Point (PIP) recovers the quality qualities 

mentioned by setting handler.  

•Trust Manager: This administration reacts to demands for 

characteristics in type of SAML quality questions.  

•Role Enablement Authority: This is answerable for appointing 

jobs to clients and for empowering jobs for use inside a client's 

meeting, Policies are utilized to figure out which clients are 

permitted to empower which jobs and under which conditions. 

The jobs are communicated utilizing characteristics.  

Among these segments, PEP and PDP are of specific 

significance as they are the segments where state data can be 

kept up. 

 

 
 

Security Issues Based on the Delivery and Deployment 

Model of Cloud In SaaS, providers are more responsible 

for security. The clients have to depend on providers for 

security measures. As public cloud is less secure than 

private clouds, the stronger security measures are required 

in public cloud. Also in SaaS, it becomes difficult for the 

user to ensure that proper security is maintained or not. 

Private clouds could also demand more extensibility to 

accommodate customized requirements. The following 

key security elements [11] should be carefully considered 

as an integral part of the SaaS application development 

and deployment process: i) Data security  

ii) Data locality  

iii) Data integrity  

iv) Data segregation  

v) Data access  

vi) Data confidentiality  

vii) Network security  

viii) Authentication and authorization  

ix) Availability  

x) Identity management and sign-on process In PaaS,  

 

customers are able to build their own applications on top 

of the platforms provided. Thus it is the responsibility of 

the customers to protect their applications as providers are 

only responsible for isolating the customers’ applications 

and workspaces from one another . So, maintaining the 

integrity of applications and enforcing the authentication 

checks are the fundamental security requirements in PaaS. 

IaaS is mainly used as a delivery model. The major 

security concern in IaaS is to maintain the control over the 

customer’s data that is stored in provider’s hardware. The 

consumers are responsible for securing the operating 

systems, applications, and content. The cloud provider 

must provide low-level data protection capabilities.Based 

upon the deployment model, public clouds are less secure 

than the other cloud models as it allows users to access 

the data across wide area network. In public cloud, 

additional security measurements like trust are required to 

ensure all applications and data accessed on the public 

cloud are not subjected to malicious attacks . Utilization 

on the private cloud can be much more secure than that of 

the public cloud because of it is specified for some 

particular organization. A hybrid cloud is a private cloud 

linked to one or more public clouds. Hybrid clouds 

provide more secure control of the data and applications 



 

as each and everything is centrally managed. Each of the 

security requirements will be highlighted below in 

context of cloud computing:  

A. Authorization:- Authorization is an important 

information security requirement in Cloud computing to 

ensure referential integrity is maintained. It follows on in 

exerting control and privileges over process flows within 

cloud computing. In case of public cloud, multiple 

customers share the computing resources provided by a 

single service provider. So proper authorization is 

required irrelevant of the delivery model used. In private 

cloud, authorization is maintained by the system 

administrator.  

B. Identification & authentication:- As the major 

concerns in public and private cloud include internal and 

external threats, data collection, privacy and compliance, 

so, it is the cloud service provider’s ability to have a 

secure infrastructure to protect customer data and guard 

against unauthorized access. We need to have some 

identification and authentication process to verifying and 

validating individual cloud users based upon their 

credentials before accessing any data over the cloud. 

That’s why identification and authentication is 

mandatory security requirement in public and private 

cloud.  

C. Integrity:- The integrity requirement lies in applying 

the due diligence within the cloud domain mainly when 

accessing data. Therefore ACID (atomicity, consistency, 

isolation and durability) properties of the cloud’s data 

should without a doubt be robustly imposed across all 

Cloud computing delivery models. 

 

D.- Confidentiality In Cloud computing, confidentiality 

plays a major part especially in maintaining control over 

organizations’ data situated across multiple distributed 

databases. Asserting confidentiality of users’ profiles and 

protecting their data, that is virtually accessed, allows for 

information security protocols to be enforced at various 

different layers of cloud applications. Cloud Computing 

Security Issues and Challenges: A Survey 451 Data 

confidentiality is one of the most difficult things to 

guarantee in a public cloud computing environment. 

There are several reasons for that: First, as public clouds 

grow, the number of people working for the cloud 

provider who actually have access to customer data 

(whether they are entitled to it or not) grows as well, 

thereby multiplying the number of potential sources for a 

confidentiality breach. Second, the needs for elasticity, 

performance, and fault-tolerance lead to massive data 

duplication and require aggressive data caching, which in 

turn multiply the number of targets a data thief can go 

after. Third, end-to-end data encryption is not yet 

available. So, data confidentiality will be maximized by 

using a large number of private clouds managed by 

trusted parties.  

E. Availability:- Availability is one of the most critical 

information security requirements in Cloud computing 

because it is a key decision factor when deciding among 

private, public or hybrid cloud vendors as well as in the 

delivery models. The service level agreement is the most 

important document which highlights the trepidation of 

availability in cloud services and resources between the 

cloud provider and client. The goal of availability for 

Cloud Computing systems (including applications and its 

infrastructures) is to ensure its users can use them at any 

time, at any place. Many Cloud Computing system 

vendors provide Cloud infrastructures and platforms 

based on virtual machines. So availability is a mandatory 

security requirement for IaaS and PaaS whether the public 

cloud is used or private cloud. As in private cloud, all 

services are internal to the enterprise, so availability is 

also required when SaaS is to be used. F. Non-repudiation 

Non-repudiation in cloud computing can be obtained by 

applying the traditional ecommerce security protocols and 

token provisioning to data transmission within cloud 

applications such as digital signatures, timestamps and 

confirmation receipts services (digital receipting of 

messages confirming data sent/received). 

 

CLOUD COMPUTING CHALLENGES:- The current 

adoption of cloud computing is associated with numerous 

challenges because users are still skeptical about its 

authenticity. Based on a survey conducted by IDC in 

2008, the major challenges that prevent Cloud Computing 

from being adopted are recognized by organizations are as 

follows:  

A. Security: It is clear that the security issue has 

played the most important role in hindering Cloud 

computing acceptance. Without doubt, putting 

your data, running your software on someone 



 

else's hard disk using someone else's CPU 

appears daunting to many. Well-known security 

issues such as data loss, phishing, botnet 

(running remotely on a collection of machines) 

pose serious threats to organization's data and 

software. Moreover, the multi-tenancy model 

and the pooled computing resources in cloud 

computing has introduced new security 

challenges that require novel techniques to tackle 

with. For example, hackers can use Cloud to 

organize botnet as Cloud often provides more 

reliable infrastructure services at a relatively 

cheaper price for them to start an attack.  

B. Costing Model: Cloud consumers must consider 

the tradeoffs amongst computation, 

communication, and integration. While 

migrating to the Cloud can significantly reduce 

the infrastructure cost, it does raise the cost of 

data communication, i.e. the cost of transferring 

an organization's data to and from the public and 

community Cloud and the cost per unit of 

computing resource used is likely to be higher. 

This problem is particularly prominent if the 

consumer uses the hybrid cloud deployment 

model where the organization's data is 

distributed amongst a number of public/private 

(in-house IT infrastructure)/community clouds. 

Intuitively, ondemand computing makes sense 

only for CPU intensive jobs. 

 

C.  Charging Model: The elastic resource pool has 

made the cost analysis a lot more complicated 

than regular data centers, which often calculates 

their cost based on consumptions of static 

computing. Moreover, an instantiated virtual 

machine has become the unit of cost analysis 

rather than the underlying physical server. For 

SaaS cloud providers, the cost of developing 

multitenancy within their offering can be very 

substantial. These include: re-design and 

redevelopment of the software that was 

originally used for single-tenancy, cost of 

providing new features that allow for intensive 

customization, performance and security 

enhancement for concurrent user access, and 

dealing with complexities induced by the above 

changes. Consequently, SaaS providers need to 

weigh up the trade-off between the provision of 

multitenancy and the cost-savings yielded by 

multi-tenancy such as reduced overhead through 

amortization, reduced number of on-site software 

licenses, etc. Therefore, a strategic and viable 

charging model for SaaS provider is crucial for 

the profitability and sustainability of SaaS cloud 

providers. 

D. Service Level Agreement (SLA): Although cloud  

       consumers do not have control over the     

       underlying computing resources, they do need to   

       ensure the quality, availability, reliability, and  

       performance of these resources when consumers 

have migrated their core business functions onto their 

entrusted cloud. In other words, it is vital for 

consumers to obtain guarantees from providers on 

service delivery. Typically, these are provided 

through Service Level Agreements (SLAs) negotiated 

between the providers and consumers. The very first 

issue is the definition of SLA specifications in such a 

way that has an appropriate level of granularity, 

namely the tradeoffs between expressiveness and 

complicatedness, so that they can cover most of the 

consumer expectations and is relatively simple to be 

weighted, verified, evaluated, and enforced by the 

resource allocation mechanism on the cloud. In 

addition, different cloud offerings (IaaS, PaaS, and 

SaaS) will need to define different SLA 

metaspecifications. This also raises a number of 

implementation problems for the cloud providers. 

Furthermore, advanced SLA mechanisms need to 

constantly incorporate user feedback and 

customization features into the SLA evaluation 

framework 

 

E. What to migrate: Based on a survey (Sample size 

= 244) conducted by IDC in 2008, the seven IT 

systems/applications being migrated to the cloud are: 

IT Management Applications (26.2%), Collaborative 

Applications (25.4%), Personal Applications (25%), 

Business Applications (23.4%), Applications 

Development and Deployment (16.8%), Server 

Capacity (15.6%), and Storage Capacity (15.5%). 



 

This result reveals that organizations still have 

security/privacy concerns in moving their data on to 

the Cloud. Currently, peripheral functions such as IT 

management and personal applications are the easiest 

IT systems to move. Organizations are conservative 

in employing IaaS compared to SaaS. This is partly 

because marginal functions are often outsourced to 

the Cloud, and core activities are kept in-house. The 

survey also shows that in three years time, 31.5% of 

the organization will move their Storage Capacity to 

the cloud. However this number is still relatively low 

compared to Collaborative Applications (46.3%) at 

that time.  

 

F. Cloud Interoperability Issue: Currently, each 

cloud offering has its own way on how cloud 

clients/applications/users interact with the cloud, 

leading to the "Hazy Cloud" phenomenon. This 

severely hinders the development of cloud 

ecosystems by forcing vendor locking, which 

prohibits the ability of users to choose from 

alternative vendors/offering simultaneously in order 

to optimize resources at different levels within an 

organization. More importantly, proprietary cloud 

APIs makes it very difficult to integrate cloud 

services with an organization's own existing legacy 

systems (e.g. an on-premise data centre for highly 

interactive modeling applications in a pharmaceutical 

company).The primary goal of interoperability is to 

realize the seamless fluid data across clouds and 

between cloud and local applications. There are a 

number of levels that interoperability is essential for 

cloud computing. First, to optimize the IT asset and 

computing resources, an organization often needs to 

keep in-house IT assets and capabilities associated 

with their core competencies while outsourcing 

marginal functions and activities (e.g. the human 

resource system) on to the cloud. Second, more often 

than not, for the purpose of optimization, an 

organization may need to outsource a number of 

marginal functions to cloud services offered by 

different vendors. Standardization appears to be a 

good solution to address the interoperability issue. 

However, as cloud computing just starts to take off, 

the interoperability problem has not appeared on the 

pressing agenda of major industry cloud vendors.  

 

CLOUD COMPUTING SAFETY MEASURES 

 

Cloud computing security is an emerging sub-area of PC 

security, security management, and much more 

comprehensively, data security. This refers to a 

comprehensive collection of techniques, developments, 

and controls conveyed to secure information, applications, 

and the associated Cloud Computing environment (Reeja, 

2012). With regard to this research, it involves 

understanding how approaches can be applied in the cloud 

to resolve interesting dangers and challenges along these 

lines, affirming data protection. This section discusses 

Cloud Computing, its security issues and benefits. It 

presents Cloud Computing protection to be controlled as a 

response and presents models that have been recognised 

for use within the cloud situation to be controlled. 

Cloud computing is progressing as an aid. It helps 

businesses to scale assets all over as they require (i.e., the 

"pay-more only as costs occur" model of figuring), 

making data protection an important requirement for 

cloud-based administrations. As problems acquired from 

virtualization and SOA progresses, the multitenant 

definition of the cloud is powerless against data gaps, 

dangers and tackles (Grundy and Miller, 2010) and in 

this way, it is imperative to have strong access control 

approaches set up to preserve the confidentiality, 

trustworthiness and accessibility of information. 

Figure 3.1 (Subashini and Kavitha, 2011) demonstrates 

the difficulty of protection in the cloud domain. The lower 

layer refers to the various cloud organisation models, 

especially private, network, open and half and half cloud. 

The following layer speaks to the unique SaaS, PaaS, and 

IaaS conveyance models. The conveyance models 



 

structure the cloud core, showing certain characteristics, 

such as quick versatility, estimated administration, on-

demand self-administration, multi-tenure and asset 

pooling, each layer has different security needs 

(Subashini and Kavitha, 2011). The cloud system can be 

ensured by illuminating the security problems of SaaS, 

PaaS and IaaS by implication, as indicated by Asma, 

Chaurasia & Mokhtar (2012), and adequate security can 

be achieved by understanding the data, virtualized state 

and security issues of correspondence. 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

Complexity of Security in a Cloud Environment 

  

 

 

 

 

 

 

 

CONCLUSION:-  Although Cloud computing can 

be seen as a new phenomenon which is set to 

revolutionise the way we use the Internet, there is 

much to be cautious about. There are many new 

technologies emerging at a rapid rate, each with 

technological advancements and with the potential of 

making human’s lives easier. However, one must be 

very careful to understand the security risks and 

challenges posed in utilizing these technologies. 

Cloud computing is no exception. In this paper key 

security considerations and challenges which are 

currently faced in the Cloud computing are 

highlighted. Cloud computing has the potential to 

become a frontrunner in promoting a secure, virtual 

and economically viable IT solution in the future.  

       Many enhancements in existing solutions as well as  

       more mature and newer solutions are urgently needed  

       to ensure that cloud computing benefits are fully  

       realized as its adoption accelerates. Cloud computing  

       is still in its infancy, and how the security and privacy  

       landscape changes will impact its successful,  

       widespread adoption. 
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