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ABSTRACT 

 
The increasing diffusion of technology offers new possibilities to collect data from consumers’ 
interactions automatically. This study aims to provide a comprehensive understanding of the retail 
technologies available (classified according to different approaches) and the kind of data they can 
extract from this interaction, emphasizing the customer journey stages. Our results show the extent 
to which the huge amount of extracted data might led to a certain retail surveillance. Consequently, 
this phenomenon opens new lines of inquiry about the benefits and pitfalls of (retail) technology 
surveillance in online and offline shopping settings. In this way, our results suggest guidelines to 
support the development of better practices to embrace retail technology and regulate consumers’ 
data extraction. 
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1. INTRODUCTION 
 

The number of available retail technologies to improve the service and consumer experience 
increases every year (Pantano et al., 2018), such as retail apps to support in-store visits (from 
creating the shopping list to identifying the product in the store), contactless payment systems, 
(online) chatbot, and (in-store) robot to act as shopping assistants. However, anytime a consumer 
interacts with a technology, either online or in person, the interaction generates a huge amount of 
information that the retailer might explore to achieve a competitive advantage. Therefore, these 
technologies observe consumers’ data and can deliver customized services or more accurate 
behavior predictions accordingly. This observational phenomenon largely acquired scholars' and 
practitioners' attention, trying to understand how to increase consumer benefits over retailers' 
benefits (Pantano et al., 2023), limiting consumers’ privacy loss (Scarpi et al., 2022). Moreover, 
recent studies pointed out that the technology is not limited to observing consumers. Instead, it acts 
as a sort of retail surveillance (Brooksbank et al., 2022). Accordingly, recent scholars developed a 
new concept defining the technological observation of human behavior as dataveillance to describe 
the online automatic tracing and analysis of individual data (Kappeler et al., 2023; Strycharz and 
Segijn, 2022) and retaillance when in brick-and-mortar retail settings (Elnahla and Neilson, 2021), 
starting from the original concept of surveillance that referred to the generic surveillance of all 
human behaviors (Dandeker, 1990). Thus, retail surveillance embraces the routine and automatic 
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extraction and analysis of consumers’ data (including data related to shopping behavior and 
experience), which can usually be mediated by technology and not consciously disclosed.  
Despite all this literature, actual studies evaluate retail surveillance technology only regarding 
consumers’ acceptance in online or physical stores. To our knowledge, no studies simultaneously 
evaluate the online and in-store technology that enables consumer surveillance. Our study aims to 
fill this gap by further offering a deeper understanding of what data the technologies can extract 
from customers’ interactions and how to regulate them. In this way, our study helps better navitaing 
the new technology mediated retail scenario (online and offline), while opening new lines of 
inquiry to better balance the level of surveillance and consumers’ benefits in both offline and online 
settings. 
The remainder of this paper is organized as follows: the next section will focus on consumer-
computer interaction, and then the paper will go deeper into the classification of different forms of 
retail technology and related forms of interaction. Subsequently, the paper will provide a more 
comprehensive overview of the data extracted during the consumer-computer interaction. Finally, 
the paper will present the implications for theory and practice and suggest directions for future 
research.  
 

2. THEORETICAL BACKGROUND 
 

2.1. Consumer-Computer Interaction  
 
Consumer-computer interaction is a multidimensional domain affecting online and offline store 
experience, influencing how customers engage with products, services, and brands. Online, 
consumers traverse a dynamic digital landscape, interacting with various interfaces that shape their 
retail experience. This includes e-commerce websites, mobile applications, social media platforms, 
and immersive virtual reality (VR) retail environments. Each interface offers a unique platform for 
interaction, aiming to captivate and connect consumers with a virtual storefront. 
The consumer-computer interactions online encompass diverse levels of immersion and realism. 
Modern VR experiences represent the pinnacle of immersion, enabling customers to explore stores, 
visualize products, and simulate the in-store shopping experience. These interactions, enriched with 
visual, auditory, and haptic feedback, strive to replicate real-world retail scenarios, fostering a 
multisensorial feeling of presence and authenticity (Heller et al., 2019). Realism is critical in online 
retail interaction, directly influencing consumer engagement and purchase decisions (Azer et al., 
2023). High levels of realism, as seen in immersive VR retail and the metaverse, aim to provide an 
experience closely resembling a visit to a physical store (Yoo et al., 2023). Customers can virtually 
inspect products, assess their features, and visualize how they fit into their lives, enhancing their 
confidence and satisfaction in purchasing. Conversely, simpler interactions, like browsing through 
product listings on a website, offer functional but less immersive experiences, focusing primarily 
on ease of navigation and efficient access to product information (Wu et al., 2016). 
Integrating multiple technology media is a common feature of online retail interactions. 
Incorporating images, videos, interactive graphics, and audio enriches the customer journey, 
making it visually appealing and informative. These elements help convey product details, 
showcase usage scenarios, and provide a deeper understanding, enhancing the overall shopping 
experience (Biswas, 2019; Roggeven and Sethuraman, 2020). Additionally, these computer-
mediated interactions allow tailoring product recommendations, offers, and the overall interface to 
individual preferences and shopping behaviors, learning from present and past interactions.  
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In offline retailing, consumer-computer interactions extend beyond e-commerce platforms: 
interactive displays, touchscreens, and augmented reality (AR) provide customers with engaging 
and informative experiences, enabling customers -for instance- to virtually try on apparel or 
visualize how furniture fits into their homes, enhancing their confidence in the decision process 
(Heller et al., 2019; Serravalle et al., 2023). Interactive kiosks allow customers to browse product 
catalogs, access additional information, and place orders while in-store (Van De Sanden et al., 
2022). In online and offline retail interactions, interface design and ease of use remain critical 
factors: intuitive navigation, visually appealing layouts, and seamless user experiences 
significantly impact how customers perceive a retailer and its offerings (Madsen and Petermans, 
2020).  
In turn, ease of use often translates into quick load times and responsiveness, effortless product 
exploration and purchase completion, and an intuitive interface (Li et al., 2020). Overall, the 
evolving landscape of consumer-computer interaction is reshaping the retail industry, blending the 
digital and physical worlds to offer customers enriched, seamless interactions. Understanding these 
interactions is paramount for retailers, enabling them to create compelling digital and physical retail 
spaces that better resonate with consumers (Cheung et al., 2021). 
 
 
2.2. Ethics in Consumer-Computer Interaction 
 
As anticipated, a huge amount of data can be extracted during consumers’ interaction with retail 
technologies, whose outcomes could be potentially harmful to humans (Sullivan and Fosso Wamba, 
2022; Jorling et al., 2019). Consequently, these technologies should be subject to ethical and moral 
norms. Limited to the online scenario, scholars conceptualized accordingly the role of Corporate 
Digital Responsibility (CDR) to emphasize the ethical issues unique to the digital context. They 
specified CDR as the “set of shared values and norms guiding an organization’s operations 
concerning the creation and operation of digital technology and data” (Lobschat et al., 2021, p.876) 
by pushing all the actors involved in the development and integration of digital technologies and 
related data processing to act ethically responsibly. 
For instance, the data used in retail technology might include information extracted from 
consumers’ photos, including their faces, race, age, skin type, and exact geographical position at 
any given time. Further data would be obtained from the purchased product size, colors, etc., that 
could reveal preferences, household size, consumption habits, etc. Indeed, many consumers would 
not be willing to share this personal information easily. While this data can personalize the 
shopping experience and improve customer service, it raises concerns about privacy and data 
security (Pantano et al., 2023; Moriuchi, 2021; Cowan, Javornik, and Jiang, 2021).  
One major concern is the potential misuse of customer data by retailers or third-party companies 
(Pizzi and Scarpi, 2021). Customers may be uncomfortable when companies use their personal 
information for marketing or targeted advertising. Additionally, there is the risk of data breaches, 
which could result in sensitive customer information being stolen and used for malicious purposes 
(Quach et al., 2022). Accordingly, the authors introduced the concept of (Artificial Intelligence) 
responsibility in retail service automation, when the retail technology is based on AI, and the related 
corporate data responsibility in terms of data quality, acquisition, storage, access, and equity 
(Scarpi and Patano, 2024). Despite these attempts, consumers’ data extraction and usage in retail 
is still subject to debate, requiring further investigation (Scarpi and Patano, 2024). 
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3. DATA EXTRACTION FROM CONSUMERS’ INTERACTIONS WITH RETAIL 
TECHNOLOGY 

 
3.1. Retail Technology Classification 
 
Literature provides different approaches to classify retail technology. For instance, Pantano and 
Viassone (2014) suggest that the recent retail technologies can be in the form of touchscreen 
displays (e.g., virtual fitting systems), mobile applications (e.g., product comparison apps), and 
hybrid-in-store systems (e.g., RFID recommendation systems). These systems are integrated for 
two types of stakeholders, namely demand-side and supply-side stakeholders, represented by in-
store workers and manufacturers/retailers (Shankar et al., 2021). Sethuraman and Parasuraman 
(2005) broadly categorize each stakeholder group's purpose of system utilization into cost 
reduction and service enhancement. For instance, customers can enjoy an enhanced experience 
throughout their customer journey when augmented reality (AR) and virtual reality (VR) 
technologies are integrated into various touchpoints (Shankar et al., 2021). For instance, greater 
convenience has been made possible by deploying technologies that automate the shopping 
experience, such as self-checkout systems and store grab-and-go options. The grab-and-go option 
is supported by systems that leverage deep learning, sensors, and transaction automation, allowing 
customers to retrieve products from shelves without visiting a traditional checkout counter (Grewal 
et al., 2020). From a supply-side perspective, the most significant implication of digital innovation 
in the retail sector, in terms of cost reduction, lies in efficiently managing interactions with 
customers, inventory records, product identification, and delivery processes, among others 
(Shankar et al., 2021). Certain technologies, such as blockchain and IoT-enabled tracking systems, 
have the potential to revolutionize inventory management, enhance supplier-retailer 
communication, and improve supply-chain efficiency (Sethuraman & Parasuraman, 2005; Shankar 
et al., 2021).  
Another classification is based on the technology used at various stages of the customer journey 
and its value and utility for customers (Hoyer et al., 2020; Reinartz et al., 2019). In the pre-purchase 
stage, technology's role in customer interaction primarily includes observation, support, and 
product/service co-creation. During the observation phase, seamlessly interconnected platforms, 
systems, and smart devices (e.g., Alexa, cloud computing) collect information about customers and 
the surrounding environment without providing any feedback to customers in return (Reinartz et 
al., 2019). The passive operation of technology turns into active interaction when devices, such as 
chatbots, machine learning, cookie recommendation agents, and geo-targeting apps, come to the 
forefront. These tools provide location-based notifications in specific geographic areas and support 
customers searching for relevant products and services. Furthermore, these systems empower the 
co-creation of products and services by customizing offerings based on individual customer needs 
(Hoyer et al., 2020; Reinartz et al., 2019). Customers can co-create services when interacting with 
systems like chatbots and imagination-enhancing technologies such as augmented reality (AR) 
applications (e.g., IKEA), virtual showrooms, and kiosks. For instance, IKEA's app allows 
customers to assess how selected furniture fits into their living space. Interactive chatbots, in 
particular, simulate human interaction, enhancing the shopping process's experiential value 
(Roggeveen & Sethuraman, 2020). The observation, support, and product/service co-creation 
modes manage customer needs and foster engagement in the search process (Roggeveen & 
Sethuraman, 2020). 
During the purchase stage, technologies significantly facilitate the transaction process and 
physically acquire products. Customers engage with machines to receive support in executing 
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transactions or to fully automate certain transactional processes. Retailers may also employ 
machines during the shopping phase to observe customers during transactions. Specifically, 
recommender systems connected with inventory management technology can offer support by 
suggesting substitutes for out-of-stock items (Hoyer et al., 2020). After the transaction concludes, 
blockchain and chatbots can ensure transparency in the delivery process by providing regular 
notifications regarding the status of orders (Mollenkopf et al., 2021). Support also occurs when 
individuals employ voice-based assistants (e.g., Alexa) to complete transactions using voice 
commands (Hoyer et al., 2020). Integrating technologies such as automated payment systems (e-
wallets), smart carts, RFID chips, scanners, and drones can further streamline transactions by 
automating processes related to product ordering, checkout, and delivery (Roggeveen & 
Sethuraman, 2020). It's worth noting that facial recognition systems, while not directly controlled 
by customers, observe customer behavior, capture emotions during interactions with products in 
stores, and verify payment transactions (Gao et al., 2023). 
Moving to the post-purchase stage, customers primarily receive support from technologies or 
encounter fully automated follow-up services. Apps powered by machine learning, artificial 
intelligence (e.g., chatbots), and blockchain play a key role in keeping customers informed about 
new items similar to those in their purchase history, as well as notifying them about price changes 
and new service/product upgrades (Quinones et al., 2023; Reinartz et al., 2019). Automated 
customer communication enhances engagement and fosters loyalty (Roggeveen & Sethuraman, 
2020). Additionally, the automation of follow-up services occurs when IoT-enabled home 
appliances can identify customers' needs and autonomously process orders without requiring 
human intervention during the repurchase stage (Roggeveen & Sethuraman, 2020). 
 
3.2 Data typology 
 
The interaction with technology also leads to the extraction of different kinds of consumer data. 
Specifically, we propose classifying six distinct types: identity data, interactional/engagement data, 
behavioral data, attitudinal data, spatial-temporal data, and other personal data (Table 1). 
During the pre-purchase stage, while engaging in product/service co-creation, chatbots, AR, and 
VR technologies can gather socio-demographic characteristics, visual information disclosing 
individual identities, and attitudinal data, such as preferences and needs. Applications and systems 
such as cookies, chatbots, recommender systems, and geo-targeting apps simultaneously assist 
customers while collecting interactional data (e.g., browsing history), behavioral data (e.g., past 
purchases, wish list items), and spatial-temporal data (customer location and time of interaction). 
IoT-enabled devices, like smart appliances, can observe customers and collect identity and 
behavioral data. 
During the purchase stage, RFID tags, scanners, blockchain, chatbots, automated payment systems, 
and drones prove useful for gathering identity, spatial-temporal, and personal data (e.g., bank 
details) essential for automating product delivery and purchases. Retailers can access behavioral 
and attitudinal data through chatbots, blockchain, recommender systems, voice-based digital 
assistants, and smart carts, with these insights being inferred based on the nature, quantity, and 
value of purchases made. Observing customers in stores through facial recognition technology 
facilitates the collection of identity data. 
In the post-purchase stage, automating follow-up services using IoT-enabled devices results in 
retrieving behavioral data (e.g., past purchases) and personal data (e.g., bank accounts). Providing 
post-purchase support and granting access to transactional data through chatbots and blockchain 
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technology becomes possible due to access to customers' behavioral and attitudinal data. Table 1 
summarizes the types of data extracted during the consumer-machine interaction. 
 
Table 1: Types of data extracted and processed during consumer-machine interactions.  
 

Customer 
journey 

stage 

Interaction 
mode 

Types of data and indicative technology collecting/processing it 
Identity 

data 
Interactional 
/ engagement 

data 

Behavioral 
data 

Attitudinal 
data 

Spatial-
temporal 

data 

Other 
personal 

data 
Pre-
purchase 

Product/ 
service co-
creation  

Chatbots, 
VR, and AR 
technology 

  Chatbots    

Support  Cookies Chatbots, 
recommender 

systems 

 Geo-
targeting 
systems  

 

Observation   IoT-enabled 
appliances, 

cloud 
computing 

   

Purchase Process 
automation 

Automated 
payment 
systems, 

facial 
recognition 

systems, 
RFID tags, 
scanners 

   Drones Automated 
payment 
systems 

Support   Chatbots, 
blockchain, 

recommender 
systems, 

voice-based 
digital 

assistants, 
smart carts 

Chatbots, 
blockchain, 

recommender 
systems, 

voice-based 
digital 

assistants 

  

Observation Facial 
recognition 
technology 

     

Post-
purchase 

Process 
automation 

  IoT-enabled 
appliances 

  IoT-enabled 
appliances 

Support   Chatbots, 
Blockchain 

Chatbots, 
Blockchain 

  

 
4. CONCLUSIONS 

 
This study provides a comprehensive understanding of the retail technologies available and the 
kind of data they can extract from this interaction during the three phases of the customer journey. 
Our results suggest that a “surveillance” of consumers’ data occurs depending on the phase of the 
consumer journey, and the amount of data (extracted) surveilled varies across technologies (Figure 
1).  
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Figure 1. Retail surveillance framework 

 
In other words, different data are extracted during any stage with any interaction with the retail 
technology. In addition to retail technology classifications by previous studies (e.g., Sethuraman & 
Parasuraman, 2005; Shankar et al., 2021; Hoyer et al., 2020; Reinartz et al., 2019; Pantano and 
Viassone, 2014), our study shows the specific consumers’ data that can be extracted by retail 
technology. Our results further emphasized the role of technologies as observers in the three phases 
of the customer journey, enriching the concept of retail technology surveillance (Elnahla and 
Neilson, 2021). In this way, our research corroborates the findings from Brooksbank and colleagues 
(2022), who introduced the concept of surveillance in a retail context by specifying the data 
typology and extending the fundamental role of retailers as regulator (responsible) of data 
management (from extraction to usage) (Scarpi and Pantano, 2024).  
However, the concept of surveillance, usually associated with the concept of control, might lead to 
negative consequences for consumers, opening new lines of inquiry in understanding to what extent 
consumers accept to be observed by retail technology and to share personal data for a more 
engaging shopping experience with brands, products, and services. Thus, balancing the level of 
surveillance and consumers’ benefits in both offline and online settings becomes paramount.  
Specifically, we suggest a research agenda articulated along three main directions with related 
examples of research questions:  
 
(i) Consumers perception of control/surveillance 

1. To what extent are consumers aware of the specific surveillance occurring when interacting 
with the retail technology? 

2. To what extent does the context of surveillance (e.g., online or brick-and-mortar) change 
consumers’ perception of it?  

3. What conditions would lead consumers to perceive retail surveillance as always 
positive/negative?  

4. What kind of data and from what kind of interaction generate the most value for consumers?  
(ii) Consumers reactions to surveillance 

1. What are the main positive and negative emotional/cognitive and behavioral consumer 
reactions to retail surveillance? 

2. To what extent does the context of surveillance (e.g., online or brick-and-mortar) change 
consumers’ reactions?  
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3. What are the more useful forms of collaboration to make consumers more positive towards 
retail surveillance? 

(iii) Retailers’ responsibility towards technology surveillance 
1. What is the retailer's responsibility towards the technology surveillance? 
2. What automated controlling mechanisms might retailers integrate to limit the negative 

consequences of surveillance from a consumer’s perspective? 
3. How can a new retail business model ideally be implemented to integrate their 

responsibility towards technology surveillance? 
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