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Abstract—To improve confidentiality in cloud 

computing it is of great importance there for we need 

for more ways to keep it from the attackers. In this 

paper, several levels of multi-coding levels were 

developed using more than one method to obtain more 

confidentiality through DNA encryption and adding a 

higher level of confidentiality by adding Blowfish 

algorithm or other and then loading it into the cloud 

storage. A JAVA program has been used for 

implementing proposed scheme. The Literature Survey 

show that proposed scheme has a convincing level of 

security, efficiency, complexity and speed. 
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I. INTRODUCTION 

 
Cloud computing consists of software, hardware, 

network, applications and interface that provides a 
service to its customers. Virtualization is the major 
concept of the cloud, and can be achieved by pooling 
and sharing resources. Extensibility, flexibility and 
multiple leasing are the main features of 
virtualization. The cloud provides a variety of cloud 
computing service models to its customers: 
infrastructure as Service (IAAS), Platform as a 
Service (PAAS) and Software as a Service (SAAS) 
[1]. 

Cloud Computing refers to manipulating, 
configuring, and accessing the applications online. It 
offers online data storage, infrastructure and 
application. We need not to install a piece of software 
on our local PC and this is how the cloud computing 
overcomes platform dependency issues. Hence, the 
Cloud Computing is making our business application 
mobile and collaborative. 

A. DATA SECURITY 

Cryptography 

The science of secret writing cryptography is 

necessary when communicating over any untrusted 

medium, which includes just about any network, 

particularly the Internet. There are five primary 

functions of cryptography: 

Privacy/confidentiality: Ensuring that no one can 

read the message except the intended receiver. 

Authentication: The process of proving one's 

identity. 

Integrity: Assuring the receiver that the received 

message has not been altered in any way from the 

original. 

Non-repudiation: A mechanism to prove that the 

sender really sent this message. 

Key exchange: The method by which crypto keys are 

shared between sender and receiver. 

There are several ways of classifying cryptographic 

algorithms. For purposes of this paper, they will be 

categorized based on the number of keys that are 

employed for encryption and decryption, and further 

defined by their application and use. The three types 

of algorithms that will be discussed are (Figure 1): 
 

 
Fig 1 Types of Cryptography 

 

Secret Key Cryptography (SKC): Uses a single key 

for both encryption and decryption; also called 

symmetric encryption. Primarily used for privacy and 

confidentiality. 
 

Public Key Cryptography (PKC): Uses one key for 

encryption and another for decryption; also called 

asymmetric encryption. Primarily used for 

authentication, non-repudiation, and key exchange. 
 

Hash Functions: Uses a mathematical transformation 

to irreversibly "encrypt" information, providing a 

digital fingerprint. Primarily used for message 

integrity.[15] 
 

B. DNA DIGITAL CODING 

In information science, the binary digital coding 

encoded by two state 0 or 1 and a combination of 0 

and 1. But DNA digital coding can be encoded by 

four kind of base as shown in table 1. That is 

ADENINE (A) and THYMINE (T) or CYTOSINE 

(C) and GUANINE (G). There are possibly 4!=24 

pattern by encoding format like (0123/ATGC) . 

Table 1. DNA Digital Coding [3] 
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C. AES 

Advanced Encryption Standard(AES Rijndael) is 

asymmetric encryption technique and it was created 

by Joan Daemon and Vincent Rijmen [6]. It is a 

strong and secure encryption algorithm. AES uses the 

encrypted symmetric key or secret key to encrypt and 

decrypt a message; therefore it is necessary to utilize 

the same secret key for both the sender and 

receiver.[2] 

 
D. Blowfish 

Blowfish is a symmetric encryption technique [7]. It 

takes key size from 32 bits to 448 bits and utilizes a 

similar key both for encryption and decryption. This 

is ideal for securing data and it was developed by 

Bruce Schneier in 1993. It contains 16 rounds and 

each round comprises of an XOR 

Operation and has encryption and key expansion 

technique [2]. 

 
E. RSA Public Key Cryptography 

RSA can be used for key exchange as well as digital 

signatures and the encryption of small blocks of data. 

Today, RSA is primarily used to encrypt the session 

key used for secret key encryption (message 

integrity) or the message’s hash value (digital 

signature) 

To create an RSA public/private key pair, here are the 

basic steps: 

1.) Choose two prime numbers, p and q. From these 

numbers you can calculate the modulus, n = pq. 

2.) Select a third number, e, that is relatively prime to 

(i.e., it does not divide evenly into) the product (p-

1)(q-1). The number e is the public exponent. 

3.) Calculate an integer d from the quotient (ed-

1)/[(p-1)(q-1)]. The number d is the private exponent. 

 
Table 2. Characteristics of cryptography algorithm 

 
 

II. LITERATURE SURVEY 

 
As per above we can understand what kind of basic 

technique we have to protect our data and why it is 

used. It is tested standard cryptographic algorithm 

excluding DNA technique. Now some more 

technique we observer in research paper which 

purposed by researcher we can categorized it in 4 

types 

 
1) Pure new cryptography algorithm 

2) Hybrid cryptography algorithm 

3) Multi layer pure cryptography algorithm 

4) Multi layer hybrid cryptography algorithm 

 
Pure new cryptography is combination of new code 

and mathematic functions, P-box, S-box and XOR 

logical operation and functions. Like DNA technique 

is an example. Hybrid cryptography algorithm is 

combination of standard algorithm made new one 

algorithm. Multi layer pure cryptography algorithm 

more than one new algorithm used. Multi layer 

hybrid cryptography algorithm more than one 

algorithm standard as well as new cryptography used 

to make secure environment. Now have some look 

about recent researches or review papers as given in 

below table .3 

 

 
Table 3 Review Papers 

 

 

Author(s) Year 
Encryption 

Scheme 

Steganography 

Scheme 
Merits Demerits 

 
S.M Masud 

Karim,et al [11] 

 
 

2010 

 
“Encryption using 

Secret Key” 

 
“Modified LSB 

substitution 

Steganography” 

 
Higher PSNR Value 

and good security 

High time 

complexity. key has 

to be chosen 

properly, Low 

embedding capacity 

 
Shailender gupta 

et al[12] 

 

2012 

 

“RSA” 

 
“LBS substitution 

Steganography” 

Moderate PSNR, 

High security. High 

key Space 

High time 

complexity. limited 

embedding capacity 

 

R. Nivedhitha, et 

al 

 

 
2012 

 

 
“DES” 

 

 
“LSB” 

 

 
Moderate PSNR 

High time 

complexity. limited 

embedding capacity, 

low Security and 

key space 



Shingote 

Parshuram N, et 

al 

 

2014 

 

“AES” 

 

“LBS substitution” 

 
Higher PSNR value 

and good Security 

High time 

complexity. limited 

embedding capacity 

 
Md.Rashedul 

Islam,et al[13] 

 

2014 

 

“AES” 

“LBS substitution 

using status bit 

Steganography” 

 
Good PSNR value 

and good Security 

High time 

complexity. limited 

embedding capacity 

 

Divya 

chaudhary,et al 

[14] 

 
 

2016 

 
“Visual 

Cryptography” 

 

“LBS substitution 

using status bit 

Steganography” 

Higher PSNR and 

good embedding 

capacity as Huffman 

compression is used 

 

High time 

complexity. limited 

embedding capacity 

 
 

 

 
III. CONCLUSION FURTHER WORK 

 
we can be produce good performance and effective 

data security through multi layer hybrid algorithm, 

multi layer provide strength against high computation 

power and hybridization makes more complex to 

hacker, further work is to find standard algorithm and 

new but reliable and implementable algorithms and 

make new multi layer hybrid algorithm. 
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