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Abstract. This study is designing a motorcycle security prototype based on Arduino-Uno to
provide security for motorized vehicles using RFID and SMS notification. This prototype
consists of RFID, vibrating sensor as input, Arduino-Uno as a microcontroller, LED, LCD,
relay, DC Motor, and SIM800L module as output. The research method used the prototype
design. The results are when the RFID reader detects a tag that is brought closer in the motor
contact position ON, the motor and LCD will be active. When the RFID reader detects
unregistered tags, it will turn on the buzzer as an alarm and the red LED as an indicator and
send information through the SIM800L module. When the RFID reader detects that a tag is
registered for the second time it will cause the LCD and the motor to turn off and activate the
vibration sensor as a safety in case of vibration. When the vibration sensor detects a vibration
causes the buzzer as an alarm and a red LED that functions as an active indicator and sends
information through the SIM800L module. This prototype can increase motorcycle safety.

1. Introduction

Along with the advancement of science and technology from various aspects of life, equipment that
supports its development is also needed. These advances and technology have encouraged people to
try to overcome all the problems that arise around them, including motorcycle safety [1], [2]. Some
owners of motorized vehicles simply by locking the handlebars already feel quite safe, even though
the techniques of breaking keys are now increasingly diverse. The security system of the motorcycle's
default keyhole cover can be opened with a box-shaped key that has four small holes. In addition to
locking the handlebars, another security that is still relatively used today is to use a padlock that is
mounted on the disc so that the wheels cannot run, but even with a padlock, thieves can still break into
it [1]-[3].

Therefore, a tool is needed that functions to activate the motor so that it will move using RFID,
vibration sensors, and SIM modules. RFID module has a unique passcode [1], [4]-[9]. Vibration
sensors are used to detect vibrations that are not from the owner of the motor [10], [11]. The SIM
module is used to provide information [2].



The RFID system has a unique passcode in each tag so it is impossible to have the same passcode. The
vibration sensor itself is used for additional safety in the event of a vibration that is not from the
vehicle owner and can be deactivated by RFID [1], [4]-[9]. This study is to design a prototype based
on Arduino-Uno for motorcycle safety with RFID and SMS notification. The tool can start the motor
with RFID that has been registered in the Arduino database and secure the motor with a vibration
sensor and SIM80OL module. It is hoped that the tool can increase the security of motorized vehicles.

2. Methodology
First, the prototype designed based on circuit schematic diagram. The following circuit schematic
diagram can be seen in Figure 1.
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Figure 1. Circuit schematic diagram of this prototype.

Figure 1 is the design of circuit schematic diagram of motorcycle safety prototypes with RFID and
SMS notifications based on Arduino-Uno that consists of RFID Mifare RC522, vibration sensor, LED,
buzzer, relay, DC motor, SIM800L module, and LCD. In more detail, how the flow of the system runs
when it is running, can be seen in the system flowchart diagram in Figure 2.
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Figure 2. System flowchart diagram.

Based on Figure 2, it can be explained that system starts from the start instruction which indicates that
the program will start, then there is a decision box that explains whether the power supply gets a
voltage or not, if it is not activated then the tool will turn off, but if it is activated, the Arduino-Uno
will be active and carry out a functioning data initialization process declares the pins to be used. After
that, there is an output box that will activate the vibration sensor. Next, there is a decision box where
whether the vibration sensor detects vibration, if there is no vibration, then the alarm is not active, if
there is a vibration the alarm will be active and send information. Furthermore, there is an input
condition, namely, the ignition key is on, the relay will receive voltage. When the relay is on, there is a
decision box where if the tag is read by the RFID reader it will go to the next decision box, otherwise,
the RFID reader will not send any signal to Arduino-Uno. In the next decision box, if the tag attached
is listed, it will disable the vibration sensor, activate the LCD, and drive the DC motor, if the tag
attached is not registered and is approached more than twice, it will set off an alarm and send
information.

3. Result and Discussion

3.1. Mifare RC522 Testing and Analysis

Mifare RC522 is used as an RFID reader that functions to read registered or unregistered tags. In this
prototype, there are several tests carried out on the RFID reader. This is done to find out how it works
and the results of observations obtained from the use of an RFID reader. In Arduino programming, the
connecting point between the RFID reader pin and Arduino-Uno is as shown in Figure 3.



Finclude <SPPI .h>
Finclude “MFROS3

Z2.h>

Figure 3. Arduino program for connecting the RFID reader.

Based on Figure 3 can be seen the pin of the RFID reader that is connected to the Arduino-Uno along
with the initialization of the RFID reader.

3.2. RFID Tag Testing
In this test, to find out the registered and unregistered tags on the system, the results are as shown in
Table 1.

Table 1. RFID tag testing

Sensor Reading Data

No Distance Trial Trial Trial
1 2 3
1 1 cm Detected Detected Detected
2 2 cm Detected Detected Detected
3 3cm Detected Detected Detected
4 4 cm Detected Detected Detected
5 5cm Not detected Not detected Not detected
6 6 cm Not detected Not detected Not detected
7 7 cm Not detected Not detected Not detected
8 8 cm Not detected Not detected Not detected
9 9 cm Not detected Not detected Not detected
10 10 cm Not detected Not detected Not detected

Based on Table 1, it can be explained that if the registered RFID tag is brought closer to the reader, the
LCD and relay will be active. If the tag attached to the reader is not registered, it will activate the LED
and buzzer.

3.3. Mifare RC522 Distance Testing

To test the tool that has been made, a distance test for the reading of the Mifare RC522 reader module
was carried out by conducting several experiments in the reading of the Mifare RC522 reader module
and giving a distance of 1 cm to 8 cm. The distance range used to measure the distance to the Mifare
RC522 reader requires a ruler measuring instrument that has an accuracy of 1 (one) mm, so the results
are as shown in Table 2.



Table 2. Reader module reading distance.

Pin Not Receiving Input Signal (V) Information
VCC 33 Stand by
RST 4.5 Stand by
SDA 0.23 Stand by
MOSI 1 Stand by
MISO 0.420 Stand by
SCK 1.96 Stand by
GND 0 Stand by

Based on Table 2., the reading distance of the Mifare RC522 reader to the tag obtained a maximum
result of 10 cm. This result was obtained after experimenting on reading the tag that was brought
closer. This reader reading is because it uses a passive reader module that can only read tags from a
close distance with a maximum detected range of 4 cm.

3.4. Mifare RC522 Voltage Testing

To determine the voltage on the Mifare RC522 reader during stand by conditions or when the reader
does not detect the tag, we measure the voltage on the pins contained in the Mifare RC522 reader
module, the results are shown in Table 3.

Table 3. Pin reader voltage while stand by.

Address Tags Status of relay and LCD Status of LED and buzzer
70:33:00:74 Active Not active

75:8D:FE:45 Not active Active

00:49:E4:EC Not active Active

Based on Table 3, it can be analyzed that when the reader does not detect the tag on pins D.9, D.10,
D.11, D.12, and pin D.13, the Mifare RC522 is in stand by mode where the tag is not brought near to
an RFID reader. To determine the voltage on the reader when the active condition or when the reader
detects the tag that is brought near it will move the DC motor and turn on the LCD and get the results
as shown in Table 4.

Table 4. Pin reader voltage in the active position.

Pin Not Receiving Input Signal (V) Information
VCC 33 Active
RST 4.4 Active
SDA 4.43 Active
MOSI 4.42 Active
MISO 0.06 Active
SCK 0 Active
GND 0 Active

Based on Table 4, it can be seen that the reader is active or in a state of detecting the tag pins on the
reader.



3.5. SW420 Vibration Sensor Testing and Analysis

To determine the voltage on the SW420 vibration sensor during stand by conditions or when the sensor
does not detect a vibration, we measure the voltage on the pins contained in the vibration sensor
module, the results were obtained as shown in Table 5.

Table 5. Vibrating sensor pin voltage at stand by position.

Pin Not Receiving Input Signal (V) Information
VCC 4.5 Stand by
DO 0.25 Stand by
GND 0 Stand by

Based on Table 5, it can be seen that the vibration sensor does not detect any vibration so that the
sensor is in a stand by state at pin D0. To determine the voltage on the vibration sensor when the
active condition or when the sensor detects a vibration, the results are shown in Table 6.

Table 6. Vibrating sensor pin voltage in active position.

Pin Not Receiving Input Signal (V) Information
VCC 4.5 Active
DO 3.9 Active
GND 0 Active

Based on Table 6, it can be seen that the vibration sensor is active or in a state of detecting voltage on
the pins on the sensor.

3.6. LED and Buzzer Circuit Testing

The testing and analysis of the LED and buzzer circuit are done by measuring the voltage at several
points on the LED and buzzer circuit with two conditions. First, by measuring the voltage at several
points on the LED circuit and the buzzer in a tag state is not registered in the database. Second, by
measuring the voltage at several points on the LED circuit and the buzzer is in a state of vibration
sensor receiving vibration.

3.7. Testing the LED Circuit and Buzzer when the Tag is Not Registered
To test the LED and buzzer circuit when the tag is not registered, measurements are made at several

points as shown in Figure 4.
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Figure 4. Schematic of testing the LED circuit and buzzer when the tag is not registered.

The measurement points are carried out at two points in Figure 4. Point A0 is used to measure the
voltage value on the red LED, Point Al is used to measure the voltage value on the buzzer. After
measuring at several points as shown in Figure 4, the results are as in Table 7.



Table 7. Rated voltage of LED and buzzer.

Measuring Point Voltage (V) Information
Red LED (A0) 2.8 On
Buzzer (Al) 0 Off

Based on Table 7 it can be seen that the value of the voltage that comes out of the LED and buzzer in
the unregistered tag is brought closer to the RFID reader and will send a high signal on pin A0 which
is the red LED measurement point and after measuring the voltage value is 2.8 Volt, for unregistered
tags to be brought together for the second time, the results will be obtained as in Table 8.

Table 8. Rated voltage of LED and buzzer for
unregistered tags.

Measuring Point Voltage (V) Information

Red LED (A0) 2.78 On
Buzzer (A1) 4.56 On

Based on Table 8 it can be seen that the voltage value that comes out of the LED circuit and the buzzer
in the unregistered tag is brought close to the RFID reader a second time, it will send a high signal on
pins A0 and Al which is the measurement point of the red LED and buzzer, after measuring the
voltage value is 2.78 Volt and 4.56 Volt.

3.8. Testing the LED Circuit and Buzzer when Available of Vibration
For testing the LED and buzzer circuit when there is a vibration, measurements are taken as shown in
Figure 4. After taking measurements at several points as shown in Figure 4, the results are shown in
Table 9.
Table 9. Rated voltage of LED and buzzer while
vibration is available.

Measuring Point Voltage (V) Information

Red LED (A0) 2.78 On
Buzzer (A1) 4.56 On

Based on Table 9 it can be seen that the voltage value that comes out of the LED and buzzer circuit
when there is a vibration will send a high signal on pins A0 and A1 which is the measurement point of
the red LED and buzzer, after measuring the voltage value is 2.78 Volt and 4.56 Volt.

3.9. LCD and Relay Tests

The testing and analysis of the LCD and relay circuits are done by measuring the voltage at several
points on the LCD and relay circuit with one condition when the registered tag is brought close to the
RFID reader. For testing the LCD and relay circuits when the tag is registered, measurements are
made at several points as shown in Figure 5.
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Figure 5. LCD and relay observation point circuit.

The measurement points are carried out at three points in Figure 5. Points A4 and A5 are used to
measure the voltage value on the LCD, point D5 is used to measure the voltage value on the relay.
After measuring at several points as shown in Figure 5, the results are shown in Table 10.

Table 10. Rated voltage of LCD and relay circuit.

Measuring Point Voltage (V) Information

SDA LCD (A4) 4.56 Active
SCL LCD (A5) 4.36 Active
Relay (D5) 4.62 Active

Based on Table 10 it can be seen that the voltage value that comes out of the LCD circuit when the tag
is brought close to the RFID reader will send a high signal on pins A4 and A5, namely the LCD
measurement point, while for the Arduino relay it will send a low signal on pin D5. After measuring
the voltage values for the LCD 4.56 Volt and 4.36 Volt, while the relay is 4.62 Volt.

3.10. SIMS00L Module Testing and Analysis

The SIMS00L module on the prototype of the motorcycle safety with RFID and SMS notification
based on Arduino-Uno is used to send information in the form of short messages in SMS. In the event
of vibration and attempted theft using an unregistered tag, the system via the SIM800L module will
send information to user’s cellphone. The test is carried out by vibrating the vibration sensor and
bringing the unregistered tags closer together twice. After testing, the results were obtained as in Table
11.

Table 11. SMS delivery testing by SIMS800L module.

Testing to- Vibration test Unregistered tag test

1 Sent Sent
2 Sent Sent

Based on Table 11 it can be seen that if there is a vibration or an attempt to steal using another tag, the
SIMS00L module will send information to user. The following is a short message that comes from the
tests that have been carried out in Figure 6.
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Figure 6. SMS notification with text message (in Indonesian language).

In Figure 6 it can be explained that when the sensor gets a vibration or an RFID reader, the SIM800L
module will send the short message (SMS) to the motorcycle owner.

4. Conclusion

The vibration sensor will detect a vibration if the motor is in the OFF condition when the DC motor
and LCD are not in an active condition. When the sensor receives a vibration, it will activate the
buzzer and red LED and send information through the SIM800L module. This prototype can increase
the safety of the motorcycle.
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