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Abstract—SCADA systems are the main part of automated
controls and supervision in industrial control systems (ICS).
Current SCADA systems are installed in sophisticated,
complex architectures involving many third-party sub
systems connected to the Internet for remote access/control
and system updates. The existing architectures used in
windfarms are based on classical switches where everything
is enabled by default with plug and play ports, and where
the administrator is required to interact with the physical
infrastructure to decide what to disable such as unused ports
and insecure services (Telnet, http). The classical switches
have limited functions and logics. Software-Defined
Networking (SDN) is an eminent technology, it decouples the
control and data planes, centralizes logically the network
devices and abstract the network infrastructure from the
application layers. Therefore, it can interact with upstream
Application to allow the extending of the functionality of a
programmable network by users. Protocol like
IEC61850+(60870-5-104) or (60870-5-101) are commonly
used in SCADA networks to operate critical infrastructures
(CI), such as power plants and substations. It is the protocol
used to collect data and operate the wind turbines’
interfaces; however, these protocols have never been tested
in SDN. Emulation environments, such as Mininet, which is
the closest work reported in literature, does not reflect the
real world with real devices. Therefore, the aim of this paper
is to leverage SDN technology in SCADA architecture for
real world Windfarm projects. Two SDN controllers were
implemented and compared, namely OpenDaylight and Ryu

Keywords— SDN, SCADA, OpenDaylight, Ryu, windfarm.
Automation

I. INTRODUCTION

Classical computer networks can be difficult to manage.
Dealing with different distributed topologies using
different vendors to connect different switches, routers,
and firewalls to maintain them operational and functional
is not easy, especially when an update in configuration in
one or more devices are required and might affect other
devices. It requires time, resources, and testing such as a
regression test to make sure the system is still functional
as expected. Each router/switch has its control plane and
needs to coordinate with other routers/switches to manage
the global routing table, and these controls need to be
performed in a distributed way because of its architectural
limitation.

The routing decisions in legacy switches and routers use
the addressing information in each packet. However, in
SDN, the packet in the first instance is sent to the
controller for processing then returned to the OpenFlow
switch with routing table control that is reprocessed by

the following packets in the flow. SDN controller has full
access and capability to implement and apply network 7
controls and security policies in all data plane switches.
Therefore, it can interact with upstream Application to allow
the extension of the functionality of a programmable
network by users.

Application Plane |
1

Control Plane

Fig 1. Layers used in SDN architecture [1]

Software defined Network (SDN) decouples the control and
data planes, centralize logically the network devices and
abstract the network infrastructure from the application layers

[2] [3]. Therefore, the network administrators have the
flexibility and capability to configure and manage the physical
network through a software interfaces.

The protocol used to ensure the communication between the
OpenFlow switches and SDN control is Open flow protocol
[4]. A secure channel between the controller and switch should
be done using either SSL (Secure Sockets Layers) or TLS
(Transport Layer Security) followed by exchange of “Hello”
messages [1].

SCADA systems required a networking layer underneath to
work properly. Researchers have used SDN to improve the
network’s performance [5] SDN decouples the control and data
planes, centralize logically the network devices and abstract the
network infrastructure from the application layers [2]. The
SDN architecture (Fig 1) and approach facilitate network
evolution [6]. The devices send data in flows that are made of
many individual packets. SDN is based on protocols such as
OpenFlow [7].

The UK government has significantly increased the capacity of
the offshore windfarm power plants in the last 10 years where
a quarter of the UK's electricity is produced by offshore wind
turbines with a plan to grow the size and number of power
plants to meet the clean resources plan by

2035 [8]
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SCADA systems are used in every wind turbine power plant
to control and monitor the power and devices. Different
networks and devices with different vendors are connected
to transmit and receive data using different protocols. The
Generic Object-Oriented Substation Event (GOOSE) uses
the approach publisher/subscriber communication between
the Intelligent Electronic Devices (IEDs) where the concept
is based on publisher to send periodically messages to the
subscriber. Failure in sending/receiving the goose between
the IEDs on time (<2sec) might trip the wind turbines or
generate an audible alarm which triggers the klaxon.

Section 2 presents an overview of related work, Section 3
describes in details the design of the proposed SDN based
architecture for real world windfarm automation
environment followed by the implementation and functional
testing in section 4 and then finally finishes with the
conclusions and the potential benefits of SDN for the
application.

II. RELATED WORK

Authors of [9] claim in their paper that traditional network
devices are not easy to manage especially in complex
topologies. Cloud and virtualization solutions might be
adopted to fix some of the challenges seen in traditional
network. However, these two technologies and solutions
require more resources, high availability, and bandwidth. To
overcome the legacy network topology restrictions, the
SDN technology is used to decouple the control and data
plane from the network to provide more agility, scalability,
and programmability. An SDN has a complete overview of
network topology with ability to configure and manage the
network devices through a centralized configurable
controller.

The SCADA system is a core component of wind farm
process automation. It consists of heterogeneous smart
devices, such as intelligent electronic devices (IED),
programmable logic controllers (PLC), remote terminal
units (RTU), master terminal units (MTU), control servers
and security devices.

Research efforts investigating the use of SDN in Smart Grid
communication networks are still scarce [10]. To the best of
the authors knowledge, the SDN technology has never been
tested in windfarm process automation architectures and
topologies nor to similar topology which cover the industrial
protocols used in the wind farm projects. Furthermore, the
protocol IEC-60870-5-104 (IEC-104) is not yet tested in
SDN which is commonly used in (SCADA) networks to
operate critical infrastructures (CI), such as power plants
and substations. It is the protocol used to collect data and
operate the wind turbines interfaces.

Moreover, The SDN technology is not yet tested in SCADA
systems in a fundamental architecture with fundamental
protocols which has the combination of the protocols (Goose
or/and IEC61850+(60870-5-104) or (60870-5-101) +NTP)
which are the minimum protocols in windfarm process
automations to ensure the functionalities of the SCADA system
with different IEDs (Intelligence electronic devices) and Wind
turbine interfaces. Finally, none of existing works tested the
performance of the SCADA HMIs, PLC and time
synchronization in SDN architecture in real world
environment.

The SDN technology, has been tested in SCADA systems in
emulation environments and below is provides a summary of
the very limited reported work, which can be related to
windfarm architectures and protocols. Authors of [11], have
tested SDN in a basis topology using Mininet to create virtual
SDN/OpenFlow networks, including virtual hosts, switches,
controllers, and links. The protocol MODBUS TCP/IP was
used to simulate the packets from the different substation hosts.

Authors of [12] have simulated an SDN topology using Mininet
to simulate an IEEE 37-buses smart grid network, a virtual host
that runs as DNP3 server and a virtual sensors/actuator that
runs DNP3 clients to collect the data from the server through
the OpenFlow switches/Controller. Authors of [13] have
simulated the SCADA networks of different IEEE test bus
systems with both legacy and SDNenabled switches using
Mininet. It consists of 26 IEDs, 13 RTUs, and 1 MTU (Master
Terminal Units) IN a small network of a 14-bus SCADA
system.

There are different SDN Controllers and each controller has its
advantages and disadvantages in term of flexibility and rapidity
to communicate, and to discover the OpenFlow switches. The
Table2. Illustrates an overview of some SDN controllers. In this
project, the Ryu and Open Daylight Controllers will be
configured and analyzed in our prototype architecture.

Table 1. SDN Controllers overview

Controller Programming

language

Developer | Summary

Open Daylight Java The Linux | It is very flexible which allows  the users to build
(Varga and Medved, Foundatio | a customized controller according to their

2014) n requirements. It implements the OpenFlow protocol
Ryu (Irawati and Python NIT It provides logically centralized control and

Hariyani, 2016) application programming interface to allow the
innovation of network management and control

applications. It works with OpenFlow

POX (Dalal and
Bholebawa, 2018)

C++, Python Niciria It is a transparent SDN controller which functions

with OpenFlow.

III. SDN-BASED ARCHITECTURE

The choice of our prototype architecture is based on
fundamental protocols and devices used in windfarm process
automation, which include the flowing devices PLC,
SCADA Server and Wind Turbine Server, and protocols such
as IEC61850 and IEC 104. These devices will be
communicating through the OpenFlow Switch/OpenFlow
Controller, which will be discussed in details in the next
sections. Fig 2. Depicts the proposed prototype architecture,
the components of which are described below.
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Fig 2. SDN based Arch for wind farm process automation

A. SDN controllers

There are several SDN controllers such as Open Daylight,
POX, Ryu, Beacon, and Floodlight. The Ryu controller
which means in Japanese the flow is a software-based
software defined networking framework that permits
users to create applications via an API. It supports many
protocols such as OpenFlow and Netconf. Ryu is a
python-based controller and includes, Ryu manager,
application manager, OpenFlow controller, protocol and
libraries.

The Open Daylight controller is a modular open source
managed and developed by the Linux foundation. It is a
java program; hence, Java needs to be installed on the
machine which runs the Open Daylight controller. It is
packaged in a karaf container to allow the programmers
and developers to put all the software into a unique and
single folder [14]. The Open Daylight has desktop GUI
Dlux which allows the visualization of the connected
devices along with their MAC addresses.

B. OpenFlow Protocol

In 2008, the university of Stanford developed the
OpenFlow protocol for research purpose, Several
OpenFlow versions are released such as versions 1.0, 1.1,
1.2,1.3,1.4and 1.5.

The Open daylight controller only supports the version 1

The main exchanged messages between the controllers and

OpenFlow switches to form an OpenFlow channel connection
are as follows:

The match field

- The “HELLO” message which is used to start and
establish the communication between the controller
and OpenFlow switches to share the OpenFlow
version.

- The “FEATURE_REQUEST” message will be sent by
the controller to the OpenFlow switch which has to
answer by “FEATURE REPLY” followed by a
unique identified ID.

is based on

in OpenFlow switch

source/destination MAC or/and IP addresses, logical ports,
ingress ports and VLAN. The action Drop/Forward/flood the
packets will be selected based on match parameters in the flow
table. The default entry

“TABLE_MISS entry” will be selected as last resort with least

priority in case of there in no entry match in the flow table.

.0

and 1.3. However, the Ryu controller supports almost all
OpenFlow versions (1.0,1.2, 1.3,1.4 and 1.5). In this project

the OpenFlow version 1.3 will be used because it

is

supported by both controllers (ODL/Ryu) to provide the
communication with OpenFlow switches and network
devices. The Open Networking Foundation creates various
standards for implementing SDN in network devices. The

OpenFlow switch consists of an OpenFlow channel which

represents the interface that allow the controller to configure

and manage the OpenFlow switch, flow and group tables to
perform the packet lookup and forwarding. Fig 3 depicts

OpenFlow switch flowchart.
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Fig 3. OpenFlow switch flowchart

C. OpenFlow Manager

In this project, the open flow manager app will be used to
interact with our Open Daylight controller using the

RESTCONF protocol. in the southbound the Open Daylight



controller interact with open flow switches using the open
flow protocol. The open flow protocol version used in this
project is 1.3. The OpenFlow manager is the application
which manages the open flow network. Fig 4 depicts the
OFM components.

Openflow
App ¢ Manager
RESTCONF API |:>

*
l Openflow | A

Open Flow Protocol ¢

3 OpenFlow Switch

Fig 4. OpenFlow Manager components

D. SCADA HMI Server

SCADA Viewer HMI is runtime server used to visualize the
devices (Wind turbine Server, SCADA HMI Server, PLC
and Cyber Attacker Machine). It monitors the speed of the
turbines as well as the status of the critical signals (Over
Current, Temperature, over speed). It operates also the
dummy breaker 1 which is used to confirm the bi-directional
communication between the SCADA Server and PLC. The
driver of the SCADA Viewer HMI supports many protocols
such as SNMP, IEC61850 editionl and edition2, IEC104,
NTP, IEC101. etc. which are the most common protocols
used in windfarm projects. This dynamic mimic will be
monitored during the injection of our focus attacks (Ports
scanning and DoS attacks) to check that stability and
performances of our SCADA system. The Wireshark is
installed in this SCADA HMI machine to collect the traces
before and after the attacks. The results will be discussed in
the next chapters. The Fig 5 illustrates the overview of the
SCADA HMI to monitor our devices.
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Fig5. SCADA Viewer HMI

IV.IMPLEMENTATION AND TESTING

For the implementation of the proposed SDN based
architecture for windfarm process automation, the below
hardware and software are used to demonstrate a real world
environment.

e VMware 16.2.1

e Laptop 1 (Wind Turbine Server) under Windows 11
with 8GB of RAM and 200 GB of free disk space

e Laptop 2 Windows 10 Pro with 32 GB of RAM and
500GB of free disk to install the following guests
(VM1: SCADA HMI under windows 10 with 8GB of
RAM and 60 GB of free disk, VM2: ODL/Ryu
Controllers under Ubuntu 20.04.5 LTS with 8GB and
30 GB of free disk, VM3: Attacker Machine under
Ubuntu 20.04.5 LTS with 4GB and 30 GB

e Raspberry PI 3 Model B with 1IGB RAM and 32 GB
of free disk, it is configured as open vSwitch
(OpenFlow Sitch) with 4 USB/Ethernet Ports

e  4-20 ma Injector to inject the analogues into the PLC

e  Wireshark to collect and analyses the traces

e Python3

SCADA HMI R —

Raspbery !
PI3

Analogues
Injector,

Fig 6. SDN experimentation environment

Fig 6. Depicts the experimentation environment used in this
project which includes the PLC, Analogue’s injector, Wind
Turbine laptop and SCADA HMI VM. The Attacker machine
and ODL/Ryu controller are running in the same machine as
SCADA HMI in different VM guests.

A. Configuration of Raspberry PI as open vSwitch

In this project the Raspberry PI 3 is used and configured as
OpenFlow switch. We have installed the version 2.7.0 which is
stable and supported by both Ryu and Open Daylight
controllers.



Installation of the OpenFlow switch

apt-get update

wget--no-check-certificate

https://www.openvswitch.org/releases/openvswitch-2.7.0.tar.gz

sudo apt-get install python-simplejson python-qt4 libssl-dev python+

twistedconch automake autoconf gcc uml-utilities libtool build-essentia

pkg-config sudo su tar -xvf openvswitch-2.7.0.tar.gz cd openvswitch-2.7.

apt-cache search linux-headers

apt-get install -y linux-headers-4.9.0-6-rpi

./configure --with-linux=/lib/modules/4.9.0-6-

rpi/build make && make install cd datapath/linux

modprobe openvswitch cat /etc/modules echo

"openvswitch" >> /etc/modules

cat /etc/modules

cd ../..

touch /ust/local/etc/ovs-vswitchd.conf mkdir

-p /usr/local/etc/openvswitch

ovsdb-tool create

vswitchd/vswitch.ovsschema

nano script ovsdb-server --

remote=punix:/ust/local/var/run/openvswitch/db.sock \
--remote=db:Open_vSwitch,Open_vSwitch,manager options \
--private-key=db:Open_vSwitch,SSL,private_key \
--certificate=db:Open_vSwitch,SSLcertificate \
--bootstrap-ca-cert=db:Open_vSwitch,SSL,ca cert \
--pidfile --detach

ovs-vswitchd --pidfile --detach ovs-vsctl

--no-wait init

ovs-vsctl show Ctrl+o

Ctrl+x

chmod +x script

./script

ovs-vsctl add-br br0 ovs-vsctl add-port br0 ethO

ovs-vsctl add-port br0 ethl ovs-vsctl add-port brO

eth2 ovs-vsctl add-port br0 eth3 ovs-vsctl add-

port brO eth4 ovs-vsctl set-controller brQ

tcp:192.168.45.32:6633 ip link set brO up ovs-

vsctl set bridge br0O stp_enable=true ovs-ofctl add-

flow br0 action=normal

/usr/local/etc/openvswitch/conf.db

Four USB to ethernet adapters are plugged to connect the
Machine attacker, SCADA HMI Server, Windturbine
Server, PLC and SDN Controller (ODL / Ryu). The listening
port is 6633 and the IP address of the controller is
192.168.45.32. The command “ovs-vsctl show”, allow the
user to display the controller status (connected /
disconnected) and IP address along with all port interfaces
including the bridge port. This command is useful for
troubleshooting to check the status of the controller and
ports.

The command “ovs-vsctl list controller”, allow the user to
display the controller status (connected/disconnected) and
its role (Master/Slave) along with connection time our/last
connection/last disconnection. This command is useful for
troubleshooting to verify the communication between the
OpenFlow switch and OpenFlow controller.

oot@swl:/home/pi/openvswitch-2.7.0# ovs-vsctl show
fa5d45c-09b5-4ad3-87al-53d14a8d4f5b
Bridge "breo"
Controller "tcp:192.168.45.32:6633"
is_connected: true
Port "eth1"
Interface "eth1"
Port "eth3"
Interface "eth3"
Port "bre"
Interface "bre"
type: internal
Port "eth2"
Interface "eth2"
Port "eth4"
Interface "eth4"
Port "ethe"
Interface "etho"

OpenFlow Database Configuration

OpenFlow Controllers status

B. SDN Controller/Switch

In this part of the project, we have configured the OpenFlow
switch to behave as traditional switch by adding this command
“ovs-ofctl add-flow br0 action=normal”, thus, all traffics,
MAC addresses, IP addresses and protocols are allowed. The
below Table 2. Depicts the IP and MAC addresses of our
devices (Wind Turbine Server, SCADA HMI, PLC and
attacker).

The SCADA HMI is talking to all devices (Wind Turbine, PLC
and attacker). Wireshark traces show the communication
between the different interfaces along with associated protocols
(Ports#2404 for Wind Turbine communication with SCADA
HMI on protocol IEC104 and port#102 for the communication
between the PLC and HMI on IEC61850 protocol). The ICMP
in enabled from/to all devices including the attacker machine.
Fig 7 shows the functional SDN based Architecture for wind
farm process automation, which demonstrates that the system
is operational with an optimal performance through the SDN

controller/ switch for our focus protocols (iec61850,
iec104...etc)
Table 2. MAC and IP addresses
Machine Name MAC Address IP Address

Wind Turbine Server | 28:f1:0e:07 :e4:79

192.168.1.200

SCADA HMI Server | 18-dh:f2:52:f4:ca 192.168.1.10
PLC Device 80-b3:22:00:1c:38 192.168.1.2
Attacker Machine 00-0c:29:57:5a:1a

192.168.1.230

loss nor impacting the SCADA system.
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Fig 7. 10 Graphs for Functional SDN based Architecture for wind farm process automation, where it show how the packet flows
captured from the windsurfing server, which are around 17.5 packet/sec, all the packets are forwarded / received without any

V.CONCLUSIONS

In this paper, for the first time, we have designed and
implemented a centralized software-defined network for
Windfarm automation process. Advantages of leveraging
SDN for this industrial application can create a mind shift
in the relevant industry moving more towards SDN
solutions. Some of these advantages are highlighted below
including enhanced security, flexibility, and manageability,
in addition to performance.

Traditional networks and switches in windfarm automation
lack cybersecurity measures, prioritizing productivity over
security. They have limited functions and lack support for
scripts, logics, and programming languages, making it
difficult to detect and prevent sophisticated attacks. SDN
controllers can quickly detect and drop abnormal traffic and
patterns and can also handle advanced attacks, allowing
configuration as layer 2 and layer 3 switches with specified
protocols, IP/MAC addresses, and secured ports.

Legacy networks require separate configuration of
numerous switches, risking failures. SDN decouples control
and data planes, centralizing devices and allowing
centralized management with a programmable data plane.
OpenDaylight offers user-friendly GUI for administration.
Traditional switches lack easy monitoring, while SDN
offers real-time visibility and optimization of network
performance through centralized control and flow path
management. SDN's programmability and decoupling of
control and data planes enable the blocking of abnormal
network traffic. The Ryu controller with Python applications
allows customization for optimized detection and defense
against sophisticated attacks. For future work, we will
extend the current work with the cybersecurity solutions
introduced in [15-89].
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