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Several standard measures are used to quantify the performance of the proposed encryption/decryp-
tion algorithm. The key secrecy and key sensitivity are used to evaluate the performance of the proposed
key scheme. Pixels correlations, information entropy, image histogram and chi-square test are used to
measure the performance of the encryption algorithm. In practice the encrypted image could be corrupted
by various attacks including the salt & pepper noise attack and crop attack. To measure the robustness of
the decryption algorithm under presence of attacks, the mean squares errors (MSE), peak signal-to-noise
ratio (PSNR) and structural similarity (SSIM) between the plain and decipher images are used.

The rest of this paper is organized as follows. Section 2 discusses the proposed image encryption/de-
cryption algorithms. The performance of the proposed method, discussions of results and comparisons
with methods from the literature are presented in sections 3 and 5, respectively. Section 6 is dedicated
for conclusions.

2 Proposed image encryption algorithm

In this section, we present the image encryption algorithm which is based on shuffling the image pixels
and adding random numbers generated by chaotic maps in several number of rounds.

The most crucial components of the encryption and decryption processes are two integer versions of
chaotic maps. The first chaotic map is an integer version of the quadratic map. It is used to generate
system parameters for both the encryption and decryption processes. The second chaotic map is an inte-
ger version of the Chebyshev map and it is employed to generate sequences of pseudo-random numbers
for the diffusion process. Hence, before running the encryption or decryption algorithm, the sender and
receiver must agree about these system parameters.

We assume that the sender and receiver use a key agreement protocol to agree about public system
integer parameters. These parameters are nRounds 2 Z+, A 2 Z�Pq

, xq
0 2 Z�Pq

, xc
0 2 Z�Pc

and Nc 2 Z�Pc
,

where Pq and Pc are prime numbers.

The flowchart of the encryption algorithm is shown in Figure 1. As soon as the sender and receiver
agree about the global system parameters, each party runs an initialization algorithm that contains four
important steps.

1. convert the plain/cipher image to one-dimensional signal from Z256,

2. compute the other system parameters that are necessary for the encryption/decryption algorithms,

3. generate nRounds permutations

4. generate nRounds chaotic sequences using the integer Chebyshev chaotic map.

In order to encrypt the image, the sender runs Algorithm 1 which receives an input image Img and
returns an output image CipherImg.

Then, the sender sends the encrypted image CipherImg to the second party, who runs the decryption
algorithm (Algorithm 2) to retrieve the plain image DecipherImg.
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2.1.1 Generating system parameters

The quadratic chaotic map

xq
k+1 = A�

(
xq

k

)2 mod Pq

is used to generate the other encryption-decryption system parameters. To avoid obtaining xq
k = 0 at

any iteration, it is appropriate to choose A a quadratic non-residue modulo Pq. A pseudo code of the
quadratic map is given in Algorithm 5.

Algorithm 5 Generating system params using a quadratic chaotic map
procedure QUADRATICMAP(A;x0;Pq;NumParams)

Declare global param N
for k 1 to N + 1 do

xk (A�x2
k�1) mod Pq

end for
Params[1] = xN+1
for k = 2 to NumParams do

Params[k] (A� (Params[k�1])2) mod Pq
end for
return Params

end procedure

Each of the two communicating parties has to generate 3 �nRounds+5 parameters. These paremeters
are:

1. a prime number P > ImgDim such that Q = P�1
2 is also prime,

2. nRound permutation generators and nRounds permutation shifts, both are generated by the quadratic
chaotic map,

3. the inverses of the elements 2;4;6 and 24 modulo Pc named i2; i4; i6 and i24 respectively. These
parameters are generated by using the extended Euclidean algorithm,

4. nRound starting points for chaotic sequences, generated by the quadratic chaotic map.

The function getSysParams (Algorithm 6) is used to compute the 3nRounds+5 system parameters.

2.1.2 Generating permutations

The generation of permutations required for the confusion steps, depends on the concept of cyclic groups.
Therefore, we refer to the following theorems and result in cyclic groups.

Definition 1. Let G� be a finite multiplicative group, with jG�j= n. Then, G� is cyclic, if found an ele-
ment a2G� (called group generator) such that ord(a) = jG�j= n. The generator a is called a primitive

root of group G.

An important multiplicative group is Z�n = Z�=nZ� = fa 2 Z� : GCD(a;n) = 1 and 1� a < ng. The
order of the multiplicative group Z�n is jZ�nj= ϕ(n), where ϕ(n) is the Euler totient function (ϕ(n) is the
number of elements in Z�n that are co-prime to n).
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Algorithm 6 Obtaining the system parameters needed for the encryption decryption algorithms
procedure GETSYSPARAMS(ImgDim;Pc;A;xq

0;Pq;m;nRounds)
Q CEIL(ImgDim=2)
if ISEVEN(Q) then

Q Q + 1
end if
while ( not ISPRIME(Q) or not ISPRIME(P)) do

Q Q + 2
P 2 �Q + 1

end while
i2 EXTENDEDEUCLIDEAN(2;Pc)
i4 EXTENDEDEUCLIDEAN(4;Pc)
i6 EXTENDEDEUCLIDEAN(6;Pc)
i24 EXTENDEDEUCLIDEAN(24;Pc)
PCParams QUADRATICMAP(A;xq

0;Pq;3 �nRounds)
for k 1 to nRounds do

Generators PCParams[k]
PermShifts PCParams[nRounds + k]
CMParams PCParams[2 �nRounds + k]

end for
PermParams FINDCLOSESTGENERATORS(Generators; P; nRounds)
return fP; i2; i4; i6; i24; PermParams; PermShifts; CMParamsg

end procedure

The multiplicative group Z�n is cyclic if and only if

n =


2m; m = 0;1;2
Pk; k 2 Z+

2Pk; k 2 Z+

where P > 2 is a prime.

Theorem 1. Let P > 2 be a prime number. Then Z�P is a cyclic group with ϕ(P�1) generators.

Theorem 2 (Fermat Little Theorem). If P > 2 be a prime number and a 2 Z�P, then aP�1 � 1 mod P.

The proofs of theorems 1 and 2 can be found in [5].
By Fermat little theorem, if a 2 Z�P then ord(a)=(P� 1). Hence, the orders of Z�P elements are the

prime numbers that divide P�1. We have the following theorems.

Theorem 3. If a 2 Z�P, then a is a generator of Z�P if and only if a
P�1

q 6= 1 mod P for any prime number
q=(P�1), q > 1.

Theorem 4. If P is a prime number, then Z�P has ϕ(P�1) generators.

The proofs of theorems 3 and 4 are in [13].

Result 1. If P is a prime number such that Q = P�1
2 is also a prime number, then the order of each

element in Z�P is either 1;Q or P� 1. In this case, the multiplicative group Z�p has ϕ(P� 1) = Q� 1
generators.
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Starting from an initial condition xc
0, xc

n+1 can be obtained from xc
n by using:

xc
n+1 = S(Pc;T(Pc;xc

n)):

Starting from xc
0 with N = Nc, a function genIntChebSeq receives four parameters Nc;Pc;xc

0 and
LenS. It generates a sequence S of length LenS. A pseudo code of genIntChebSeq is given in Algorithm
12.

Algorithm 12 Generating a pseudo-random sequence of integers modulo Pc using the integer version of
Chebyshev chaotic map

procedure GENINTCHEBSEQ(Nc;Pc;xc
0;LenS)

S zeros(1;LenS)
S[1] xc

0
for k 2 to LenS do

yk 
(
i4 � (Pc�1)�S[k�1]� i6 � (S[k�1])3

)
mod Pc

S[k] 
(
Pc + 1� i2 �N2

c �y2
k + i24 �N4

c � (S[k�1])4
)

mod Pc
end for
return S

end procedure

The function InitializeEnc receives the vector CMParams from the function getSysParams. The
elements of CMParams are to be the initial states of the chaotic sequences. A function GetIntChebSeqs

receives parameters CMParams, Nc;Pc;nRounds and ImgDim from the function InitializeEnc. It then
calls the function genIntChebSeq to generate a set of nRounds chaotic sequences. A pseudo-code for
the function GetIntChebSeqs is described by Algorithm 13.

Algorithm 13 Generating nRounds chaotic sequences each of length ImgDim using the Chebyshev
chaotic map.

procedure GETINTCHEBSEQS(CMParams;Nc;Pc;nRounds; ImgDim)
ChaotSeq Array(nRounds; ImgDim)
for k 1 to nRounds do

ChaotSeq[k; :] GENINTCHEBSEQ(Nc;Pc;CMParams[k]; ImgDim)
end for
for r 1 to nRounds do

for c 1 to ImgDim do
ChaoticSeq[r;c] ChaoticSeq[r;c] mod 256

end for
end for
return ChaotSeq

end procedure

Also, the function InitializeDec receives the vector CMParams from the function getSysParams.
It calls a function GenerateInverseChaoticSeqs to generate the additive inverse chaotic sequences
modulo 256. The function GenerateInverseChaoticSeqs also receives the parameters CMParams,
Nc;Pc;nRounds and ImgDim. It then calls the function GetIntChebSeq and subtracts the resulting se-
quences from 256. Algorithm 14 describes the pseudo-code of the function GenerateInverseChaoticSeqs.

13







Image encryption with shuffling, chaotic maps and median filters E. Bashier, and T. Jabeur

Table 2 illustrates the horizontal, diagonal and vertical pixel correlations of the five cipher images.
It compares the results obtained by the proposed method to the results in references [17], [30], [23] and
[12].

Table 2: Correlation comparison of different encryption algorithms.

Ciphered Image
Test
Image

Direction
Plain
Image

Ref. [17]
256�256

Ref. [30]
512�512

Ref. [23]
512�512

Ref. [12]
512�512

Proposed
256�256

Proposed
512�512

Lena
Horizontal 0.97193 0.0106 0.0045 -0.0685 0.0025 0.00043 0.00079
Diagonal 0.96853 0.0009 -0.0058 0.0059 -0.0037 0.00183 0.00056
Vertical 0.98503 -0.0012 0.0018 0.0857 -0.0016 0.00019 -0.00015

Pepper
Horizontal 0.97669 -0.0024 ***** ***** ***** 0.00092 -0.00015
Diagonal 0.96385 -0.005 ***** ***** ***** 0.00280 -0.00062
Vertical 0.97913 0.0142 ***** ***** ***** 0.00033 0.00001

Baboon
Horizontal 0.86654 0.023 ***** ***** 0.0005 -0.00033 0.00041
Diagonal 0.72619 -0.0168 ***** ***** 0.0013 -0.00069 -0.00083
Vertical 0.75873 0.0054 ***** ***** -0.00040 -0.00079 0.00092

Barbara
Horizontal 0.89539 0.0040 -0.0018 ***** 0.0073 -0.00087 -0.00068
Diagonal 0.88304 0.0006 -0.0129 ***** -0.0019 -0.00050 0.00093
Vertical 0.95887 0.00024 0.0091 ***** 0.0006 -0.00047 -0.00025

Cameraman
Horizontal 0.9871 0.0113 ***** ***** ***** -0.00069 0.00002
Diagonal 0.9787 0.0034 ***** ***** ***** -0.00374 0.00159
Vertical 0.9919 0.0169 ***** ***** **** -0.00024 0.00025

The pixel correlations of the plain and cipher images are illustrated in Figure 3, where the first and
second columns show vertical correlations between the gray values at position (x;y) of the plain and
cipher images, respectively.

3.2.2 Entropy analysis

The information entropy is an important randomness measure. It is extensively used to measure the
randomness of pixel values of cipher image. The 8-bit pixels of a cipher gray image are uniformly
distributed if its entropy value is very close to 8. If si is the frequency of the pixel with value i, i =
0; : : : ;255 and P(si) denotes the probability of si, then the entropy is computed as

H(s) =
2N�1

å
i=0

P(si)log2
1

P(si)
=�

2N�1

å
i=0

P(si)log2(P(si))

The entropy values of the five plain and cipher images are computed and compared to entropy values
found in [17], [30], [23] and [12]. The results are illustrated in Table 3.

3.2.3 Histogram analysis

The image histogram shows the distribution of pixels’ gray values. The image histograms of the plain
and cipher images are illustrated in Figure 4, where the first and second columns shows the distribution
of gray values of the plain and cipher images respectively.
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Table 6: The NPCR and UACI values obtained by one pixel change.

Image
Ref. [17] Ref. [30] Proposed

NPCR UACI NPCR UACI NPCR UACI
Lena 0.9962 0.3346 0.9962 0.3349 0.9960 0.3338
Peppers 0.9960 0.3348 ****** ****** 0.9961 0.3354
Baboon 0.9961 0.3349 ****** ****** 0.9960 0.3342
Barbara 0.9960 0.3349 0.9949 0.3333 0.9959 0.3347
Cameraman 0.9961 0.3349 ****** ****** 0.9961 0.3345

3.4 Performance of the proposed method under attacks

In this section, we show the resistance of the proposed method to a salt & pepper noise or an occlusion
crop attack.

3.4.1 Salt and pepper attack

Salt & pepper noise attack aims to disturb the decryption process by adding a noise into the cipher image
in a form of salt & pepper. Different powers of noise are tested to evaluate the resistance of the proposed
method, including 0:001;0:005;0:01;0:05 and 0:1.

Table 7 illustrates the MSE and PSNR measurements for the different noises at powers obtained by
the proposed method and existing recent methods from the literature.

Table 7: Comparison of the proposed Methods with existing ones under Salt & Pepper noise

Lena Cameraman
Methods Measure 0.001 0.005 0.01 0.05 0.1 0.001 0.005 0.01 0.05 0.1
Ref. [28] PSNR 38.402 30.523 28.314 21.410 ***** 38.249 31.449 28.806 21.533 *****
Ref. [9] PSNR 39.124 31.766 28.263 21.250 ***** ***** ***** ***** ***** *****

Ref. [12]
MSE ***** ***** ***** 444.1 909.3 ***** ***** ***** ***** *****
PSNR ***** ***** ***** 21.7 18.7 ***** ***** ***** ***** *****

Proposed
Method

MSE 7.925 38.737 77.452 387.86 775.84 9.376 46.299 93.000 464.90 930.17
PSNR 39.162 32.225 29.242 22.244 19.233 38.432 31.479 28.447 21.457 18.444

3.4.2 Crop attack

The crop attack eliminates a part of the cipher image in order to disturb the process of decryption. This
attack can cause the lost of the whole image. Figure 6 illustrates different types of crop attacks for both
Lena and Cameraman images. We consider here four types of crop occlusion 1=8;1=4;1=2 and 3=4.
Figure 6 illustrates the deciphered images of Lana and the cameraman under the different levels of crop
occlusions.

Table 8 illustrates the MSE and PSNR measurements obtained by the proposed method and the
algorithms introduced in [15], [19] and [22] at crop ratios 1=8;1=4;1=2 and 3=4.
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(a) Lena decipher image
under crop occlusion 1=4.

(b) Lena decipher image,
salt & pepper of power
0:2515

(c) Cameraman cipher im-
age, crop occlusion 1=4.

(d) Cameraman deciphered
Image, salt& pepper of
power 1=4.

(e) Lena decipher image
under crop occlusion 1=2.

(f) Lena decipher image
under salt& pepper of
power 1=2

(g) Cameraman decipher
image under crop occlusion
1=2

(h) Cameraman decipher
image, salt& pepper of
power 1=2

Figure 7: Similarity between crop attack and salt & pepper attack
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(a) Comparison of histogram of decipher image (Lena)
under Crop and salt & pepper attacks
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(b) Comparison of histogram of decipher image (Camera-
man) under Crop and salt & pepper attacks

Figure 8: Histograms of decipher images under crop and salt & pepper attacks
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