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Abstract

The spread of ransomware has become one of the major sources of cyber risk in recent
years. Once installed on a machine, this type of malware encrypts victim’s files and
demands a ransom for the decryption key needed to regain access to the locked assets.
The cost required for data recovery is very high and many companies do not have the
funds to pay it. In this paper, we analyze the Hive Ransomware (version v5, v5.1, v5.2)
and study its vulnerabilities during the generation of the private key used for encrypting
the master key. By using these weaknesses, we provide a tool for all companies infected
with this type of malware so that they are able to recover their data without the need to
pay the ransom.

1 Introduction

Ransomware is a type of malicious software that encrypts victim’s les and demands payment
in exchange for the decryption key. It has been a threat for decades, but has become more
prevalent and sophisticated in recent years. One of the most signi cant developments in the
evolution of ransomware has been the use of cryptocurrencies, which makes it harder for law
enforcement to track payments. In 2019, a criminal organization called TA2102 used the Maze
ransomware to carry out the rst high-pro le double extortion attack [9], in which they not only
encrypted the victim’s data, but also ex Itrated it and threatened to publish it unless a ransom
was paid. Since then, double extortion attacks have become more common and complex. In
addition, criminals can now buy ransomware as a service (RaaS) [10] on the dark web and
employ sophisticated strategies to maximize their pro ts. A type of ransomware that is known
for its use of double extortion tactics, as well as its distribution through a RaaS model, is
Hive. It is an a liate-based ransomware family that rst appeared in June 2021 and has
been known to attack a diverse range of industries, with a particular focus on healthcare and
public health organizations, as well as government facilities, communications companies, critical
manufacturing industries, and information technology companies. Hive ransomware actors have
attacked over 1,300 companies worldwide and received around $100 million in ransom payments
[3]. The goal of this work is the same of Kim et al. [4], i.e. to provide all victimized companies
a method to nd the private key used during the encryption by the Hive Ransomware. This
process can be applied to versions v5, v5.1, v5.2 of the malware. In summary, we provide the
following contributions:

* We identify a vulnerability during the generation phase of the private key used for en-
crypting the master key

YDesigned and implemented the work
2Did numerous tests and provided a lot of suggestions
XProvided a lot of suggestions
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Algorithm 1 PRNG algorithm

Input: length, QP Co, QPF
Output: key

// Initialization keys
key[length] 0

fori 0 to length do
elapsed_time QPC; QPCy
byte; elapsed_time mod QPF
key[i] byte;

end for

return key

each byte. This computation involves dividing the time di erence by the frequency of the
performance counter to obtain the elapsed time in seconds. Additionally, the remainder of
this division operation is computed and utilized in the generation of the pseudo-random bytes.
Algorithm 1 provides a representation of the byte generation process. Listing 1 describes the
PRNG algorithm implemented in C++.

3.2 Vulnerability detection

The algorithm’s utilization of a temporal component for byte generation may appear to produce
unpredictable bytes at rst glance. However, upon closer examination, it has been found that
if the value of QPF is set to 0x989680 (10 MHz), that is a common value for the performance
counter frequency on many systems, the number of possible generated bytes is limited to 64.
As a result, a brute-force attack on the 32-byte private key would require searching through
2192 combinations instead of 22°6, a signi cant reduction in the search space. Although this
number is still far too large to be practical, it can serve as a starting point for implementing a
method that further narrows down the range of possible keys (Section 4).

Table 2 shows the periodic sequence of bytes that is obtained when the di erence between
successive QPC values ( (QPC; QPCj_1)) is equal to 1 and the QPF is equal to 10 MHz.
This sequence highlights the algorithm’s predictability, as it generates a xed sequence of bytes
that repeats every 64 iterations. This predictability is a signi cant vulnerability that can be
exploited to recover the private key.

3.3 Relationship between QueryPerformanceCounter and the PRNG

According to the Listing 1, a seed s is created using the value of QueryPerformanceCounter,
QP Cy. This seed is then used to generate a sequence of n bytes. By analyzing this sequence
and the periodic sequence in Table 2, we discover a relationship between QP C; and QP Cqy (see
Figure 1). The di erence between QP C; and QP Cy determines the position in the periodic
sequence (Table 2) of the byte that is generated at the i-th iteration. Therefore, if we know
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5 Results and discussion

The aforementioned methods were tested by executing four samples of Hive (Table 1) on di er-
ent Windows 10 machines. In total, 100 malware executions were performed, resulting in the
generation of 200 master keys, given that each sample generates two master keys. Additionally,
as each master key is encrypted twice during two encryption rounds, there were 400 private
keys to be recovered during the testing phase.

In particular, the method described in Section 4 was rst employed, and if it produced
negative results, the method in Section 4.1 was used. The value returned by QueryPerfor-
manceFrequency on the tested machines is 10 MHz, as expected. We removed the malicious
component from the executables and made them generate only the two master keys, which
were then encrypted. During the execution of the malware, we intentionally did not set a xed
CPU frequency, as done during the data collection phase. This decision was made to test the
plausibility of our assumptions made during the data collection phase. Speci cally, we wanted
to verify whether the private key and nonce were generated at a similar CPU frequency, and
whether the nonce could be used as useful information for the recovery of the private key. By
using the methods described in the previous sections, we were able to recover various private
keys. Table 9 describes the number of private keys recovered from both the second encryption
round and the rst encryption round. From the second encryption round, 172 private keys
were recovered. They were then used to decrypt the second encryption round and retrieve the
content of the rst encryption round. From the 172 content of the rst encryption round, 161
private keys were recovered. In total, therefore, we were able to decrypt 161 master keys out of
200. Furthermore, we were able to recover 333 private keys out of the 400 available. Tables 7
and 8 report some of the les *.key of which we were able to nd the private key.

Tables 10 and 11 show the number of recovered private keys and the number of attempts on
average needed to nd the private key according to the features of the nonce. The rst table
depicts the scenario where the nonce has a number of hops greater than zero and consecutive
bytes equal to zero. The second table shows the case where the nonce has a number of consec-
utive bytes greater than zero and the number of hops equal to zero. Figures 7a and 8a describe
the percentage of recovered private keys in the second encryption round and the rst encryption
round, respectively. From Table 10, we can observe that as the number of hops increases, the
recovery of the private key becomes more challenging and the number of attempts increases
(Figures 7b). For instance, when the nonce had a number of hops between 0 and 10 (second
round of encryption), we managed to recover 95% of the private keys (52892 attempts on aver-
age), whereas when the nonce had a number of hops between 18 and 23, we could only recover
37% of the private keys (10389328 attempts on average). Table 11 shows that the di culty
of recovering the private key increases along with the number of attempts (Figure 8b), as the
number of consecutive bytes in the nonce grows. Speci cally, we were able to recover 84% of
the private keys related to the second round of encryption when the nonce had between 0 and
5 consecutive bytes (167458 attempts on average), while we could recover 68% of the private
keys when the nonce had between 11 and 15 consecutive bytes (2249004 attempts on average).

These results highlight the power of the methods described previously. We not only lowered
the number of potential combinations needed to nd the private key from 2256 to 2192, but
by utilizing the nonce features, we were able to decrease the attempts even further. This also
con rms that the nonces and private keys were likely generated using a CPU with a similar
frequency, and that by examining the properties of the nonce, we can limit the set of possible
keys that we need to search through. The reason why we may sometimes fail to recover the
private key is primarily due to a mismatch in the frequency at which the nonce was generated
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(a) Percentage of recovered private keys (case only hops in the nonce)
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Figure 11: Examples of features retrieved by using 3.5 GHz as frequency
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Algorithm 2 Private key generator (case only hops)

Input: dif_between_hops_pk, length_hops_pk, public_key, sequence[64]
Output: private_key

Initialization position of hops
position_hop []

shiftthop 0
position_hop:append(1)

prev  position_hop[0]

if len(dif _between_hops_pk) 1 then
fori 0 to len(dif _between_hops_pk) do
position_hop:append(prev + dif _between_hops_pk]i])
prev  position_hop[i + 1]
end for
end if
shiftthop 32 position_hop[ 1]

Search private key
for k 0 to shift_hop do
forw 0 to 64 do
private_key  sequence[w]
prec_position w
count_length 0
fory 1to32do
if y 2 position_hop then
cur_hop  length_hops_pk[count_length]
count_length  count_length +1
cur_position  (prec_position + cur_hop) mod 64
cur_byte  sequence[cur_position]
private key  private_key + cur_byte
prec_position  cur_position
else
cur_position  (prec_position +1) mod 64
cur_byte  sequence[cur_position]
private key  private_key + cur_byte
prec_position  cur_position
end if
end for
generated_public_key  curve25519(private_key; BASE_POINT)
if generated_public_key == public_key then
return private_key
end if
end for
position_hop  [x + 1 for x 2 position_hop]
end for
return 0
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Figure 12: Possible range of features

l Version ‘ Release ‘ RAM ‘ CPU QPF

Winl0PRO 22h2 16GB Intel(R) Core(TM) i7-8665U CPU 10000000
@ 1.90GHz

Winl0HOME 22h2 8GB Intel(R) Core(TM) i5-8265U CPU 10000000
@ 1.60GHz

Winl0PRO 20h2 8GB Intel(R) Core(TM) i5-4590 CPU 10000000
@ 3.30GHz

Winl0PRO 2004 12GB Intel(R) Core(TM) i5-5300U CPU 10000000
@ 2.30GHz

Winl0PRO 2004 8GB Intel(R) Core(TM) i7-10700 CPU 10000000
@ 2.90GHz

Win7PRO 2004 12GB Intel(R) Core(TM) i5-5300U CPU 2240976
@ 2.30GHz

Winl0PRO 22H2 8GB | Intel(R) Core(TM) i7-4700MQ CPU | 10000000
@ 2.40GHz

Winl0PRO 1607 16GB Intel(R) Core(TM) i7-6500U CPU 2531253
@ 2.50GHz

WinlOenterprise | 21H2 16GB | Intel(R) Core(TM) i7-8665U CPU 10000000
@ 1.90GHz

WinlOenterprise 21H2 16GB AMD Ryzen 7 PRO 5850U 10000000

with Radeon Graphics 1901 MHz
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Table 12: QPF Values of tested Laptops
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