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Abstract— the future home, workspace, campus or city, as
predicted by science fiction in early times is now a reality. Modern
microelectronics and communication technologies offer the type of
smart living that looked practically inconceivable just a few
decades ago. The internet of Things (10T) is one of the main drivers
of the future smart spaces. 10T refers to the networking of physical
objects which contains sensors and software that allow objects to
exchange data. It enables new operational technologies and offers
vital financial and environmental benefits. With 10T, spaces are
evolving from being just smart to become intelligent and
committed. This survey paper focuses on how to leverage loT
technologies to build a modular approach to smart campuses. This
paper identifies the key benefits and motivation behind the
development of loT-enabled campus. Then it provides a
comprehensive view of general types of smart campus application.
Finally we considered the vital design challenges, which should be
met to realize the smart campus.

Keywords- Smart Campus, 10T devices, 10T Network Sensors,
Wireless Sensor Networks, Smart homes, Smart grids, Network
anomalies, Arduino, ESP8266.

l. INTRODUCTION

Internet of Things is the integration of physical objects
which are attached with electronics, software, sensors, and
network connectivity between then, that allow them to capture
and transmit data [1]. In 0T, a thing refers to a physical object
that include sensors to communicate with the real world through
a network to perform certain functions. 10T devices may from a
network system which links various communication devices to
have quick, reliable and real-time information exchange and
communication that would help in intelligent management of the
connected devices. As a result, objects can be monitored and
managed remotely allowing for the communication between the
physical and virtual worlds [2, 3].

With the advanced on computing and wireless
communication technologies, emerging and exciting Internet of
Things network, more cities and university campuses are
becoming smart, meaning that they are implementing those
technologies to exchange data [4]. The objective of being smart

is to simplify the administration process, manage real-time
access control, monitor the constraints, and so on [5].

Smart campuses has the potential to revolutionize the
education and maintenance system and offer the capability to
enhance the campus operating effectiveness, while delivering
high quality service to the campus community [6-8]. It provides
an interactive and creative environment for students, faculty,
staff, and management. Institutes or campuses focuses on
improving the quality of service by providing a way to share
resources, knowledge content, and exchange of skills. All the IT
resources and content should be available to the public or users
in the campus from their desk as well as anywhere-anytime basis
over the campus. To achieve the same, the institute/organization
needs to establish campus networks on their campuses. It is very
helpful for the institution to work from any building and receive
the same speed of data transfer. A typical campus network or
campus area network is a computer network made up of an
interconnection of local area networks (LANS) within a limited
geographical area that may interconnect administrative
buildings, residence halls, academic buildings, libraries, student
centers, athletic facilities and other building associated with the
institution in the case of a college or university campus network
[9-13]. The networking equipment (switches, routers, firewalls)
and transmission media (optical fiber, twisted copper pair) are
use to interconnect and communicate among all connected
device. Deploying loT devices for remote monitoring and
management of networking devices in a campus network would
ensure automated remote diagnostics and maintenance, thus
providing early warnings for faulty network equipment, and
ensure easy repairs without interrupting the normal work
process.
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fig.1: Connected Campus Infrastructure



In the late 1960°s and early 1970’s, the techniques for
remote monitoring of computer system were beginning to be
explored, many of them were based on existing hardware and
software technologies. Some classification of remote monitors
which are as follows [14]: -

e Remotely controlled software monitors
e  Computer network monitors

e Fault diagnosis monitors

e Intelligent and extended consoled

The rest of the paper has been organized in following
sections: Section Il explains the background of Internet of
Things, and the technologies associated with it. The 10T network
architecture is mentioned in Section Il of the paper. The major
concerns over the application of 10T is pictured in Section 1V.
Finally, a conclusion has been formulated in Section V, which
leads to end of this survey report.

1. NETWORK TERMINOLOGIES

A. Wireless Sensor Network

Wireless Sensor Network (WSN) is a network that consists
of sensor nodes with an embedded processor [15]. The sensor
nodes usually are spatially distributed to monitor physical or
environmental conditions, such as humidity and temperature.
They work cooperatively and pass their data through the
network to a center location. When visual sensor (camera) is
included, the network is referred to visual sensor network,
which capable of processing images into a more useful form
[16]. With the use of camera in sensor network, one can
create important applications, such as video surveillance, which
sometimes includes algorithm like object tracking.
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fig.2: Wireless Sensor Network (WSN)

B. Internet of Things

The phrase “Internet of Things” was coined in 1999 by
Kevin Ashton, to represent the concept of computers and
machines with sensors, that connected to the internet [17].
Initially, the network was based on Radio Frequency ID (RFID)
chips. After popularized by MIT, the 10T application grows into
many different fields, such as surveillance, security,
transportation, smart cities, etc. [18].

In Internet of Things, there are connectivity between
computers and other physical devices such as network devices,
buildings and automobiles, embedded with sensors and network

connectivity that enable the reading from sensors and
actuators to be monitored from the internet or intranet. 10T
connects wireless sensor network (WSN) to Internet, where
the sensor nodes in WSN are regard as the “things” in IoT
[19]. The loT also allows objects to be controlled remotely
and becomes the base of technologies such as smart cities
and smart homes [20].

Any devices integrated into the Internet of Things are having
the following characteristics [21]: -

e The devices are located in an environment to be
monitored, which has the capabilities of sending
data to the internet or to other devices.

The devices are programmable to act accordingly.
The device is part of a collection of devices that
can communicate with each other through other
nodes in the same network.

C. Arduino

Arduino is an easy-to-use hardware and software based on
open-source prototyping platform [25]. Originally, Arduino was
created as tool for fast prototyping, aimed for students without
any background in electronics and programming. Later, the
Arduino board started to change to adapt to new needs and
challenges. All Arduino boards (and software) are completely
open-source. There are different versions of Arduino available
on the market (UNO, Mega, Mini, YUn, etc.). Arduino uses
power from computer (by USB cable), AC to DC adapter, or
batteries. Arduino can extend communication via Ethernet,
WiFi, GPRS, and GSM by using shields. Shields have the same
pin location as the Arduino, so it is easy to assembly with [26].

fig.4: Arduino UNO with Ethernet Shield

D. ESP8266 Wi-Fi Module

The ESP8266 Wi-Fi module is a self-contained system on a
single chip with integrated TCP/IP protocol stack and
microcontroller capability. It can be connected to Arduino to
give it Wi-Fi access, as a Wi-Fi shield offer. This module has
on-board processing power and storage capability to be
integrated with sensors and other application specific devices
through General Purpose Input Output (GPIO). A self-
calibrated RF allows it to work under any operating conditions,
without any external RF parts [27].



fig.5: ESP8266 with on-board Wi-Fi antenna

The ESP8266 is a cost effective module with increasing
community, with following features [27]: -
e 802.11 b/g/n with Integrated TCP/IP protocol
80 MHz 32-bit microcontroller
4 MB Flash Memory
Wake up and transmit packets in less than 2ms
Standby power consumption of less than 1.0mwW

The ESP8266 Wi-Fi module works like an Arduino and can
also be used with Arduino as the communication module.

I1l. RELATED WORKS

A. Smart Homes and Buildings

With the recent advances in loT technologies, the smart
home and smart building concept has evolved enormously.
Smart homes incorporates common devices that control features
of the home. Originally, smart home technology was used to
control environmental systems such as lighting and heating but
recently the use of smart technology has developed so that
almost any electrical components within the house can be
included in the system [22, 23]. Moreover, smart home
technology does not simply turn devices on and off, it can
monitor the internal environment and the activities that are being
undertaken whilst the house is occupied. The result of this
modification to the technology is that a smart home can now
monitor the activities of the occupant of a home, independently
operate devices in set of predefined patterns and as the user
requires [24].

fig.3: Smart Homes and Buildings

B. 10T in campus application

The 10T refers to intelligently connected devices and systems
to gather data from embedded sensors and actuators and other
physical objects. 10T is expected to spread rapidly in the coming
years a new dimension of services that improve the quality of
campus infrastructure and easy to function for students and
whole admin staffs including professors.

In every organization or institution, there is always an
information desk that provides information, advertisement
messages and many notifications to their customers and staff.
The problem is that it requires some staff that is dedicated to that
purpose and that must have up to date information about the
offers advertisement and the organization. Due to 10T, we can
see many smart devices around us. Many people hold the view
that cities and the world itself will be overlaid with sensing and
actuation, many embedded in “things” creating what is referred
to as a smart world. Similar work has been already done by many
people around the world. This time mobile networks already
deliver connectivity to a broad range of devices, which can
enable the development of new services and applications. This
new wave of connectivity is going beyond tablets and laptops;
to connected cars and buildings; smart meters and traffic control,;
with the prospect of intelligently connecting almost everything
and anyone also includes troubleshooting.

Smart

fig.3: Simulation os a connected smart campus

C. Remote diagnostics using loT

With Remote diagnostics is the act of diagnosing a given
symptom, issue or problem from a distance. Instead of the
subject being co-located with the person or system has done
diagnostics, with remote diagnostics the subjects can be
separated by physical distance. Important information is
exchanged either through wired or wireless. When limiting to
systems, a generally accepted definition is: “To improve the
reliability of vital or capital-intensive installations and reduce
the maintenance costs by avoiding unplanned maintenance, by
monitoring the condition of the system remotely.”

In all likelihood, remote diagnostics and management will be
a combination of automated and semi-automated capabilities
that are supplied by multiple, coordinated parts of the loT
service. For instance, different capabilities will need to come



from different service providers to effectively discover and trace
problems.

IV.  NETWORK ARCHITRECTURE

The 10T devices generates a huge amount of tiny
information, which needs media to get stored [28]. Real world
objects are the main components of the 10T paradigm, each
object has a unique identity and can access the network to
integrate the physical and digital world to offer enhanced
capabilities to people. The IoT devices needs to be connected
over a network to upload data to a server, wherein the data will
be processed, stored and displayed. The 10T device can offer
device to device, device to people and device to environment
information transmission through the incorporation of
information space and physical space. Many different network
architectures has been practiced for data uplink from the
devices to application servers. Some of the network topologies
are mentioned as follows [29]:-

A. Point-to-point (P2P) Topology

Point-to-point wireless network can be used to connect two
distant IoT devices together and can form a network. It is also
called a P2P link. The name describes the concept: two points
are connected together, and nothing else. This requires two
wireless capable devices. One device may work as the sensor
node and the other device as the gateway node to receive the data
from the sensor node and forward it to the application server [30,
31].

fig.6: ESP8266 in P2P topology

The above network comprises of two ESP8266, one in STA
and other in AP mode connected though each other. The node in
STA mode is the sensor node generating data from the
environment with the help of sensors and the node in AP mode
is the gateway node gathering data from the sensor node for
processing, storage and visualization.

B. Star Network Topology

A Star network consist of one central hub (a.k.a. gateway
node), to which all the other nodes (e.g. the sensor nodes) in the
network are linked. This central hub acts as a common
connection point for all the other nodes in the network. All
peripheral nodes may thus communicate with all others by
transmitting to, and receiving from, the central hub only. The
performance of the network is consistent, predictable and fast
(low latency and high throughput) [32, 33].
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fig.7: ESP8266 in Star Network Topology

In a star network, a data packet typically travels one hop to
reach its destination yielding a very low and predictable network
latency. Also, there is high overall network reliability due to the
ease with which faults and devices can be isolated. Each device,
utilizes its own single link to the hub. This makes the isolation
of individual devices straightforward and makes it easy to detect
faults and to remove failing components [34-36].

In fig. 7; Multiple ESP8266 is connected to form an loT
network wherein one ESP8266 is working as gateway node and
the other ESP8266 are working as sensor nodes. The data
generated by the sensor nodes are transmitted to the gateway
node with only one hop from source to destination.

C. Mesh Network Topology

A mesh network consist of three different types of nodes, a
gateway node as in a star node, simple sensor nodes and sensor
nodes with repeater/routing capability. Mesh network nodes are
deployed such that every node is within transmission range of at
least one other sensor node. Data packets pass through multiple
sensor nodes to reach the gateway node. This networking
topology is used for many application requiring a long range and
broad area coverage. Mesh network can scale up to thousands of
nodes, providing a high density of coverage with a broad
assortments of sensors and actuating devices. Data can be
transmitted from different nodes simultaneously. This topology
can withstand high amount of traffic. Even if one of the node
fails, there is always an alternative present. So data transfer
doesn’t get affected, and expansion and modification in
topology can be done without disrupting other nodes [37].

fig.8: ESP8266 in Mesh Network Topology

The above network is made up of multiple ESP8266 acting
as sensor nodes with repeater/routing capabilities, with one



ESP8266 acting as gateway. The data generated by the sensors
connected to the ESP8266 are transmitted to the gateway node
with generally one or more hop from the source to destination.
This helps in expanding the sensor network and can support lots
of devices with redundancy in data transmission.

V. CONCERNSOVER IOT

The Internet of Things is a modern era technology but the
challenges and issues concerning to loT are enormous.
Numerous consideration are need to be done before
implementing oT in different applications. Some of the issues
are as follows [38];

A. Design Issues

Designing a simple computer network involves many
consideration from hardware components to the software
version incorporated for the same. So, for designing an loT
network system would need numerous design consideration
[39].

B. Security Issues

As we know, no computer system is fully secured from
security threats. With up to 50 billion devices to be connected to
the internet by 2020, security threats needs to be addresses. Data
integrity and compatibility issues would topple economics
across the global market if not defended. For example, jamming
of radio networks in a hospital that uses smart wireless
environment could be disastrous. These kinds’ drawbacks could
delay the deployment progress of 10T [40].

C. Hardware Issues

In order to setup a full-fledged IoT network, there are various
hardware elements to be made use of, such as sensors,
development boards, gateways, and much more. Hence,
enterprises need to make sure that they source their hardware
from the same manufacturer to avoid compatibility issues. 10T
devices are manufactured to target customers with a very low
price tag, this leads to compromises in quality of these loT
devices. Industrial grade loT devices are manufactured to
withstand high temperatures and have high environmental
tolerances, but they come with a price. Also, most IoT devices
are portable and battery powered. So, their hardware design
must be optimized to work with low current for longer operation
on battery. These are some of the hardware issues found on loT
devices which are hampering the growth of 10T in the industrial
field [41].

VI. CONCLUSION

In this survey paper, we investigated the recent work of
using loT on smart campus from different perspective including
smart homes and buildings and the 10T hardware associated
with it with the various issues faced by it. Due to the rapid
advances in technology and industrial infrastructure, 10T is
expected to be widely applied to industries. Industries have
strong interest in deploying loT devices to develop industrial
application such as automated monitoring, control,
management, and maintenance. A smart campus can be realized
using an loT-enabled computing environments to establish an

infrastructure for the application to create and deliver value
added services. In addition, we give insights on the concerns,
which decelerates the smart campus from becoming reality.
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