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Abstract─Credential theft and remote attacks are the most 

serious threats to authentication mechanisms. The crux of 

the problems is that we cannot control such behaviors. 

However, if a password does not contain user's secrets, 

stealing it is useless. If unauthorized inputs are disabled, the 

remote attacks can be invalidated. Thereby, credential 

secrets and input fields to our accounts can be controlled. 

Rather than encrypting passwords, we design a 

dual-password login-authentication mechanism, where a 

user-selected secret-free login password is converted into an 

untypable authentication password. Subsequently, the 

authenticatable functionality of the login password and the 

typable functionality of the authentication password may be 

disabled or invalidated so that the credential theft and 

remote attacks can be prevented. Thus, the usability-security 

trade-off and password reuse are resolved; local storage of 

authentication passwords is no longer necessary. 

More importantly, the password converter acts as an open 

hash algorithm, meaning that its intermediate elements can 

be used to define a truly unique identity of the login process 

to implement a novel dual-identity authentication. Particularly, 

the elements are concealed, inaccessible, and independent 

of any personal information, and therefore can be used to 

define a perfect unforgeable process identifier to identify and 

disable the unauthorized inputs. 

Keywords ─ login password; authentication password; 

typable; authenticatable; process identity;  dual-password 

login-authentication mechanism; dual-identity authentication 

1 INTRODUCTION 

Since the advent of the user authentication technology, the 

technical architecture of one password plus login and 

authentication processes has never changed. However, the 

only password has been suffering from the usability-security 

trade-off dilemma [1]. The main problem with the 

single-password authentication mechanism is that the most 

security threats [2, 3, 9] are substantially derived from the 

dilemma. Despite the ongoing efforts  [4-6, 11] of the 

cyber-security community, the dilemma is still a myth [7].  

Passwords have been dominating client login and server 

authentication for more than half a century. The areas of 

usability-security trade-off and password encryption 

algorithm [2, 8] have received considerable research 

attention. However, decades of practice have shown that 

striking the usability-security balance and encrypting the only 

password are not enough to guarantee the security of the 

single-password authentication mechanism. 

We believe that the trade-off is systematic in nature, and all 

the problems can be attributed to one point, i.e. the use of 

one password in an attempt to implement the typable and 

authenticatable functionalities simultaneously. As the typable 

functionality is characterized by usability and the 

authenticatable functionality by security, these functionalities 

are also at the expense of each other. Provided that the only 

password continues to suffer from the trade-off, so do its 

functionalities. Unfortunately, it is difficult to solve the 

problems in the single-password authentication mechanism. 

As noted above, an authentication mechanism involves two 

processes, which seems to imply that a feasible solution to 

solve the trade-offs might be the use of one more password 

and the corresponding identity in a  novel dual-identity 

authentication mechanism. 

However, there is little attention paid to the fact that in any 

authentication mechanism, each of the login and 

authentication processes requires only one password 

functionality, either typable or authenticatable. The login 

process only needs a user to enter a password (i.e., a login 

password) to log in rather than authenticating, meaning that 

only the typable functionality is required in the login process. 

In contrast, the authentication process only requires the 

authenticatable functionality of a password (i.e., an 

authentication password) to authenticate the user instead of 

logging in. In other words, the authenticatable functionality of 

the login password and the typable functionality of the 

authentication password are not necessary. However, these 

unnecessary functionalities are exactly the ones that are 

essential to implement credential theft and remote attacks  [2, 

3, 9, 10, 26]. Unfortunately, in the single-password 

authentication mechanism, they are left to attackers. 

Rather than encrypting the passwords, we establish a 

dual-password login-authentication mechanism by 

integrating a pair of login and authentication passwords 

created based on a single-character conversion technique 

[27]. Using this technique, a set of login characters (i.e., the 
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login password) selected by a user can be randomized twice 

and converted into the authentication password. After the 

system integration with the pair of passwords, the login 

password can be configured only to perform the login 

process, whereas the authentication password can be 

configured only to perform the authentication process which 

runs within the isolated environment of the system and is 

initiated by the login process. Consequently, the login 

process no longer needs the authenticatable functionality of 

the login password, whereas the authentication process no 

longer needs the typable functionality of the authentication 

password. In this paper, we aim to utilize these unnecessary 

functionalities to prevent credential theft and remote attacks. 

After the creation of the password pair, they can be further 

set to be completely different from each other in password 

strength [2, 11, 12, 17-20] based on the characteristics of the 

single-character conversion. Then, the password field of the 

user interface can be configured to only accept the login 

password which can be defined to contain lowercase letters 

and/or digits, and to reject the authentication password 

which can be defined to contain at least four character 

classes (such as uppercase letters, lowercase letters, digits 

and symbols) [11, 14, 17, 18]. That is, in the dual-password 

login-authentication mechanism, any characters other than 

lowercase letters and digits are invalid and the inputs of the 

invalid characters will be invalidated by the password field. 

Thus, the highest level of login usability and authentication 

security can be simultaneously achieved for the password 

pair. 

Upon the system integration with the password pair, the 

unnecessary functionalities are actually discarded. Given 

that their indispensability for carrying out credential theft and 

remote attacks, they cannot be just left unchecked. Rather, 

they must be either disabled or invalidated. To this end, the 

login password will not be associated with publicly available 

identity of the user, such as the user's name, email address, 

phone number, etc., making it a secret-free password or 

unauthenticatable. And, any inputs of the authentication 

password can be invalidated by preventing the password 

field from accepting the invalid characters, making it an 

untypable password. The result of such configurations is that 

the pair of passwords is useless to malicious parties, and 

thus the highest level of secure login usability and usable 

authentication security are achieved simultaneously for the 

client and the server. 

More importantly, as the dual-password mechanism involves 

two passwords, it is possible to define different identities for 

them. Thus, the identity of the user may be associated with 

the authentication password, which is related to grating the 

user access to the password page, and later to the user 

account at the system server. In contrast, a novel identity of 

the login process may be associated with the login password, 

which is related to giving the login process permission to 

initiate the authentication process. 

In particular, the process identifier is concealed, inaccessible, 

and independent of any personal information readily 

available to the public and can be selected only by the 

system from the intermediate elements of a quasi-matrix 

password converter (Section 7.2). Therefore, the use of the 

process identifier with the above properties can guarantee 

the security of initiating the authentication process and it is 

highly unlikely that the process identifier can be duplicated or 

forged by anyone. 

When a user interacts with the dual-password 

login-authentication system using his login credentials, a 

system routine will be called to check the system database 

for a match of the user's login credentials. When a mismatch 

is detected in the username or password page, it can be 

identified as a nonlocal login attempt and the system will 

then initiate the corresponding security measure to invalidate 

it. For example, in response to the input in the username 

field, if a mismatch of the smartphone identifier of the user is 

detected by the routine, the password field will be grayed out 

when coming to the password page to disable further input, 

thereby invalidating the identified nonlocal login attempt. In  

response to the input in the password page, if a mismatch of 

the process identifier is detected, the identified nonlocal login 

attempt will be locked out of initiating the authentication 

process. Furthermore, the system routine can also detect a 

violation of password strength in the password page so that 

the identified nonlocal login attempt can be prevented from 

initiating the authentication process. Thus, it is impossible to 

log in using any passwords in nonlocal login attempts. 

The dual-password login-authentication system is designed 

mainly to perform user registration and login on non-prepaid 

smartphones [13], while other devices can only be logged 

into the system by the registered smartphone. This work 

aims to address the issues: usability-security trade-offs of 

singe-password authentication mechanisms, security threats 

against the client and server, and credential theft and remote 

attacks implemented via unregistered devices anywhere on 

the internet. 

The remainder of this paper proceeds as follows. Section 2 

establishes the dual-password login-authentication system. 

Section 3 overviews the password functionalities. Sections 4 

and 5 make the unnecessary functionalities useless. Section 

6 defines password policies and lists a few immediate 

benefits. Section 7 details the novel dual-identity 

authentication. Section 8 develops system routines. Section 

9 describes the login of non-smartphone devices. Section 10 

concludes. 

2 DUAL-PASSWORD LOGIN-AUTHENTICATION 

SYSTEM 

In this work, a user-selected password is converted into a 

complex password to create a pair of passwords, and then 

the pair of passwords is integrated into a traditional user 
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authentication mechanism to establish a dual-password 

login-authentication mechanism. 

2.1 Creating a pair of login and authentication 

passwords 

Specifically, we employ a single-character conversion 

technique [27] to randomly convert a set of login characters 

selected by a user into a sequence of strings, as shown in 

Figure 1, and then all the strings are combined together in 

special manners to generate a longer and more complex 

password. Thus, a pair of passwords is created. 

 
Figure 1: The single-character conversion units 

2.1.1 Login password 

In Figure 1, a user-selected login character "b" is randomly 

converted by the first single-character conversion unit into a 

string "3Mo&(E" according to the character digit "6" selected 

from the first drop-down menu of the Character Digit column. 

Thus, a single character is converted into a 6-digit string. The 

other five single characters (i.e., "@", "0", "N", "8" and "m") 

are also randomly converted into five strings (i.e., "vX#", 

"z%9CP", "?G", "d$L" and "Q") respectively by the other five 

conversion units after the corresponding digits (i.e., "3", "5", 

"2", "3" and "1") are sequentially selected. Consequently, the 

set of login characters "b@0N8m" is converted into a 

sequence of strings (i.e., "3Mo&(E", "vX#", "z%9CP", "?G", 

"d$L" and "Q"). 

This is the first randomization on the set of login characters 

"b@0N8m", which can be defined as a login password and 

may be manually entered into the password field by the user.  

2.1.2 Authentication password 

In a further randomization on the login password, as shown 

in Figure 2, all the strings are sequentially shuffled together 

to form a longer string according to a sequence of special 

rules called shuffling labels, where each label in the 

drop-down menu of the Shuffling Label column represents a 

rule of inserting the string on the label's left into the 

preceding string or a temporary string to form another 

temporary string.  

 
Figure 2: Generation of the authentication password 

The labels are composed of digits and uppercase letters. For 

every single insertion, the insertion point must be determined 

first, so the label is prefixed with a number in front of the 

uppercase letter that determines the character order in the 

string. Each string on the label's left will be inserted as a 

whole into the selected insertion point on the previous string 

or a temporary string. 

In the first label "4F", the number "4" represents the position 

of the insertion point selected on the string "3Mo&(E". There 

are 7 insertion points from the left of the digit "3" to the right 

of the letter "E". The string's character order is indicated by 

the uppercase letter "F", which represents the forward order 

(i.e., "vX#"), while the letter "R" represents the reversed 

order (i.e., "#Xv"). Therefore, the label "4F" means to insert 

the forward-order string "vX#" as a whole into the fourth 

insertion point on the string "3Mo&(E" to form a temporary 

string as "3MovX#&(E". The label "4R" means to insert the 

reversed-order string "#Xv" as a whole into the fourth point 

on the string "3Mo&(E" to form a different temporary string as 

"3Mo#Xv&(E". 

According to the second label "16R", the third string is 

reversed as "PC9%z" and then inserted as a whole into the 

16th insertion point of the first temporary string "3MovX#&(E".  

There are only 10 insertion points in the temporary string, 

and the points from 11 to 16 are invalid. Therefore, the 

reversed-order string "PC9%z" can only be inserted into the 

10th point of the first temporary string, thus generating the 

second temporary string as "3MovX#&(EPC9%z". 

Performing the third label "13F" is to generate the third 

temporary string as "3MovX#&(EPC9?G%z". Upon the 

fourth label "13R", the fourth temporary string is generated 

as "3MovX#&(EPC9L$d?G%z". When the last single 
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character "Q" is inserted based on the label "5F", where "F" 

does not work on a single character, the final temporary 

string is generated as "3MovQX#&(EPC9L$d?G%z", which 

is a 20-digit character string. 

The final temporary string "3MovQX#&(EPC9L$d?G%z" can 

be defined as an authentication password, which can be 

generated by converting the user-selected login password. 

All the shuffling labels can be randomly selected and even 

the same label may be selected repeatedly. In addition, more 

shuffling labels can be designed simply by changing the 

label digit and/or the label letter. 

2.1.3 Creating a pair of login and authentication 

passwords 

After the two randomizations, a user-selected 6-digit login 

password is converted into a 20-digit complex authentication 

password that contains the four character classes. Therefore, 

a 6-20 pair of login and authentication passwords is created 

after all the pair parameters (i.e., the character digits and the 

shuffling labels) are sequentially selected. The length of the 

authentication password is equal to the sum of the digits in 

the Character Digit column, i.e. equal to the number of all the 

string characters in the Converted String column. 

In each single-character conversion unit, the login character 

or the string is allowed to modify without changing the 

mapping relationship between them, that is, the Character 

Digit column cannot be changed once selected. For example, 

the login character "b" in the first single-character conversion 

unit may be replaced with a different character (e.g., "a"), 

without changing the string "3Mo&(E". In contrast, any 

character in the string can be replaced with a different 

character, such as replacing "o" in the string with "k" to form 

a new string as "3Mk&(E", without changing the login 

character "b". The replacements can be implemented in the 

registration state. 

In the 6-20 pair of passwords, both are so different that there 

is no clear sign from the login password to find any clue of 

the authentication password, and vice versa. This not only 

means that the passwords in the pair are actually unrelated 

to each other, it also enables their usability and security to be 

respectively achieved to some extent. 

This work is intended to implement secure login usability for 

the client, that is, the login password should be simple and 

easy to remember and type without losing system security so 

that the user's needs and preferences can be fully satisfied, 

and to simultaneously achieve usable authentication security 

for the server, that is, the authentication password should be 

long and complex enough to sufficiently satisfy the security 

requirements of the server. To achieve these goals, the pair 

of passwords will be integrated into a traditional user 

authentication mechanism to establish the dual-password 

login-authentication mechanism. Upon such integration, the 

pair of passwords can be further set to be completely 

different in order to enhance the secure login usability and 

usable authentication security, respectively. 

2.2 Establishing a dual-password login-authentication 

mechanism 

The dual-password login-authentication mechanism can be 

established by integrating the password pair into a traditional 

authentication mechanism. There are two processes in this 

mechanism. One is the login process, defined as a process 

of entering the login password by a user into the password 

field. And the other is the authentication process, defined as 

a process of converting the login password into the 

authentication password and then authenticating the user by 

using the generated authentication password. And the login 

process functions to initiate the authentication process. This 

dual-password login-authentication mechanism is designed 

primarily for use on non-prepaid smartphones, while other 

devices of the user may be logged into the system via his 

registered smartphone. 

According to the system integration with the password pair, 

the login process, i.e. the process of logging the user into the 

system, can interact with the outside using the login 

password. In contrast, the authentication process can run in 

the background. The purpose of having it run in an isolated 

environment is to prevent users from interacting with the 

authentication process. Based on such configurations, the 

isolated authentication process may be managed completely 

by the system. One result of this management is that the pair 

parameters will be selected only by the system thereafter. 

Accordingly, once the valid login characters are entered via 

the registered smartphone, they will be immediately 

converted into the sequence of strings according to the 

character digits in Figure 1 sequentially selected by the 

system, and then all the strings are shuffled together to 

generate the authentication password according to the 

shuffling labels in Figure 2 sequentially selected by the 

system. The parameter selections depend on the password 

policies on length and complexity (Section 6). The 

authentication password will then be compared with the 

registered authentication password stored in the database to 

authenticate the user. 

Other results of the above management are that the user no 

longer needs to memorize and enter the authentication 

password, thereby making it a memory- and input-free 

password. And that the authentication password will be only 

stored on the system database, that is, it no longer needs to 

be stored on any local devices of the user. 

The generated authentication password is a temporary 

password. After a successful authentication process, it will 

be invalidated to prevent further usage. 
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3 PASSWORD FUNCTIONALITY 

As used in this paper, the term "local" refers to an action 

performed by a user via his smartphone that has registered 

with the service provider. The term "nonlocal" refers to an 

action performed by a party via any devices other than the 

user's smartphone that has registered with the service 

provider. For example, a local login attempt refers to an 

attempt by a user to enter the registered login credentials via 

his registered smartphone. A nonlocal login attempt refers to 

an attempt by a party to enter any credentials via any 

unregistered devices. 

Typically, a text string can be typed into computers, meaning 

that one fundamental attribute of the string is typable. If it is 

defined as a password, it contains user's secrets and thus 

can be used to verify the identity of the user, indicating that 

another fundamental attribute of the text password is 

authenticatable. Thereby, a text password must be typable 

and authenticatable, and have typable and authenticatable 

functionalities. 

Similar to the usability-security trade-off in single-password 

authentication mechanisms, the typable functionality is also 

at the expense of the authenticatable functionality for the 

single password, in which the former is characterized by 

usability and the latter by security. Due to such opposite 

attributes, they are not likely to be truly balanced within the 

single-password mechanisms. 

As noted above, any authentication mechanism involves a 

login process and an authentication process. Each process 

actually needs only one password functionality, either 

typable or authenticatable. The login process only requires a 

password to be typable and have the typable functionality, 

rather than being authenticatable. The authentication 

process requires a password only to be authenticatable and 

have the authenticatable functionality, rather than being 

typable. 

A password is worth stealing not only because it contains 

user's secrets and therefore is authenticatable, but also, and 

particularly, because its typable functionality is indispensable 

for stealers to hack into the user accounts using the stolen 

password via their unregistered devices from anywhere on 

the internet. 

The typable and authenticatable functionalities are essential 

not only for any user authentication mechanism, but also for 

credential theft and remote attacks (i.e., the nonlocal login 

attacks). In dual-password login-authentication mechanism, 

the login password is only defined the typable functionality in 

order to perform the login process, whereas its undefined 

authenticatable functionality is not necessary and may be 

discarded. In contrast, the authentication password is only 

defined the authenticatable functionality to implement the 

authentication process, whereas its undefined typable 

functionality is not necessary and may be discarded. One 

result of such configurations is that the two necessary 

functionalities no longer sacrifice each other since they 

belong to different passwords. Therefore, they can be further 

set in order to fully satisfy the needs and requirements of the 

client and the server, respectively. Another result is that 

those unnecessary functionalities can be either disabled or 

invalidated to the extent that they cannot be utilized by 

malicious parties, thereby rendering the corresponding 

passwords useless to credential theft and nonlocal login 

attacks. 

4 DISABLING THE AUTHENTICATABLE 

FUNCTIONALITY OF THE LOGIN PASSWORD 

Generally, the first step of a nonlocal login attack is stealing 

user's credentials from either the client or server since they 

contain user's secrets and thus are authenticatable. In a 

single-password authentication mechanism, the password 

has to be associated with the identity of the information 

readily available to the public, such as the user's name, 

email address, phone number, IMEI, SIM card ID, etc. The 

use of such information as the user's identity is an inherent 

weakness of the single-password authentication mechanism 

since credential theft depends primarily on it. 

It is clear that the authenticatable functionality of the login 

password should be responsible for various cyber-attacks on 

the client. Since no one can prevent others from stealing 

user's credentials, in addition to encrypting the password, 

disabling the authenticatable functionality of the login 

password is probably the only measure of preventing 

credential theft. 

In the definition in Section 2.2, the login password is not 

defined to authenticate the user, making it unauthenticatable. 

However, this unnecessary functionality is one key risk factor 

for the client login security. With the system integration of the 

password pair, sacrificing each other's functionality no longer 

exists, which offers an opportunity to eliminate the risk factor 

by disabling the authenticatable functionality. This objective 

can be easily achieved as long as the login password that 

has to be entered through the password field is not 

associated with the identity of the user, which is related 

mainly to the public personal information. As the result of this 

configuration, the login password can no longer reveal user's 

secrets, rendering it useless for credential thieves. 

Accordingly, the login password and the login process are no 

longer related to authentication events, meaning that they 

can be immune to password-based hacking attacks against 

the client. Therefore, credential theft can be prevented as a 

result of this local login immunity, thus achieving the highest 

level of secure login usability for the client. 

5 INVALIDATING THE TYPABLE FUNCTIONALITY OF 

THE AUTHENTICATION PASSWORD 

The second step of the nonlocal login attack is launching an 

attack using the stolen credentials. The key of this type of 

attacks is that they can be implemented via the stealer's 

unregistered devices from anywhere on the internet, which is 
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another inherent weakness of the single-password 

authentication mechanism. To this day, there are no effective 

measures to prevent such nonlocal login attacks. 

It is clear that the typable functionality of the authentication 

password should be responsible for performing the nonlocal 

attacks. Because no one can stop others from launching 

such attacks via their devices, in addition to encrypting the 

password, invalidating the nonlocal input or the typable 

functionality of the authentication password may be the only 

measure of preventing such attacks. 

In the definition in Section 2.2, the authentication password 

is not defined to log in, making it untypable. However, this 

unnecessary functionality is another key risk factor which 

directly threatens the user accounts. Without sacrificing the 

password functionalities, this factor can be eliminated by 

invalidating the nonlocal inputs  or the typable functionality of 

the authentication password. This objective can be achieved 

by having the authentication process run within an isolated 

environment and making it unable to interact with the outside, 

and therefore the authentication password can no longer be 

used to log in through any client devices. Furthermore, when 

the password field is configured to only accept the login 

password in local login attempts (Section 6), any nonlocal 

inputs can be invalidated. 

The results of the aforementioned configurations are that the 

authentication password and process are no longer related 

to the login events, and that the nonlocal inputs or the 

typable functionality of the authentication password can be 

invalidated, even though it still can be typed into the 

password field. As a result, this nonlocal input invalidation 

can prevent remote attacks, thereby achieving the highest 

level of usable authentication security for the server side. 

6 PASSWORD POLICY 

In a single-password mechanism, the password field cannot 

be used to prevent nonlocal inputs. In the dual-password 

login-authentication mechanism, however, the password 

field can be a powerful and effective means to disable such 

inputs. The prerequisite for achieving this goal is that the pair 

of passwords must be as different in length and complexity 

as possible. In this section, much stricter policies on 

password strength (i.e., length and complexity) will be 

defined so that the password field can be configured to 

distinguish the passwords in the pair and thus invalidate the 

nonlocal inputs. 

6.1 Password length 

One approach to achieving the above policies is to specify 

the lengths of the passwords in the pair. Password length [2, 

10, 11, 17, 20] can be set as a range. In this work, the user 

may be permitted to determine the length of the login 

password within a certain range specified by the system, 

such as permitting it from five to fifteen characters. Such a 

length specification can meet the needs and preferences of 

most users, and can also meet the requirements for users 

who might have special needs for longer passwords. In 

contrast, the authentication password may be specified to 

twenty characters in length, which is long enough to satisfy 

the security requirements for password length during the 

isolated authentication process. 

6.2 Password complexity 

Another approach to achieving the above policies is to 

specify the password complexity (i.e., the character types) [2, 

11, 12, 14, 17, 19]. The login password "b@0N8m" as shown 

in Figure 1 might not be complex, but it contains the four 

character classes and thus has poor usability. In this work, 

the login password is specified to contain only lowercase 

letters, digits, or a combination of the two, which are the valid 

characters in the dual-password mechanism. In contrast, the 

authentication password is specified to contain at least the 

four character classes, and the first four characters of each 

authentication password must contain either one uppercase 

letter or one symbol. 

Due to the memory- and input-free characteristics, any 

characters (including Unicode [2], but excluding spaces) 

capable of being processed by computers can be accepted 

in the composition of the authentication password. The use 

of such characters can help to make the authentication 

password more complex to meet the most stringent security 

requirements for the authentication process. 

6.3 Corresponding results 

These password policies are designed from the perspective 

of both the client and the server to further enhance the local 

login immunity and nonlocal input invalidation, thereby 

achieving secure login usability and usable authentication 

security, which can lead to the following advantages. 

6.3.1 Password field configurations 

Due to the huge difference between the passwords in the 

pair, the user interface can now be used to detect the 

violation of password strength, and the password field can 

be configured to only accept the valid characters. This 

makes the authentication password no longer acceptable by 

the dual-password login-authentication system through the 

password field from anywhere on the internet. That is, any 

passwords containing the invalid characters are completely 

useless in any login attempts. 

6.3.2 User experience 

We consider secure login usability as the prerequisite of a 

good user experience [2, 4, 15, 16]. The failure to provide 

users with secure login usability leads to poor user 

experience, whereas asking them to comply with various 

security policies significantly increases user frustration. In 

the user-centered password policies herein, we reduce the 

burden on users to the minimum by using only lowercase 

letters and/or digits to compose the login password, giving 
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them the unprecedented convenience throughout the login 

process. On the contrary, we impose almost all the strict 

requirements on the system to the maximum extent possible 

in order to achieve usable authentication security. 

The implementation of secure login usability, i.e. the best 

user experience, is crucial for the dual-password mechanism 

to implement usable authentication security. Otherwise, 

significant authentication impacts arise as a result of the 

system failure to provide users with the secure convenience 

of entering the login password. 

6.3.3 Password reuse 

Password reuse [10, 14, 17, 20, 25] is considered as the 

second source of high-success guesses [17], and 

ever-increasing online services have accelerated the trend 

toward the reuse. From the perspective of secure login 

usability, password reuse is the inherent weakness of 

single-password authentication mechanisms. Provided that 

the user-selected passwords are still authenticatable and 

thereby have to comply with complicated password policies, 

poor user experience will inevitably lead users to work 

around such policies with some tricks. 

In the dual-password login-authentication mechanism, 

password reuse is no longer a problem. First, it is impossible 

for users to reuse or share the system-managed 

authentication password as it is something he does not have. 

Second, due to the above  password policies, it is useless to 

use the authentication password since it cannot be accepted 

by the password field from anywhere on the internet via  any 

devices. 

On the contrary, the likelihood that the login password is 

reused across multiple accounts may be very high, although 

it is not recommended. However, the key to successfully 

logging into the dual-password login-authentication system is 

the registered smartphone. That is, only by entering the 

registered login password in a local login attempt can the 

system be logged into. Otherwise, even the same login 

password will be invalidated when being entered in nonlocal 

login attempts. 

A user may have many registered login passwords for his 

accounts; some of them may even be identical. However, he 

can use only one universally unique smartphone to register 

and access the user accounts. In the worst case, if a 

malicious party has obtained the user's credentials of a 

specific account in some way, the only thing that he can do is 

to launch a nonlocal login attack using the stolen credentials. 

Thus, this nonlocal input will be necessarily invalidated. 

6.3.4 Password modification 

The dual-password login-authentication system provides 

password modification functions. The above password 

policies may provide guidance for the modifications. On the 

basis of the original pair of passwords, their length and/or 

character types can be further modified in registration state 

by the user and system, respectively. 

Based on the characteristics of the single-character 

conversion in Section 2.1.3, the login password can be 

modified by the user depending only on his needs and 

preferences, rather than complying with strict policies or 

requirements. If the user prefers a simpler password, he can 

replace the original login password "b@0N8m" with a simpler 

string, e.g., "abcdef" or "123456". Considering its irrelevance 

to authentication events, modifying the login password will 

not affect the system security.  

Due to the memory- and input-free characteristics of the 

authentication password, there is no need to modify it 

frequently. Only when the system deems it necessary will a 

push notification with an "Accept" button be sent to the user's 

smartphone for him to accept the modification request. The 

system will then store all the results in the database.  

7 CREDENTIAL REGISTRATION 

The dual-password login-authentication system involves a 

pair of passwords, which makes it possible to define two 

identities and associate them with the pair of passwords, and 

thereby we have a dual-identity authentication. "The more 

identity factors employed, the more robust the authentication 

system" [26]. As usual, the identity of the user is associated 

with the authentication password, for granting the user 

access to the password page, and later to the user account 

at the system server. 

In this paper, a novel identity of the login process is defined 

and the corresponding process identifier can be associated 

with the login password, for granting permission for a local 

login attempt to initiate the authentication process. As the 

system is designed for use on smartphones, the registration 

and login must be performed through the user's registered 

smartphone. 

7.1 Registration of the identity of the user 

During the registration of the authentication password, the 

system requires a user to use his non-prepaid smartphone to 

submit personal information, converts the user-entered login 

password, and generates the authentication password. The 

system can also collect identification information (such as 

IMEI number, SIM card ID, or any other information that can 

uniquely identify the smartphone). The system server will 

then create and store the submitted and collected 

information in the database. 

As usual, the system can associate the identity of the user 

with his smartphone, and select the unique phone number as 

the identifier and associate the smartphone identifier of the 

user with the authentication password. The collected 

identification information can be used to help identify if the 

smartphone is the true device that has registered with the 

username to the created user account. Subsequently, the 
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system can grant the user access to the password page, and 

later to the user account at the system server after the 

authentication password is generated. 

7.2 Registration of the identity of the login process 

During the registration of the login password, any information 

uniquely related to the login process can be selected as the 

process identifier to associate with the login password. 

Figure 3 is an illustration of a quasi-matrix password 

converter, resulting from the combination of Figures 1 and 2 

and providing an overview of how a 6-digit login password is 

converted into a 20-digit authentication password. The login 

password "b@0N8m" in Figure 1 has been modified to 

"abc123" based on the password policies described in 

Section 6. 

 
Figure 3: The quasi-matrix password converter 

During the creation of a user account, such a converter can 

be established by the system to convert the user-selected 

login password into the authentication password. For a 

different account, the converter is different. 

Clearly, the converter is part of the isolated authentication 

process, meaning that it is concealed and inaccessible to 

users. However, the elements in the converter are connected 

to the user-selected login characters, i.e. the login password. 

As the result of such unique connections, the elements can 

be unique to the process of entering the login characters. 

Considering that the authentication process is completely 

managed by the system, the unique identifier of the login 

process can be selected only by the system from the 

converter elements and then associated with the login 

password. More importantly, the elements except the Login 

Character column are unrelated to personal information 

readily available to the public, such as user's name, email 

address, phone number, IMEI number, SIM card ID, etc. 

There are multiple ways to select the process identifier from 

the converter. It may not be necessary to  select the whole 

converter as the process identifier. In fact, an element row 

including the login character, an element column excluding 

the Login Character column, or a combination of a few 

elements randomly selected in the converter can be unique 

to the login password. Thus, any one of the rows, columns, 

or element combinations may be selected as the process 

identifier to associate with the login password. Therefore, the 

system can grant a local login attempt permission to initiate 

the authentication process. 

A converter can be established during the registration of a 

user account via the user's smartphone and reestablished 

only in a local login attempt by the system to generate the 

authentication password. The converter actually binds the 

specific user account to the unique smartphone via the 

process identifier, meaning that every established converter 

is legitimate. Therefore, it is not possible for a party to 

integrate a counterfeit converter, if any, into the isolated 

authentication process to bind the specific user account with 

the party's unregistered smartphone. Therefore, it is highly 

unlikely that a nonlocal login attempt can deceive the 

process identifier verification into initiating the authentication 

process. 

Furthermore, the converter functions as a hash algorithm  [2, 

8], mapping a user-selected ranged-length login password to 

a system-generated fixed-length authentication password. 

However, a difference with the traditional algorithm is that 

the intermediate elements of the converter are open to the 

login password so that they can be used by the system to 

define a unique process identifier for the login password to 

be associated with. The primary characteristics of the 

process identity are as follows: 

 The identity of the login process can be completely 

controlled by a trustworthy service provider with the 

user's explicit consent and authorization [21]. 

 This process identity solution discloses zero amount of 

identifying information of the user as it does not contain 

any personal information and is completely useless in 

other occasions [21]. 

 Using any computer-processable special characters in 

the composition of the converted strings  in Figure 3 

makes the process identifier much more difficult to fake 

or spoof. 

 The process identity verification can be implemented via 

the interior of the system to verify the linkage between 

the registered smartphone and the user account through 

the system-determined unforgeable process identifier. 

 The process identifier does not need to be transmitted 

through cyberspace or entered manually by users, 

which can effectively prevent the security threats, such 

as identity theft and fraud. 

The process identity is related to the knowledge factor [2, 22, 

26] that is something a user knows. However, in the novel 

dual-identity authentication, another difference is that the 

user does not need to know the details of the authentication 

factor since it can be completely managed by a trustworthy 

service provider for the user. That is, the process identity is 
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something the user is only aware of, but does not know the 

details of the corresponding process identifier. 

During the credential registrations, a username and a pair of 

passwords will be registered in the database. However, the 

authentication password no longer needs to be stored on 

any devices of the user [23], while the login password can be 

managed only by the user. 

The associations between the identifiers and the passwords 

in the pair may change if either of them is modified. The 

system server can then store the results and update the 

associations between the identifiers and the passwords. 

8 SYSTEM ROUTINE 

There are two ways that the dual-password system can 

interact with the outside and thereby might be maliciously 

used to log in, which are the username and password fields 

at the user interfaces. To solve such potential threats, we 

develop system routines to detect the input fields of the user 

interfaces and disable any unauthorized inputs . 

8.1 System routine of the smartphone identifier 

When a user accesses the user interface via his smartphone, 

in response to the input in the username page, the 

dual-password login-authentication system begins with a 

system routine to detect if the smartphone has registered 

with the entered username by looking in the database for a 

matching smartphone identifier and the corresponding 

identification information associated with the user account. 

For a user who has already created an account at the 

service provider, the system routine can identify his 

smartphone as the one that has registered with the service 

provider, thereby identifying that this is a local login attempt. 

Whenever the user logs in, the username associated with 

the account may appear in the username field displayed on 

his smartphone, and this identified local login attempt can be 

granted access to the password page to attempt to initiate 

the authentication process. 

For a party who has not yet created an account at the service 

provider, in response to the input, the username field 

displayed on his smartphone will be blank; therefore he may 

have an opportunity to register an account. However, if he 

chooses to enter a username with the intention of logging in, 

the system routine will be called to identify whether the 

smartphone has registered with the entered username by 

looking for a matching smartphone identifier in the database. 

A mismatch can indicate that this is a nonlocal login attempt 

and therefore the password field displayed on the party's 

smartphone will be grayed out to disable further inputs. As 

the result of this interface grayed-out protection, he will have 

nowhere to enter his password, meaning that the identified 

nonlocal login attempt is invalidated. 

8.2 System routine of the process identifier 

In response to the inputs to the password field, the system 

routine will be called again to check the database to see if 

the user-entered login password matches the process 

identifier. For a registered user, the system routine can 

identify the login password in a local login attempt by looking 

for a matching process identifier in the database, and grant 

the identified local login attempt permission to initiate the 

authentication process. Once initiated, the authentication 

process reestablishes the quasi-matrix password converter 

to convert the user-entered login password to generate the 

authentication password, and compares it with the registered 

authentication password stored in the database 

authentication password stored in the system database. If 

they match, this local login attempt can be granted access to 

the user account at the service provider. 

Considering the worst case, we may assume that an attacker 

might have tricked the service provider in some way into 

switching the user's phone number to a SIM card in the 

attacker's smartphone [13, 24], and thus gained access to 

the password page to enter the stolen login password. 

However, because the attacker's smartphone has never 

been bound to the legitimate user’s accounts by way of 

registration, the system server cannot find a process 

identifier associated with the smartphone. Consequently, the 

password input will be identified as a nonlocal login attempt 

and the attacker will be locked out of initiating the 

authentication process. 

8.3 System routine of password strength 

The system routine can also respond to the inputs to the 

password field by detecting violations on the password 

strength. Once a violation is detected, the identified nonlocal 

login attempt will be locked out of initiating the authentication 

process. However, for a local login attempt, the system may 

define a number of consecutive unsuccessful login attempts, 

e.g., for a maximum of three attempts. Therefore, the local 

login attempt can be granted permission to initiate the 

authentication process within the predefined number of login 

attempts. 

9 LOGGING NON-SMARTPHONE DEVICES INTO THE 

SYSTEM 

The dual-password login-authentication system is designed 

mainly for use on non-prepaid smartphones, through which 

users may register and log in. However, other devices (such 

as desktops, laptops, tablets, etc.) can also be logged into 

the system through the registered smartphone. To this end, 

the user interface may provide the use of a technology (such 

as QR code, biometric sensor, etc.) for the registered 

smartphone to log those devices into the system. For 

example, the user interface may configure a QR code for a 

desktop computer to be logged in, and the user's 

smartphone may be configured to scan the QR code using 

its camera. Thus, a user may use his registered smartphone 
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to scan the QR code displayed on the screen of his computer 

and to directly grant access to the user account. 

When a third party scans the QR code on his computer 

screen, he may either log into his own account if he has one 

at the service provider, or be directed to registration interface. 

Due to the legitimacy of the quasi-matrix password converter, 

it is not possible for him, through his smartphone, to trick the 

system into reestablishing the converter in association with 

other users' accounts. That is , the party cannot log his 

computer into other users ' accounts by means of the QR 

code. 

10 CONCLUSION 

Users prefer secure login usability which leads to the best 

user experiences, whereas service providers require usable 

authentication security which results  in more secure 

organizations. With the system integration of the password 

pair, striking such a balance between usability and security is 

no longer necessary. On the basis of these improvements, 

the password pair can be further set to fully satisfy the needs 

and requirements for the client and the server respectively 

without sacrificing each other’s functionalities. 

Credential theft and nonlocal login attacks have always been 

the most serious threats to user authentication mechanisms, 

where the former is resulting from the discarded 

authenticatable functionality, while the latter is derived from 

the discarded typable functionality. As the trade-off is 

resolved, these once-uncontrollable password functionalities 

are disabled or invalidated, making the pair of passwords no 

longer useful in nonlocal login attacks. 

In the dual-password login-authentication mechanism, a 

novel process authentication factor can be defined to verify 

the truly unique identity of the login process, which is 

characterized by concealment, inaccessibility, and 

independence from any public information of the user. As the 

result of the process identifier with such unique 

characteristics, the password field can be protected. 
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