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ABSTRACT

With the recent spread of Covid-19, teleworking has become a business standard for enterprises. While teleworking is a
relatively safe way to work when infectious diseases such as corona spread as well as shorter commuting hours, various
cybersecurity threats are occurring depending on the environment, such as the transmission of data using information and
communication technology and access to internal systems. Therefore, information security is a keyword that an entity must
consider in implementing remote work, and measures are needed to protect its assets from cyber threats in various remote
work environments. However, from the perspective of corporate security officers, it is difficult to select the most suitable
security solution for the working environment by examining various scattered solutions one by one. Therefore, this study
aims to provide the convenience of choosing a security solution to assist corporate security personnel and establish a
secure remote working environment. To achieve the goal, we investigate security threats according to the characteristics of
telework, compare and analyze various remote security solutions to mitigate security threats, and propose a security
architecture optimized for the characteristics of telework.
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Table 1. Type of remote work
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Threats

Category |




Mac User Target Attack

System - - -

Y 0s / endpoint equipment, related devices
weak access control
Connection to an insecure network
Vulnerabilities  due to Multiple

Network P

Remote Access Points

Threats to Endpoint

Use of vulnerable FTP, mail services

Application | Threats to Web , DNS

Webcam-related hacking

Information | Remote Access Log Threat
Protection Phishing for employee accounts
General Critical Data Leakage
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Table 3. Security function against threat

Category Security function
Ability to maintain, support, and
monitor system security levels of
System / .
working PCs
0S - -
Deliver cloud services
antivirus function
Remote Access Point Restriction
Feature
User Authentication and Access
Network Control
Threat detection ,response
capabilities
Web Attack Detection
Application filtering spam mail
PP Ability to block threats to webcams,
microphones, etc.
i Monitoring and logging features for
Information
Protection remote access
Critical Data Control Management
General - - - -
mobile media blocking function
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Table 4. Full Remote Work Security Solution

Solution Description

Manage internal information
WaterWall V 5.0 | leakage in a cloud PC
environment

H2|ZE PC Remote Control Service.
Clo|AMEZ2}RE | Delivers high reliability and
=) essentialgroupware functionality

Digital hub for collaboration
Microsoft Teams | with a wide variety of teams
needed for work

Prevent document leakage and
loss and provide a

AlRO{C|AA ) ,
7301 collaborative document security
environment
FH|d AE22 | Provide secure
ESFM/EUE videoconferencing
RemoteMV PC Remote Control Service.
Carry—out process, ransomware
mcloudoc protection, seamless
collaboration
vCloudPC Secure virtual desktop delivery
Solutions that provide
Dstation user—specific virtual desktops
and data storage
of oA PC-OFF automation solution

that controls PC usage time

Integrated terminal
management, system access
management, and information

MoBiCa(Z | &
TRl chakag|

&24) ne In
leakage prevention provided
Fasoo DRM Data Security Solutions

Tatblﬁ. 2. }Ihreats tén}eegr@ct)?g vﬁ)/grlgecumy_enapled
ice Keeper information leakage prevention

solution




X UTM integratedthreat management

An endpoint security solution
that analyzes all processes and

EZ0|7 ) o
preemptively blocks malicious
behavior.

VForce UTM integratedthreat management

Office Messenger E—Messenger with format and

security

Video conferencing solutions
Nexoffice that enable meetings on a
Meeting variety of devices and

environments

Realize smart work through
real-time communication and

Bizbox Alpha collaboration in a cloud—based
mobile work environment
RemoteCall PC Remote Control Service.

Table 5. Classification by Security Cateqgory

Category Description
Maintain  security level for work
System / terminals , solutions that control
0S user authentication access in the
system
A solution that ensures secure
Network networking for work—in—house

network access and can be
managed for remote access

Solutions that can drive secure
Application | application use and defend against
web attacks

A solution that maintains a

Information . ,
, worker's internal network access
Protection )
records and provides strong control
General

over critical documents.
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Table 6. Classification by purpose of use

Purpose Description
Communica , ,
! ) Solutions that provide safe
tion Service L )
communication services and control
/ Remote .
work terminals
Control
Integrated Solutions for easy centralized data

data management or leakage prevention
management | of critical data

Solutions  that help  employees

Groupware/ | collaborate while maintaining

cooperative | security or provide video

tools conferencing, instant messaging,
etc.

Deliveringa | A solution that provides cloud
Cloud services to provide an environment
Environment | for working.
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Table 7. Classification by corporate scale

Scale Description
Large / 1000+++, solution for a company
Midsize with  basic needs and sufficient

Business assets

Solutions  for companies with a
small number of people and no
organized working environment

Small
businesses
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Table 8. Solutions by Security Function

| System / OS | Network




- oA
- EZ20|#H
~ A_ESOLE - LX UTM
- VForce UTM
- VCIOUQPC _ ojux|= ot
— Dstation
- CO[AMEZEtRE
- g3ojafel
Application Information Protection
PP General
- AHE Zam| - 0Z e-Form
— Microsoft Teams — < Bizbox Alpha
- FH|Y &% - Fasoo DRM
- MoBiCa — Office Keeper
— Office Messenger - WaterWall V 5.0
- Nexoffice Meeting - AlFoiCjA3
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=X uH;daL A3 Communication Servcie /
Remote Control °| 5%, Intergrated Data
Managementl] 5%, Groupware/Cooperativel

Deliveringa Cloud Environmen®] 2%¢] &34 0|

Table 9. Solutions by Usaq

Communication Service Integrated data

/ Remote Control management
— RemoteMV - WaterWall V 5.0
- A-sonic - AlRoic|A3
— Seetrol — Dstation
— RemoteCall — Fasoo DRM
- B2|BE — Office Keeper

Groupware/cooperative Delivering a Cloud
tools Environment

— Microsoft Teams

- HYE 2| - vCloudPC
- PH|Y &£FM - Dstation
— mcloudoc

— Office Messenger
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Table 10. Solutionsby Company Size / Personnel /
Asset

| Large / Midsize | Small businesses |

Business
— Mattermost .
- WaterWall V 5.0 _Mggséﬁér:;rrs
- TeamViewer — RemoteMV
— A|FO0{C|A
IFOIEI =3 - vCloudPC
— mcloudoc ;
_oloma — Dstation
— Office Keeper N MoBiCa
X UTM — Office Messenger
_ ezon - ezsigrlw
- VForce UTM ~ Amsonie
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Security function
Security solutions
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