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Abstract 
Nowadays, business companies/organizations/enterprises are moving theirs 

processes to the cloud, on the other hand, they do not want to depend on a unique 
supplier and be tied to it. On the other hand, they want a variety of company that offers 
different technologies.  But the fact that each supplier uses a different technology, make 
the selection a costly task that’s consume a lot of time. This does not mean that the 
amount of suppliers should be reduced, because this is good for the market. Because of 
this, it is necessary to have an environment that allows the diversity and compatibility 
of technologies. The cloud should be thought free of incompatibilities to focus on the 
interoperability among the different suppliers.  In other words, each supplier should 
open the cloud to its competitors. Given them a set of standards and rules that allows 
the interconnection among the products provided. In this way, the costumers would 
have the possibility of choosing the most adequate product for its needs and do not be 
limited to a particular technology. In this sense, a strategy consists on a quality models, 
metrics and indicators that complement the framework currently applied to the cloud 
migration, is proposed. 
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1 Introduction 
Analyzing the business process life cycle [1], is highly important to achieve a continuous 

improvement. This makes the organizations searching for tools that give the necessary support to 
make these improvements.  On the other hand, due of information globalization, organizations tend to 
virtualize their business: move their business to The Cloud. From the business process complexity 
point of view, one of the technologies more significant to support its automation is the Workflows 
Management System (WfMS). The WfMS gives computational support to define, synchronize and 
execute the activities of a process. To facilitate and provide flexibility to those systems, it is 
fundamental to have tools for measuring its quality. One of the fundamental aspects in any workflow 
process is having means that allow measure its most relevant elements for detecting areas and aspects 
of the process to be improved. For this, it is necessary to provide a framework to make this measuring. 
Due to this needs and following the methodology proposed in [2], a set of elemental metrics was 
defined used as indicators for the structural complexity of the workflow process model. 

As previously mentioned, companies are looking to manage their processes in the cloud. From the 
point of view of process management, a workflow can be controlled manually, computerized, or as a 
combination of both methods. A workflow scheme allows companies to organize tasks and resources 
through rules that make it easier to control the business processes of the company. That is to say that 
with a workflow process a total and absolute control of all tasks is achieved. In this sense, companies 
interested in migrating their business to the cloud need to maintain that control. For this reason, is 
essential that the workflow process is high quality.  

From this perspective, a means to obtain high quality processes, easily maintainable and adaptable, 
is to provide quality models of these processes. This is true for any workflow process regardless of 
where you are staying. In particular, if the processes will be managed in the cloud, it will be very 
useful to have tools to evaluate the quality of these processes.  

As mentioned, a workflow process is usually a combination of computerized and manual 
processes. From this perspective, the question arises: is it possible or not to upload all processes to the 
cloud? If it is not possible, the need to determine which of these processes move and which not?. It is 
also valid to ask if any Internet supplier in the cloud is the same. If different suppliers are chosen, is it 
easy to interact with the services and products they provide?  

Under the previous considerations, in the field of the present research, consisting in the definition 
of a framework for the measurement of workflow processes that helps the improvement and 
maintenance of the models and the processes that they represent, it was applied This framework helps 
in making a decision about which processes is feasible or profitable to move to the cloud. To do this, 
we propose the definition of new metrics that help to this end. With the application of the metrics it is 
intended to show and determine the degree of the workflow process modeling helps in the continuous 
improvement of the business processes that you want to migrate to the cloud.  

In the field of workflow processes, we can observe an important work in the modeling of these 
processes, thus several research lines emerge. Among these works we can highlight proposals in 
which the Workflows patterns are used to carry out the evaluation and/or comparison of different 
modeling languages [3, 4, 5]. From another point of view, in the field of measurement, various works 
can be observed in the measurement of business processes as in [6, 7]. However, despite of the 
importance of measuring the quality of the workflow processes, it is very little the work detected in 
terms of the quality measurement of these processes and the models that represent them. Among the 
works in this field can be highlighted the proposals made in [8, 9, 10], which proposes a metric for the 
measurement of the complexity of the flow of control based on the complexity cyclomatic of 
McCabe. Other work that can be mentioned in this field is the proposal introduced in [11, 12]. In these 
works, the authors introduce metrics to evaluate the internal cohesion of the activities in a workflow 
process and the link between their activities. These proposals present alternatives for the measurement 
of some aspects of process modeling workflows. However, they do not cover all aspects relevant to 
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them. Under these considerations, a set of metrics was defined for the measurement of the quality of 
workflow process models from the standpoint of their maintainability [13]. The proposed metrics help 
to evaluate, compare and improve the workflow models and, consequently, the processes they 
represent. In this context, study cases were carried out applying these metrics for the evaluation and 
comparison of modeling languages [14, 15]. 

With regard to cloud computing, there are currently a variety of tools and frameworks that allow 
workflow processes to work in the cloud. In this field, this line of research is working in a framework 
that helps to measure different characteristics of these processes through the proposal of a set of 
metrics for the individual measurement of each aspect relevant to the modeling, as well as the overall 
structural complexity of the process, and the models that represent it. The objective of these metrics is 
to provide a measurement of the structural complexity of the workflow processes and the relationship 
with their environment.  

Because any business process execution has an underlying workflow, and the growing cloud work, 
this framework was applied to evaluate workflow processes in the cloud. In addition to the processes, 
the services of cloud computing that supported them were analyzed, because their quality is directly 
influenced by the quality of these services. In this context, the metrics proposed in the evaluation of 
the workflow processes of a medium company were applied, which aims to move their processes to 
the cloud, in order to increase their competitiveness. At this point arises the need to expand the 
proposed framework in what was called a strategy to analyze, study, measure and decide on the 
necessary interoperability that Internet suppliers should provide in the cloud, in any migration process 
to the cloud. To this end, it was necessary to define a quality model based on quality standards 
together with a new set of metrics and indicators that emerged from the new domain: the cloud. 

2 The Workflow Processes in the Cloud 
Cloud Computing can be thought of as a model of fast sourcing of IT resources that enhances the 

provision of services, business and IT, facilitating the work of the end user and the service supplier. It 
describes a new model of supplementing, consuming, and providing Internet protocol-based on IT 
services, which typically consists of provisioning dynamically scalable resources. It often takes the 
form of Web-based tools or applications, which users can access and use through a Web browser as if 
they were locally installed programs on their own computers.  

To achieve their goal, Cloud Computing suppliers provide online business applications that are 
accessed from another WEB service or software as a Web browser, while software and data are stored 
on servers. In this new information management model, "sensitive" business data do not reside in 
enterprise facilities, which could result in a high-vulnerability context for information theft. From the 
point of view of business process management, organizations begin to adapt to this new trend and 
need to "move their business to the cloud." This could give them more market competitiveness. 
However, due to the structure and relationships that can be given in a business process, it is not 
always possible to bring the entire business to the cloud. In addition, some processes, which have 
some degree of communication, may be implemented and managed by different suppliers of cloud 
computing, which brings a new problem. In this situation, it will be necessary to determine the degree 
of coupling of the activities lodged in different clouds. This is important from different perspectives, 
such as the cost of communication, security and information protection. 

This leads companies to have to conduct a study and analysis of their processes to determine 
which of them are feasible to migrate to the cloud. For this it is necessary to have some means to be 
able to carry out this evaluation. In this context, the proposed metrics were adapted and new metrics 
were defined that allow measuring the characteristics of the business processes and those inherent to 
the cloud, such as communication between processes hosted in different clouds: Is it advisable to keep 
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them in separate clouds? if communication with other processes is minimal, is it advisable to upload 
that process to the cloud? among others. 

3 Quality and Measurement 
Software applications or products, when released to the market, are expected to have some degree 

of acceptance among end-users. That degree will depend on the particular characteristics that each one 
of them considers important when evaluating. From the point of view of Software Engineering, 
quality is one of the main features that an application has to have to be successful. It is relevant for 
software developers to be able to measure the quality or test it to the built applications, being an 
indispensable requirement to be able to measure, to know what is to be measured and how.  

The quality of software, in the most general sense, is defined as: "Effective software process that is 
applied in a way that creates a useful product that provides measurable value to those who produce it 
and to those who use it" [16, 17]. It is also a complex combination of factors, varying between 
different applications. Authors like Pressman [18], McCall [19] and standards like ISO 9126 [20], ISO 
14598 [21], ISO 25000 [22], among others, have tried to determine and categorize the factors that 
affect the quality of the software. 

Thus, it is known as a model of quality to apply a set of good practices for the life cycle of the 
software, focused on the processes of management and development of projects [23]. 

Over time, different models have been developed to evaluate the quality of the software. Among 
the best known, can be mentioned that of McCall [19], Evans and Marciniak [24], FURPS [25], 
Piattini, García and Caballero [26], among others.  

Related to the quality of the product, has recently appeared the set of norms ISO/IEC 25000 [22]. 
ISO/IEC 25000 constitutes a series of standards based on ISO/IEC 9126 [20] and en ISO/IEC 14598 
[21], whose main objective is to guide the development of software products by specifying 
requirements and evaluating quality characteristics [22].  

The quality model represents the cornerstone around which the system is established for the 
evaluation of the quality of the product. This model determines the quality characteristics that will be 
taken into account when evaluating the properties of a particular software product.  

Each quality model has characteristics, subcharacteristics; metrics associated to the measurement 
and evaluation of the same. Thus, the product quality model defined by ISO/IEC 25010 [27] is 
composed of eight features: functional adequacy, performance efficiency, compatibility, usability, 
reliability, security, maintainability and Portability.  

Metrics are a quantitative measure of the degree to which a system, component or process 
possesses a given attribute [28]. The indicators, on the other hand, are metrics or combination of 
metrics that provide a deep vision, of the process, of the project or of the product software [29]. Both 
elements are key assets of an organization that provide useful data and information for the analysis 
processes [30]. Also, they are a good means to understand, monitor, control, predict and test the 
development of software and maintenance projects [31].  

ISO/IEC 17788 [32], defines Cloud Computing as the paradigm to allow access to the network to 
a scalable and elastic set of physical or virtual resources that can be shared with self-service supply 
and administration on demand (ISO/IEC JTC1 SC38, 2014 [33]). Another definition, widely accepted, 
is that provided by NIST, which defines it as a model to enable ubiquitous, convenient and on-
demand network access to a shared set of configurable computing resources (e.g., networks, servers, 
storage, applications and services) that can be quickly supplied and released with a minimum 
management effort or interaction with the service supplier [34].  

An outstanding aspect of Cloud Computing, is its strong focus on service orientation [35]. 
Currently, cloud platforms group their services into three types of provision: Infrastructure as a 
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Service (IaaS), Platform as a Service (PaaS), or Software as a Service (Software as a Service, SaaS). 
This makes the generic quality model proposed by ISO/IEC 25010 [36] for the evaluation of software 
products, need to be personalized and extended, in such a way as to provide mechanisms to evaluate 
the specific characteristics of the Cloud services.  

In recent years, some quality models have been proposed for cloud services, such as [37, 38, 39, 
40], but none of these models has a complete collection of quality attributes with their respective 
metrics that allow to evaluate different Categories of services (SaaS, PaaS, IaaS) and cloud artifacts 
(cloud architecture, service in use) at different stages of the life cycle, and which in turn is aligned 
with ISO/IEC 25010 [27]. Some previous work has focused on the description of quality and metric 
characteristics to measure the quality of a cloud service from a multidimensional perspective. An 
example of this is the Service Measurement Index (SMI) [41], a proposed framework for comparing 
services or vendors with respect to six key performance indicators (KPIs): Quality, agility, risk, 
capacity, cost, and security. The model raised by SMI integrates more than 40 individual features 
related to cloud services. However, the proposal does not provide metrics to measure all the features 
and attributes proposed. 

A model with quality attributes for the distribution of products and services in different clouds, of 
the different suppliers of the market, was not found for in-depth study of interoperability. In the 
systematic search for metrics to measure, analyze and study this particular problem, it was necessary 
to adapt or redefine the quality models/workflow/metric models and indicators to address this 
particular case. Thus, the present work proposes a model for the evaluation of the quality in the 
interoperability of Web services. 

4 Proposed Model 
Companies have to compete, but they have to do so in merits that actually offer added value to 

customers such as: reliability, consistency, security and performance or ease of use, and not on 
technicalities such as formats or configurations. Those things DON'T add value to customers. In this 
sense, there are differences between useful services, such as databases that behave differently and 
therefore offer different options for different cases. These differences, purely operational, establishes 
barriers of entry for those who want to use the cloud. It is therefore important to remove them. The 
following defines each of the characteristics and subcharacteristics of the proposed model: 
• Compatibility  

o Coexistence 
o Interoperability 

§ Communication scheme or protocols 
• Publication of the scheme to the public 
•  Schema Update time 

§ Standard or communication norm 
§ Cloud opening degree 

Taking the ISO 25010 Standard [27], which is the default quality model for product quality, we 
can define the characteristics and subcharacteristics as follows:  

Compatibility: the ability of two or more systems or components to exchange information and/or 
perform their required functions when sharing the same hardware or software environment. When it 
comes to compatibility, it takes into account two subcharacteristics that compose it and define: 

1. Coexistence. Product capacity to coexist with other independent software, in a common 
environment, sharing common resources without detriment. 

2. Interoperability. Capacity of two or more systems or components to exchange and use the 
information exchanged. 
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The contribution to the standard 25000, is that by extending the concept to a new paradigm such as 
Internet in the cloud, there are characteristics that need to be exploited or extended in attributes of the 
new field of application, among which are proposed: schema or protocols of communication; 
Publication of the scheme to the public; Schema update time; Standard or communication norm; 
Cloud Opening Degree.  

Having a scheme that allows the exchange of data and information among different suppliers is 
imperative for users who want to migrate or move to the cloud, using different suppliers, or, for 
different reasons, operational, economic, etc., they need to have distributed the business processes in 
different servers/suppliers. An expected requirement would be for these schemes to be public and to 
be updated periodically to be up-to-date, both for communication and data exchange and information 
processes in terms of technology and changes in business or market. It is important that they conform 
to international or known standards or standards in order to save some of the Internet's own risks: such 
as security and impact on the environment, among others. Another desirable or expected feature is to 
know the degree of openness of the services, products or processes offered by the different suppliers 
of the cloud, that is, to know the possibility or not to connect and exchange different processes or 
services that are Deployed in different vendors, but that make the model of the company we want to 
interact with different hardware and software platforms, both own and contracted.  

With the objective of studying the interoperability of the different Internet suppliers in the cloud, 
we proceeded to define and redefine metrics that allow quantifying each of the attributes that define 
each characteristic motive of the study. Once the metrics were determined, the elemental indicators 
were defined for the measurement of the degree of satisfaction of each characteristic evaluated; 
following is a summary of this. 

Publication of the scheme to the public 
Metric: Schema Publishing (SP): Verifying the public existence of schemas for data/information 
exchange. 

Schema Update time. 
Metric: Period of publication between schemas (PPS): Time between the publications of the schemas 
for the exchange of data/information. 

Standard or communication norm. 
Metric: Degree of compliance of a standard (DCS): the degree to which the scheme follows a 
communication standard for data/information exchange. 

Cloud Opening degree. 
Metric: Number of configurations (NofC): posting the various parameters to be configured for 
data/information exchange. 

Some of the subcharacteristics desirable by users of cloud services would be for the data exchange 

Elemental Indicator: 
 EI(SP) = 

 

0 

1 

SP = 0 

SP > 0 

 

Elemental Indicator: 
 EI(PPS) = 

 

1 
0,5 
0,2 
0 

PPS = 0 
0 < PPS < 5 
5 < = PPS < 10 
PPS > 10 

 

Elemental Indicator: 
 EI(DCS) = 

 

0 
0,75 
1 

DCS = 0 
0 < DCS < 2 
2 < = DCS < 7 

 

Elemental Indicator: 
 EI(NofC) = 

 

1 
0,8 
0,35 
0 

NofC = 0 
0 < NofC < 5 
5 < = NofC < 10 
NofC > 10 
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scheme to be available between, for example, different databases or service from different vendors to 
achieve better performance of Organizations ' processes, and that this scheme is updated periodically 
to stay optimized over time. Another characteristic is that they conform to the communication and 
safety standards published by some of the international quality/security agencies. 

5 Case Study 
It is an increasingly common that different companies and institutions, of any types, see the need 

to manage large data/information clusters. It also increases the number of critical processes managed 
and does not allow interruptions under any circumstances. This scenario poses a number of serious 
problems to these companies, including the capacity and security of their processes, which becomes 
increasingly difficult to manage in a local infrastructure environment. This is partly because 
organizations have to consider the enormous initial investment in the computer and network 
infrastructure that a company should have, in addition to the maintenance and technological upgrades 
needed over time. To confront these scenarios, although not only these, has appeared the concept of 
the platforms in "cloud" or "upload in the cloud". These platforms are based on the PaaS (Platform as 
a Service) concept, which is defined as the ability to provide a tool environment for creating 
applications and services that work over the Internet. Examples of these are: Amazon Web services, 
Microsoft Azure and Google Cloud Platform (GCP) among many others. These are the PaaS services 
platforms that developers and IT professionals use to create, deploy, and manage services across each 
vendor's global network of data processing centers. This kind of services brings robustness to the 
systems, offering a solution to the problems of the scenarios described above. With these platforms, 
hardware maintenance is not required, that is to say, the investment in infrastructures is practically 
null and provides mobility and security to the company, since they work online. The investment will 
be minimal: simply in terminals and a good connection to the Internet, in addition to manage well the 
tariffs of the platforms. The goal is to pay for what is used and save on local process power. 
Companies are now beginning to "virtualize" or "move to the cloud" many of their services and 
systems (Web servers, email, internal applications, etc.) as it bring new dynamism to organizations.  

The work began with the choice of two database servers to store the information of the company's 
business processes. Then, the implementation of the business logic was hosted in a third internet 
supplier; it deployed a system for the collection of services and/or products sold to customers. The 
data/information and business processes of sales and collections of the company were uploaded to the 
cloud. At that moment, it did not have too many problems, but the problem of having divided the 
database in terms of sales on the one hand and the collections on the other, perhaps a decision not 
entirely accurate and correct, and when deploying the application that worked with BAS It is of data, 
it showed the problem that now we had the difficulty that the formats of communication or exchange 
of data were not transparent or friendly between them. This problem is reflected in figure 1. 

With this problem, we proceeded to look for a tool that would allow attacking it. At this point we 
proceeded to define a quality model that would allow studying the point of communication of the 
suppliers of the cloud. The main objective was to study the interoperability of the cloud. To this end, 
the model was instantiated quality has been previously defined. In this case the interoperability feature 
was assessed, key point in the decision making in the migration of the business to the cloud.  

The study focused on the subcharacteristics protocols or communication scheme, i.e. the scheme 
of exchange of data/information/knowledge between the services of the different suppliers, and the 
standard or norm of communication adopted, which measures the degree of exchange pursued by the 
different suppliers of cloud services.  

In applying the defined metrics and indicators, it was observed that none of the suppliers focused 
on the publication of the data and information schemes with the aim of making the exchange of 
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information fluent between the different applications and services but, On the contrary, they focused 
only on technicalities such as formats or configurations. Which made it really little scalable and 
integrated the migration to the cloud. 

 
Figure 1 Distribution of processes and DB in the cloud. 

This was reflected in, for example, EI (SP (CLOUD 1)): 0, EI (SP (CLOUD 2)): 0, EI (SP 
(CLOUD 3)): 0, since none of the CLOUD services contracted publicly their schemes for the 
exchange of data/information; While the EI indicator (PPS) could not be evaluated because, when the 
schemas were not published, it was not possible to access the updating times of the same, so this 
indicator was evaluated to 0 for all services.  

Consequently, of the measurements arises, a high degree of incompatibilities between the different 
suppliers. This situation must be left behind and generate instruments that allow at least to reduce 
these incompatibilities, and to move towards interoperability between the different suppliers of cloud 
in pursuit of the benefit of all the customers. It is clear that this situation is not simple, due in principle 
to strong economic/commercial competition, in particular, between suppliers of the same type of 
service. However, we believe that advancing in this direction will provide important benefits, not only 
to customers, but also to suppliers, as companies, according to their needs, will opt for those suppliers 
that provide them with greater interoperability with All the services that they use or need 

6 Conclusions 
Nowadays, dynamism and globalization leads companies to migrate their business processes to the 

cloud. However, because of the diversity of business and issues such as information security and 
confidentiality, companies do not want to rely on a single supplier and be fully tied to it, on the 
contrary, they want to diversify companies to buy their technology and services. In this sense, the fact 
that every supplier at the moment uses a different technology makes this a costly and time-consuming 
task. From this point of view, companies have to compete, but they have to do this, in order to they 
really offer added value to customers such as reliability, consistency, security, performance or ease of 
use, and not on technicalities such as formats or configurations. These things DON'T add value to 

Query 
Query 

DB 1 DB 2 

DB 1 

DB 2 

DB 

Information 2 Information 1 

CLOUD 1 
CLOUD 2 

CLOUD 3 

 Format or structure of information of Cloud 3. 
   Format or structure of information of Cloud 2. 

Format or structure of information of Cloud 1. 
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customers  
This research is based on the identification of this problem in the context of today's companies that 

want to move their business processes to the cloud. Once described the problem to be solved we 
proceeded to carry out an analysis, study and discussion of models of quality evaluation, standards 
and methodologies because of this, the model contemplates the totality of the characteristics to 
validate in the services involved. The study focused on the subcharacteristic protocols or 
communication scheme, i.e. the data/information/knowledge exchange scheme between the services 
of the different suppliers. And the standard or norm of communication adopted that measures the 
degree of exchange pursued by the different suppliers of cloud services.  

There are differences between useful services, such as databases that behave differently and 
therefore offer different options for different cases. These differences create serious problems for 
companies that want to use these services but do not want to rely on a single supplier. Therefore, it is 
considered of paramount importance, to eliminate the differences, purely operative, that suppose 
barriers of entry for those who want to use the cloud. In this sense, a model is proposed that allows 
evaluating the degree of interoperability of the Web services based on different quality standards, 
together with a set of metrics and indicators to be able to realize the necessary measurements and 
calibrations to each Reality.  

The proposed model was applied in a case study of a medium company that wants to move its 
processes to the cloud. As a conclusion of this task, the distribution of data and information on 
different servers with varying degrees of operability over data/information had to be reconsidered for 
the moment due to the inability to do collaborative work among the clouds, as the obstacles to the 
configurations frustrated this task and revealed the little aperture of the cloud at the moment. 
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