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Abstract

There is the new promise of Cloud Integration (CI) for outsourcing Electronic Health
(eHealth) data, computation and processes that provide real-time data exchange of
various application systems and repositories. CI technology combines eHealth data in
cloud environments, which are operated by multiple devices over the network and
Internet. In addition, many Healthcare Organisations (HCOs) are migrating their systems
to a cloud platform to reduce their business cost. Although CI provides attractive and
cost-effective opportunities, it is essential to remember that Cloud Computing (CC)
paradigms are still under development and not mature. One of the main challenges in CI
is that all data management, security, availability, maintenance and domain control is
done via a third-party service provider. Therefore, HCOs have no control over these
matters. Trust of a third-party service provider is one of the essential factors for CI and
this adds a new dimension to the opportunity. As a result of the scalability of applications
and the lower costs, Cl is viewed as the preferred infrastructure for most eHealth systems,
but without comprising the privacy of data. In this paper, we present a novel CI approach
using the Hybrid Integration Method (HIM) combined with the promising features of
Fuzzy-Ontology. The aim is to strengthen the management of eHealth business and IT
environments. The key outcome of this paper is to present a new technique to merge data
and to identify conflicting data entries. A series of experiments were performed to prove
that the proposed HIM is effective and accurate for eHealth data integration.

1 Introduction

Cloud integration has become an exciting research topic in the database management field. In
general, CI is an approach of consolidating data that reside at diverse sources and providing the user
with a unified view of information [9, 15, 25]. In recent times, CI is considered to be an advantageous,
on-demand network. It has the ability to configure computing resources to a shared group network such
as applications, services, servers and archives. This terminology allows the heterogeneous cloud to
provide a uniform eHealth service interface that will increase the quality of healthcare services in an
adaptive framework. With managerial effort, CI systems can be delivered rapidly and lead to higher
performance. The specific CI that is referred to in this paper is that of fast computation to authorised
user on-demand access and the ability to store Big Data (BD). Although small and big HCOs are
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evaluating CI and in increasing numbers are turning their IT infrastructure to the cloud environment,
the key domain control and actual data security still remain with a third-party organisation. In addition,
the majority of HCOs do not pay strong attention to these concerns, as there is pressure to lower business
costs and improve communication with minimum effort [14]. Therefore, CC is quickly becoming an
essential part of the healthcare industry. Soon, there will be more services on offer, and the development
will be more significant. This paper focuses on using the novel Hybrid Integration Method combined
with Fuzzy-Ontology to demonstrate the mapping of eHealth data in a cloud environment.

2  Context

Cloud integration is based on service-oriented architecture applications and HCOs can take
advantage of the ability to combine all cloud applications as well as on-premises systems. The CI
platform gives HCOs exceeding access and visibility into eHealth data as well as improved functional
connectivity. In term of heterogeneous and big Electronic Health Records (EHRs), it is reality that the
datasets are so big that the traditional Database Management Systems (DBMS) are not capable of
handling the storage, management and analyse of the datasets [10]. The smaller HCOs have limited
resources. Therefore, CI is used to cater for these smaller HCOs by providing adequate storage space
to provide the exchange and sharing of EHRs [3]. CC has a high impact on parallel-distributed grid
computing systems. The flexibility for the further development of these technologies is recommended
in the literature. It is an advantageous location independent technology and contributes to enhancing
the user experiences over the Internet. It can provide services for various application scenarios and
database platforms. Lately, more and more HCOs are migrated onto the cloud platform. The necessity
arises therefore to develop new technologies and methods for eHealth data integration using efficient
HIM based on Fuzzy-Ontology. Together with HIM method, the CI will not only perform the function
of receiving and displaying information but also automatically and accurately extract information from
heterogeneous data sources. The proposed HIM will equivalently match two concepts across different
data sources and automatically resolve any inconsistency that arises from multiple data entities. This
paper aims to demonstrate the use of HIM to improve CI for heterogeneous and inconsistent eHealth
data sources.

3 Challenges of Cloud Integration in eHealth Data

One of the critical challenges of electronic healthcare services is medication errors, where such
errors badly affect the quality of patient care and such errors could also lead to death. The
implementation of EHR systems can result in improved patient safety by reducing medical errors in
hospitals. The overarching challenges of the eHealth in CC is to develop a system which provides a
single, centralised and homogeneous interface for users to efficiently integrate data from diverse
heterogeneous sources [22, 23]. The EHRs flow process has several factors that influence the Data
Quality (DQ) obtained from such data at the later stage. The uncertainties are the other important EHRs
aspects that should be minimised to improve the DQ [22, 29]. CI has emerged as a critical issue in many
application domains [9, 22, 27, 6]. The objective of DQ becomes even more critical in the case of
merging systems of different similar HCOs [7, 10]. The technical challenge is to combine large-scale
data from diverse heterogeneous sources to provide a unified data set of HCOs [12, 17, 20]. The
practical challenge involves how to combine diverse data to consolidate disparate, incompatible,
inconsistence and typically heterogeneous sources [8, 18, 30]. The other difficult intention in CI is that
data has a structure, which is usually intricate and cannot be treated as a simple string of bytes [1, 11,
21, 24, 28].
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Often data inconsistency occurs, as generally, EHRs structure relies upon on other structures. Thus,
in a distributed system, such data management is exceptionally cumbersome. Implementation of
efficient CI in eHealth can result in improved business safety by reducing the data errors. The most
critical challenges and constraints that hinder of the successful integration should be identified to
improve the implementation of CC to achieve the maximum benefit in the business process. The main
challenge is, what measures can be introduced to eradicate DQ issues in EHRs that will benefit the
cloud integration of electronic health records and systems in large-scale databases?

The objective of this paper is to identify the feasibility of introducing CI to improve healthcare
services that assume the statement that the eradication of DQ will benefit the healthcare services.
Another important aspect of a CI is whether the system can materialise data, which is retrieved from
the diverse sources through mappings [15]. The principal contribution of this paper is the improvement
of a novel framework for an effective HIM method for eHealth data to achieve its maximum benefits
and reduce the DQ challenges in HCOs.

4 Overview of Approaches and Recommendations for Cloud
Integration in eHealth data

The goal of the CI is to provide a patient-centric solution to the challenges currently facing the
provincial healthcare sector. It does this by providing the means for diverse healthcare systems and data
sources that securely share information. As a result, authorised users can have a seamless, efficient way
to request information from different sources and input information into designated data sources. Two
significant challenges, however, remain when it comes to diverse integration in eHealth systems. The
first challenge is, of course, the security. Due to the unique nature of doctor-patient privacy, questions
around EHRs and privacy have been shaping both public policy and private software development. The
Health Insurance Portability and Accountability Act of 1996 (HIPAA) guidelines, for example, were
designed to deal with the security of patient medical records. Challenges in this area remain and both
the public and private sectors focused on strengthening the security of EHRs at all access and
transmission points. The eHealth systems play a critical role in the translation of genomic information
into healthcare services. Tremendous strides are made in making pooled EHRs available to data
providers for healthcare services, yet still, more need to be done to harness the full capacity of largescale
EHRs. Despite the widespread adoption of EHRs, the integration of eHealth data remains a critical
challenge for the industry as it strives to achieve interoperability.

The digital record has evolved dramatically, from paper-based to an electronic base during the
initial stage of evaluation. Now it has changed in physical space from occupying walls of shelving to
server rooms to the cloud. It is now location independent and even divided into pockets [22]. Existing
literature shows that there are currently, several techniques proposed to deal with large EHRs, which
historically have faced DBMS [22]. After a deep analysis of several cutting-edge commercial solutions
available on the software market and an intensive review of the literature, it appears there are still some
literature limitations when integrating into the cloud platform. CC is the combination of a distributed
computing system hosted in the cloud. CC promises new re-evaluation technology. Robust support is
provided to access heterogeneous data sources physically, but only if they are standard database tables
and a traditional DB structure. Whether an organisation is accessing their data via a cloud service or an
administrator accessing data during normal business facility operations in a data centre, the regulators
require that the data be accurate and maintained with the proper standards in place. According to the
literature, METHODOLOGY is one of the most common renowned ontological methodology [6], and
others are NeOn [26], DILIGENT [31], On-To-Knowledge [27], HCOME [13] and DOGMA [9].

In general, data integration is the problem of combining data that reside at different sources and
providing accurate, comprehensive, up-to-date data. Although there is no official or significant
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definition, eHealth refers to these decision support systems that transaction processing with magnetic
storage in the terabyte ranges, containing billions of table rows and serving large numbers of users. CC
environment may store every transaction for billions of records and handle millions query per second
over different organisations. To be of value to DQ, the data must be compatible and unequivocal. DQ
issues are often the outcome of DBMS merges or systems or cloud integration procedures in which data
fields that should be compatible are not according to design or distribution inconsistencies. Vast
amounts of research and publications concerning CI mechanisms been carried out over the last few
years. CI is moving forward technology to express eHealth data integration. The research field of CI in
eHealth focuses on strategies for combining large-scale data residing at different heterogeneous sources
and providing a user with a unified view of these data.

In healthcare, EHRs are becoming widely accepted as an efficient standard of storing medical
information [4]. The information contained within these EHRs not only provides direct health
information about patients but also used to monitor hospital activities for medical billing and
demographical health management.

It does not evaluate the ease of data access for dynamic CI in EHRs. In addition, the existing
traditional integration techniques and DBMS platform are not sufficient, as an organisation requires
less effort, location independency and reduction of the business cost. The necessity arises, therefore, to
find a new way to integrate eHealth data, using an efficient CI methodology, which satisfies the needs
of HCOs. How eHealth data can be adapted to simplify the CI described above is an essential objective
of this work.

5 eHealth Data Integration

Most of the eHealth data is highly structured and heavily depend on claims data, but the prosperous
scope provided by EHRs is absent. Furthermore, leveraging EHRs depends on the vendor-delivered
implementation such as a Continuity of Care Documents (CCDs), which are one of the few analytics
applications. They also have limitations via both design and integration that make them insufficient for
populating health and productivity analytics. CCDs offer a consolidated and expedient way to
implement EHRs. Many eHealth data sets are kept in a variety of unstructured formats, making it
difficult to query directly via digital algorithms. Paper health records are standalone, lacking the ability
to integrate with other paper forms or information.

The ability to integrate health records with a variety of other services and information and to share
the information is critical to the future of healthcare reform. A term that is often, but incorrectly used
interchangeably with interoperability, is integration. EHRs are particularly important to the
advancement of integrated clinical systems because they provide the backbone for the next set of
standards needed for the EHRs. These include those required for the use of concept-oriented
terminologies, document architectures, clinical templates, alerts and reminders and automated clinical
guidelines, all which would result in improved interoperability and structuring of clinical and patient
data. A method for representing electronic clinical data, such as discharge summaries or progress notes
and patient safety reports, requires standardised document architecture. This need stems from the desire
to access the considerable content currently stored in free-text clinical notes and to enable the
comparison of content from documents created on information systems of widely varying
characteristics [5]. The architecture needs to be designed as a layout standard [5] so that clinical
documents revised as needed or appended to existing documents. The description of the integration
model of eHealth data architecture is outlined in Figure. 1.
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Figure 1. The integration model of eHealth data architecture (researcher source - unpublished

thesis).

It should also be able to accommodate the desire for the rich narrative text that makes up a significant
portion of patient safety information from voluntary and mandatory reports. The DQ framework
components are as follows [22]:

a)

b)

©)

d)

Profiling: Checking-up the database by screening all tables and columns in scope through
several criteria;

Metadata comparator: Comparing the technical constraints on a database with the
profiling results;

Business validation: Meetings organised with data owners and data stewards to identify
pain points and categorise DQ checks by priority;

Business rules: Implemented in EHRs DBMS to logging and error handling, integration
of manual checks and DQ issue exclusion;

In recent years, DQ has become a considerable focus on healthcare programs due to EHRs
accountability enhancement. Large-scale data integrations are a combination of technical and business
processes used to combine data from disparate sources into meaningful and valuable information. This
provides a robust theoretical and practical framework to work with heterogeneous, complex, conflicting
and automatic consensus methods for eHealth integration. A concept detection method could be
semantically more meaningful, if the data integration process is a subset of the annotation process for
trustable automatic data mapping, such as image, sound or video index by unique code.

6 Cloud-Based eHealth Architecture

Ease of data or record sharing at will has compelled most of the organisations to adopt their data for
record-keeping of business. It also makes it convenient for the other stakeholders of the organisation
ecosystem such as employees, patients and equipment. When choosing DBMS, the business owner has
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the choice of hosting the software on their network (client-server) or systems where the software hosted
on a remote server is accessed through the Internet (cloud-based). As the pressure to lower business
costs, improve communication and adopt systems that will support business rises, CC is quickly
becoming an essential part of the business.

The cost of setting up client-server systems are a significant hurdle to a small organisation. With
cloud-based DBMS systems, organisations benefit from economy of scale. Since many organisations
use the same type of systems, high costs are minimised or eliminated. Client-servers require the
organisation to purchase or lease expensive hardware. The description of cloud-based eHealth
architecture is depicted in Figure 2.
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Figure 2. Cloud-based eHealth architecture (researcher source - unpublished thesis).

The company must hire IT staff or pay for the services of IT personnel to set up, test, maintain and
upgrade the hardware and software. With a cloud-based DBMS, the vendor or hosting company covers
all of the costs of running the system. There are no hardware, network or maintenance costs to the
practice over the typical equipment setup required to run a business.

7 Methodology

The methodology is defined as a generic combination of methods that commonly used as a whole
in soft systems methodology, strategic options development and analysis or survey methodology covers
the design and analysis of questionnaires [16]. The main contribution of this work is the improvement
of a novel framework for an effective CI method to achieve its maximum benefits and reduce the CI
challenges across organisations. The study has found a very simple descriptive yet guideline to develop
crisp ontology presented by Noy [19]. There are other guidelines provided by Jarrar [9], on how to
reapply the existing ontologies, the different development methodologies and descriptions of their
features.

The challenges of HAs increase the need to find a better way to integrate voluminous data from
diverse sources efficiently. To handle and align massive datasets efficiently, the HAs algorithm with
the logical combination of Fuzzy-Ontology along with BD analysis platform has shown the results in
terms of improved accuracy. The novel HAs will combine the promising features of Fuzzy-Ontology
to search, extract, filter, clean and integrate data to ensure that users can coherently create new
consistent datasets [21]. The HAs considered the data inconsistency challenge that specific BD
initiatives will play in addressing the DQ issues in CI, the business interoperability requirements and
its priorities. The Hybrid Integration Methodology (HIM) process is based on the use of a generic
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linguistic variable, which is used for fuzzifying and determining the ontologies. Generally, the selecting
of this linguistic variable is problem dependent. The HIM based on Fuzzy-Ontology alignment
terminology uses three core features, as follows [22]:

1. The background knowledge.

2. The capacity to manage vagueness and imprecise in the matching process.

3. Classifications in the resulting apprehension to improve the DQ in CL

In the real world, it is too difficult to understand as the processes are grouped in each phase, which
becomes too ambiguous. Initially, the fuzzy Ontomethodology was developed to provide guidelines for
ontology semantic web searches. During the development and implementation process, the numerous
amounts of Fuzzy-Ontology component defined and stored in the logic bank to reapply, can enhance
the interoperability and share ontology ability in the health domain to reduce the workload.

8 Hybrid Integration Method Based on Fuzzy-Ontology

It has been extensively recognised that there is no universal single methodological approach that
exists to solve every data integration problem [22]. The different methodologies offer different flow
processes, which could be worse or extremely worse according to the interoperability, rationality,
competency or ease of use. The ontological methodology for efficient task scheduler can provide
sufficient methodological support to the CI. The principal aims of the HIM based on Fuzzy-Ontologies
to tackle the conceptualisation of the fuzzified vagueness and formalisms. In other words, the principal
task is how to illustrate the fuzzified vagueness and formalisms into linguistic logics in HIM. Use the
Fuzzy-Ontologies in a standard and efficient way is the main contribution to address the DQ issues in
CI. This methodology provides the guidelines that focus on the dispensation transformation from crisp
ontology to fuzzy ones. This methodology consists of five generic steps, namely [22]:

1. Involving attainment crisp ontology.
Constituting the necessity for fuzziness.
Determining Fuzzy-Ontology components.
Formalising fuzzy components.

Affirming Fuzzy-Ontology.

wok v

The presented HIM methodology relies on the availability of crisp ontology. In order to best model
and efficiently handle the imprecise and vague information, the ontology must follow the
methodological guidelines. To finalise this concept, this paper presents a HIM development
methodology, which could be helpful to improve existing Fuzzy-Ontology systems or develop a
complete Fuzzy-Ontology integration system in CC. The proposed HIM methodology could enable the
interoperability of CI integration systems and resolve issues of inconsistency large scale data resolution
in terms of generality, completeness, accuracy, reusability, efficiency and shareability.

Based on ontology development methodologies, the section presents a formal Fuzzy-Ontology
development paradigm. Its emphasis lies in introducing new changes brought about by Fuzzy-
Ontologies in the development process. The principle emphasis lies in developing a different way with
the new addition into Fuzzy-Ontologies for efficient CI. All new addition is the prior potential
knowledge from real-life experience and principles of crisp and Fuzzy-Ontology. The HIM does not
aim to completely reform existing development methodologies; it focuses on partial changes with new
additions to the weak offerings of the existing methodologies. The proposed HIM is based on the three
basic principle resources for CI for eHealth [22]:

1. Survey available methodologies for the ontology construction as an addition.
2. Include knowledge base on exploring and developing HIM development.
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3. Include practical experience from subsisting methodologies.

The eventual contrivance of our proposed HIM is to provide a methodological instruction to
efficiently handle the BD as an accomplishment confirmation of the appropriate achievement. Despite
this, as emphasised between indication and philosophical introduction, it is not easy to implement a
universal qualitative and quantitative corresponding analysis with another subsistence approach. The
description of the complete HIM structure based on Fuzzy-Ontology for CI systems is outlined in
Figure. 3:
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Figure 3. The complete HIM structure based on Fuzzy-Ontology for CI systems [21].

A widely accepted circumstance that there is still a quantitative limitation, is presented in the entire
subsisting apprological ontology [2], together with that contrivance for constructing Fuzzy-Ontology,
crisp or probabilistic ontologies. Vicelike, METHONTOLOGY is the renowned approach, which does
not comprise any evaluation, even if it allows the systematic approach for constructing crisp ontology
from scratch. Another example is applicability of NeON that was proven in several exploration
platforms but did not provide any meticulous appraisement. According to our theory of implicit wisdom
delegation, the HIM is aimed at the data standardisation to deal with DQ issues including imprecise and
vague data according to the lessons learned from existing different approaches. The HIM provides a
structured approach for the selection of an appropriate HAs based on Fuzzy-Ontology that can support
the interoperability of CI systems for eHealth data.

9 Conclusion

The main contribution of this paper is the improvement and applicability of a cloud framework for an
effective HIM method based on Fuzzy-Ontology for eHealth data to achieve the maximum benefits and
reduce DQ challenges in HCOs to the minimum. CI technology for eHealth data became even more in
demand for reducing the business cost and increase the communication network (Internet) and ICT
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technologies with minimum efforts. In real-time scenarios, the goal of the HID method algorithm is to
efficiently integrate eHealth data and repair inconsistence data instantly and accurately. The overall
scenario and challenges discussed demonstrate CI for eHealth data, which demonstrate the method to
be effective with regard to the accurate performance of the healthcare services. This paper endeavours
to be useful and to maximise the CI process to benefit the eHealth data of HCOs investment and to
improve the quality of business services.
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