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Abstract

The paper describes a verification technique based on program transformation with unfolding. The
technique allows to find short attacks on multi-party ping-pong protocols in the Dolev—Yao intruder
model. Protocols are modelled by prefix grammars, and questions of model optimization and complexity
are considered. Examples of model programs for protocols were written in a functional language and
were analyzed by a general-purpose supercompiler.

1 Introduction

It is known that, even in the case when algorithms of message encryption themselves are consid-
ered as completely secure, some existing cryptographic protocols that use them may be insecure.
Ideed, some vulnerabilities of the protocols are due to the fact that an intruder has access to
the communication channel used by the legal participants of the interaction. Although the
problem of automatic verification of such interactions is undecidable in general [1], some mod-
els of protocols have been described for which the verification task has a decision procedure.
In particular, Dolev and Yao presented a ping-pong model of cryptographic protocols [4]. In
a ping-pong protocol a message is a single data item encrypted by a sequence of keys. Two
principals can apply a finite number of operations to the message. Dolev, Yao, and Karp showed
that the safety of this this protocol can be verified in the case that an intruder can listen tot
the channel and can put messages on the channel at every phase of the interaction [3]. The
verification procedure was generalized for multi-party ping-pong protocols in the paper [5].

In our previous work [9] we showed a way to construct Dolev—Yao models of ping-pong
protocols via the language of prefix grammars and described how to verify the models by a
general purpose program transformation technique with unfolding. The methods presented in
[9] can be also applied to the case of Dolev—Yao models with more than two legal parties but
the computational complexity of the verification process grows exponentially with the number
of parties [5]. In this paper we generalize the results from the paper [9] and show some methods
to decrease the complexity of the verification process.

Our contributions are the following:

1. We refine the method described in the paper [9] in such a way that the notion of time
indexing becomes unnecessary in the model.

2. We show how to model multi-party ping-pong protocols by prefix grammars and how to
represent the prefix grammars by programs in a functional language. Unfolding a semantic
tree of these program models constructs a set of all short attack models. We discuss some
ways to decrease the computational complexity of the unfolding process.

*The reported study was partially supported by RFBR, research project No. 14-07-00133 a, and by Program
No. 16 for Basic Research of Presidium of Russian Academy of Sciences.
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3. We show that a short attack length has an exponential upper bound over the number of
rules in the corresponding prefix grammar.

The examples presented in the paper were tested by the supercompiler SCP4 [g].

2 Multi-Party Ping-Pong Protocols

A cryptographic protocol is a set of rules that determine the behavior of the parties of a message
exchange in a network (for instance, the message exchange may be an authentication process,
or a transmission of secure data). Let us describe a model of a cryptographic protocol formally.

Consider a data exchange process between several participants via a common network.
Transmitted messages are represented by strings in a finite alphabet; the set of the strings is
denoted by S. The set of all users of the network is denoted by U. Let ¥ 4 be a vocabulary of
some participant A — i.e. the set of functions from S — S that are available to a participant
A; let A be the identity operator (that has the meaning of doing nothing); and let the set of
all possible users of the network be denoted by U. A composition of two functions fa € ¥4
and gp € Y is denoted by fagp (note that this means gp is applied before f4). Let a be a
variable from U; a var-operator f, from U x S — S is a function form which becomes f4 if x
takes some A as a value and fy € Y 4.

Definition 1. A war-operator f, consists of an operator form and a variable x € U. The set
of all var-operators is denoted F'.

Some standard examples of operators from X, are: E, — an encryption of a message by
a public key of x; D, — a decryption of a message by a key of x. D, is inverse to E, (that
can be expressed as a conjunction of D, E, = A and E,D, = A). a, denotes concatenation of
the name of a user z to a message, d, denotes deletion of the name of x from a message; d, is
a left inverse to a, (such that dya, = A). It is assumed that a user can apply the encryption
key of every other user and can add and remove the name of every other user, but can apply
only his own decryption key, more formally Vo € UVy € U(a, € £, & d, € £, & E, € £,) and
Ve eU(D, € X)) but Yy e U(y # o = D, ¢ %,).

There may be other operators in X,. In the original work [5] the set of operator forms
is restricted to {E,, Dy, 0y, dy, fo, gz} where f, and g, are permutation operators with the
following properties: fyg: = g»fr = A and Vo, y(fr € ¥, & g, € ;). In accordance to
the terminology of [5], we call an operator algebra generated by 3, an algebra with a freeness
assumption if elements of X, satisfy no word equations other than equations of the form A; A =
A. Tn this case, A; also is denoted as Ay (and vice versa). The freeness assumption is an
important stipulation which facilitates the construction of a model of a protocol. In the paper
below we do not take the freeness assumption for granted but explicitly underline all the cases
where this assumption allows to construct a simpler model.

Some operators from ¥, such as an encryption, a decryption, an appending of a single
letter, etc, are elementary; actions that correspond to these operators are not decomposable,
and the operators are denoted by single letters. Other operators from 3, can be presented
as compositions of elementary operators that are not present in 3,. This can happen, for
example, if a participant of an interaction is a user of some specific cryptographic program,
and this program does not allow the user to apply the encryption algorithm without adding
his/her personal information to a message to be encrypted. The composite actions from ¥, are
represented as sequences of letters denoting corresponding elementary operators.
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Definition 2. A p-party ping-pong protocol Plzi,...,x,] (over F) is a sequence of pairs
((y1, a(z1, .o, xp)), (Y2, azl@, oy 2pl)s e ooy (U u[ma, . . ., 2p])) where y; is a variable with the
range of values U and o;[x1,...,xp] is a sequence of var-operators in the vocabulary of y;.

This definition can be explained as follows. Let several participants Uy, Us, ..., U, exchange
some data using an open network. Let us denote an initial secure data item to be transmitted
as M. If Uy, Us, ..., U, use a multi-party protocol Plx1,...,zp] (where p < n) then they
organize their interaction as follows.

U starts a transmission by sending Us the message o (M) where oy € E;‘Jl. Then U, sends
the message gy (M) (where ap € Xf; ) to Uz and so on until the transformed message reaches
Up. After that, U, applies the sequence of operators oy, (o) € E*Up) to ap—1...0q(M) and
transmits the result to all of the users Uy, Us, ..., U,.

Example 1. Consider the following 2-party ping-pong protocol, which describes a safe protocol
from [4] in the terms of Definition [2

P2[$1,:E2] = ((fEh E12axl>a (IQ, EﬂﬁlamzdﬂﬁlDI2))

Recall that dya, = A and D, E, = E,D, = A. So x5 first cancels the operations applied by x1
to the initial message and then applies E,, ay, to the result.

Informally Pa[x1, 2] may be presented as the following graph, where figures in the circles
denote user variables and arrows are marked by strings of var-operators that are applied to M
(var-operators which are canceled are not written):

w
A

Now consider a 3-party analogue of the protocol Palx1,x2].

PS[mly x2, -TS} = ((ZEl, E:L‘gazl )7 (:B27 Ezgazg d:vl D:L‘g), ("E37 Ezl a13dz2D13 ))

Informally Ps[x1,x2,x3] can be presented as follows:

Fayan, (M)

/@
A;

Is P3lxy,x0,x3] as safe as Py[xy,x2]? To answer this question we need to formalize an in-
truder’s behavior in the case of multi-party message exchange.

Eay acy (M)
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To formalize the notion of an attack on a protocol we must take into account the fact that
the protocol can be played many times in parallel by the same set of users (or sets of users with
a non-empty intersection). So every user playing a protocol is associated by the two entities:
his/her unique identifier, which is constant for all interactions, and a temporary ”party role“,
which is assigned in accordance with the protocol and restricts actions of the user as the protocol

party.

Definition 3. Let u = (U1, Us, ..., U,) be a sequence of p elements in U, and Plx] be a p-party
ping-pong protocol. A wu-instance of the protocol Plx1,...,x,], denoted P[Un,...,Upl, is the
result of substituting the variable x; in Plx1,...,x,] by the user U; for every 1 < j < p. The
operator word o;[Un,...,U,] is called a u-instance of the protocol word ojlz1, ..., xp].

A wu-instance of a p-party ping-pong protocol is called proper if u consists of p distinct ele-
ments in U.

Definition 4. Let Plz1,...,x,] be a p-party protocol consisting of the words
a1z, .. xp), c0fz, . 2], gl 2], Let w = (Un,Us, ..., Uy) be an arbitrary se-
quence of p distinct users and U’ be the set of these users.

For every J, J C U, let X5 denote the union of the vocabularies of users in J; that is,
Xy = UjeJ 25

For every J, J CU, let INST(P,J) denote the set of all proper instances of protocol words
of P in which the users are from J.

Protocol Pz, ...,z is strongly insecure in the Dolev—Yao intruder model if there exists a
set S CU\U’ and an operator string § € (Xs UINST(P,U))* such that Ea1[Uy, ..., Up] = A.

Example 2. Py[x1, 9] is safe in the Dolev—Yao intruder model, and it may look plausible that
Ps[x1, @9, x3] is also safe. But consider the following attack scheme (the index I stands for an
intruder, A and B stand for the principals). The intruder plays the role of the third participant
xs3, and B encrypts the message by the key E,, = Er (not knowing that x3 is an intruder).

@

Epaa(M)

Erap(M)

The intruder’s vocabulary contains dg and Dy, and I is able to construct A from FErap.
Ps[x1, 29, 23] appears to be strongly insecure.

The authors of [5] also define a notion of weak insecurity. The weak insecurity admits not
only proper instances in an attack but all instances (thus, an instance can contain substitutions
of a single user to different roles in the single var-operator string a;[z]). If a protocol is insecure
in the weak sense this does not imply that the protocol is insecure in the strong sense. This is
shown in Example B below from the paper [5].

Example 3. Consider the following 2-party protocol
PWI[Ila IQ] = ((Ila Ex2a12)7 (x27 dleﬂﬁz))
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which can be represented by the following diagram

@)

Fayacy (M)

@y Doy (M)

@)

This protocol is secure in the strong sense since the value of the var-operator dy, as, is an
error. But Py |xy1,xs] is insecure in the weak sense: if the user substituted in xo coincides with
the user substituted in x1 in dy, D, then the result of as[Us, Us]an|Uy,Us] is A.

The authors point out that the notion of the weak insecurity is unnatural as opposed to the
notion of the strong insecurity [5]. Surely, Example Bl gives us an example of an “unnatural”
attack: the second party of the protocol, who is meant to be a principal, substitutes themselves
to 1 (or this attack can be considered as ”sending a message from one to himself*).

If we narrow the definition of weak attack to the one that admits only instances that:

1. do not substitute an active principal to any other position, and
2. do not substitute any other party to the position of an active principal

the notion of a weak attack becomes more relevant to practical needs. In particular, this weak
model of an attack coincides with the model of an attack on a classical 2-party ping-pong
protocol. Like the generic notion of a weak attack, this weak model allows to reduce the set
of intruders to a singleton (and the reduction allows to construct models of protocols with
significantly less number of rules). And this notion is still strictly wider than the notion of a
strong attack.

Example 4. Consider the multi-party ping-pong protocol Pplx1,xa,xs, x4, xs] with the follow-
ing var-operator sequences.

o) = By,0y,05,0,,00, Dy
2 = Fpy0yy00,00,00, By dy, dy dy,dyy Dy,

a3 = FEy dy, dyody,dyy Doy

In the strong attack model Pplxy,x2, 23,24, 25] is safe but if ut = (Uy,Us,Us, Uy, Us) and
u? = (U,Us, Uz, Ug, Us) then azlu?|ai[ut] = A. This is an attack on Pplzyi,xe,x3, 24, 25] in
the weak attack model with no self-substitutions of an active user.

In the sequel we use the term ”a weak attack model “ in the restricted sense described above.
An attack model plays a significant role in the algorithm of modelling a multi-party protocol
by a prefix grammar.

In can be noticed that in some cryptographic protocols the initial data item M is not the
only secure information. For example, in the Needham—Shroeder protocol Pyg[z1,22] (which
also can be verified by supercompilation [2]) the fact of the intruder receiving the initial random
number generated by x; does not point to an attack on the protocol. In Pyg[x1,x2], an attack
is a sequence of transmissions that allows an intruder to get the random number generated
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by z2 in response to x;1. So there appears a natural generalization of an attack on a ping-
pong protocol: having a protocol P[z1,...,x,], an intruder I and an insecurity set INSEC,
which consists of operator words from {¥,, U X,, U---U X, }*, a generalized weak attack
on Plzy,...,xp| exists if there exist £ € (X UINST(P,I UU))* and § € INSEC such that
{ozl[Ul, ceey Up] = ﬂ[Ul, ceey Up]

3 Prefix Grammars and Empty Word Problem Solution

It was shown in [I0] how to model a two-party ping-pong protocol by a prefix grammar if
we want to verify safety of the protocol by program transformation. The case of multi-party
ping-pong protocols can be handled in a similar way. We now briefly introduce the notion of a
prefix grammar and informally show how a protocol can be modelled by a prefix grammar.

Let us denote letters of an alphabet Y by the small Latin letters a,b,c,...,p,q,r and the
capital Latin letters A, B,C, D, E, F, S, T,U (maybe with subscripts or superscripts), variables
by x,y, z,w; and let us denote words from Y* by the Greek capitals I'; A, ®, U, ©.

Definition 5. Consider a tuple (Y,R,To), where Y is an alphabet, Ty € T* is an initial word
and R C Y* x Y* is a set of rewrite rules. If the rewrite rules are applied only to word prefizes

R:®—W (I)R—> VY ihen the tuple (X, R, o) is a prefix rewriting grammar.
P00 — VO

We call a trace of a prefix rewriting grammar G = (T,R,T¢) a sequence {®;} (finite or
infinite) s.t. &1 =Ty and Vi3R(R: Ry > R, & ReR & &, = RO & ;11 = R, O).

Example 5. Consider the following 3-party protocol Psg[x1,x2,x3), which is a slight modifica-
tion of the insecure protocol from Example [l

a1z, e, x3] = Fpyypyay,

aglr1, 2, 3] = Eyy0y, dy, dyy Dy,

Q3 [Il, o, Ig] = Exldlez3

The set of insecure operators INSEC = {A}.

Let us try to model some rules of this protocol (and the intruder behavior) by a prefix
grammar. In the weak attack model we can use {A, B,C,I} as the set U of all network users
without loss of generality (the strong attack model requires not one but at least seven intruders
[3]). We place A in the left-hand side of a rule if the rule is applicable to any word and does
not change letters of the word to which it is applied.

First we fix some initial instance P3,[A, B, C| and substitute it into the protocol words. Then
the initial word becomes Epacaa. The rewrite rules that corresponds to a legal interaction look
like

Ry : EFpacas — Ecay

R2 : EcaA — EA

If the participants of the protocol initiate another interaction with another party distribution
then there appear more rules such that

Rs3: Fpacap — Fcap

R4 : Eca]a] — E]a]

and, generally, all the rules that are generated by instances containing substitutions of the
set {A,B,C,I} in the positions x1, x2, and x3 (excluding ones where an active participant
substitutes themselves, e.g. Ecacas — Ecay).

The only word that corresponds to an instance of an insecure operator is A. To model an
intruder behavior we also need rules that append (and cancel) operators from Xy. The rules of
the sort look as Rs : Ef — A, Rg : A — Ej, and so on.
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When a prefix grammar model of a protocol is built the question of verification of this
protocol is easily formulated. Namely, to verify the prefix grammar model of the protocol in
the Dolev—Yao intruder model is to find out whether a trace starting from the initial word and
ending by some ® that models an insecure operator from I NSEC exists (the similar proposition
for the equivalent models by finite automata is considered in [4]). If INSEC = {A}, these traces
represent sequences of transmissions corresponding to the protocol that allow an intruder to
get an initial message M transmitted by the first party of the protocol. Generally, if there
exists at least one such trace then there is an infinite set of such traces but most of them are
uninteresting from the practical point of view. For instance, in Example [l we can apply the
rules Rg and Rs consequently to any word without any effect on the word to which they are
applied.

Definition 6. An attack model is a trace generated by a prefix grammar that ends with a word
from a chosen set INSW. .

A short attack model is a trace starting with Iy and ending with a word ® from INSW,
such that no subsequence of the rule sequence generating ® from I'y also generates @ from T'y.

So to verify a protocol model in a prefix grammar G it is enough to find out whether words
from INSW belong to the language generated by G.

If INSW is finite then the set of short attack models is finite (this is an auxiliary consequence
of Proposition 2)). Our algorithm aims on constructing this set. The algorithm is a part of the
supercompilation technique and is based on the following observations.

Definition 7. A prefix rewriting grammar G is called annotated if every pair of rules either
have the same right-hand side or have no letters shared by their right-hand sides.

Definition 8. Let G be an annotated prefix grammar with an alphabet Y. Let us say that
I' € T* is redundant iff for some a € T the number of occurrences of a in I' is greater than the
number of a occurrences in the left-hand sides of rewrite rules of the grammar G. For every
a € T the number of occurrences of a in the left-hand sides is called an erasing limit of a
(denoted by EL(a)).

Example 6. Let us consider Gagxp = ({a,b,c, A, B,C, e}, Rogxp,e) with the following
Reexp:

RW:e—aA RP:AA— A RY:Ba—bB
RZ:A—aA R .BB—-A RI:.Cb—cC
RBI:A =B RT:.CcC— A

RA:A~cC RBl:.c—oA

The grammar is annotated since every two right-hand sides either coincide or share no
letters. The erasing limit EL(e) = 1; also EL(a) = FEL(b) = EL(c) = 1, so the words aAaA
and cC'cC' are redundant. The word ¢C'C' is not redundant since EL(C) = 3.

Proposition 1. Let G be a finite annotated prefix grammar. Every infinite trace generated by
G cither contains some I and A such that I' = A, or contains a redundant word.

Proof. In an infinite trace a word length is either bounded by some N or grows infinitely. In
the first case in the trace there are two words I' and A such that I' = A. In the second case
some word T reaches the length |Y|* M + 1, where M denotes maximal number of occurrences
of a same letter in the left-hand sides le of rewrite rules. Then some letter in I must have
more occurrences than its erasing limit.

O
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Proposition 2. Let G be an arbitrary finite annotated prefiz grammar. All short attack models
generated by G contain no I' and A such that T' = A or I is redundant.

Proof. The case when there is a pair of two equal words in a trace is obvious.

Let some short attack model contain a redundant I'. Let a be a letter that is to be erased
at least twice by the same rule. Consider the words where a is erased by a same rule. They
look as Rla\I/a@o and Rla@o, where Rl denotes a prefix of the left-hand side of some rule R
and Og is never modified on the segment, from Rla\IJaGO to Rla@o Now consider the words in
which a were generated. They look as R;a(ao and R;a\IJaGO respectively where R; denotes a
prefix of the right-hand side of some rule R’ and O is the same as in the previous case.

All the considered words together form the following sequence.

'Ii;”r'a@o
'}é’r'a\I/a@(J
'}él'a\I!aG)o
'Fi’l'a@o

P
_ We now can transform }é’raGQ to Rm@o by the rule sequence that transforms R’Ta\IfaGO to
RjaVOq and get a shorter attack model.
O

Proposition 2 together with Proposition [ give a sound criterion of terminating a trace
unfolding if we want to find all the paths that correspond to short attack models.

But to apply these propositions, we must precisely formulate how to build a sound model
of a ping-pong protocol in the terms of a prefix grammar. The example below shows some
difficulties on this way.

Example 7. Let Ty, ., be a secret key that is known only to x and y, U, .y be a universal secret
decryption algorithm for Ty, ,y that is known only to x, Ty \Urryy = A, and Uy ) Tio ) = A,
Ech(Ly) = A, U(I7y>Ex =A.

Consider the ping-pong protocol Pspclx1,x2] with the following protocol words:

a1z, 23] = Epy Tipy 2

Q2 [Ila x2] = Exlaz2U<12,m1)U<12,w1>

ag [Il, 1172] - T<12,11>dz2Dx1

INSEC = {A}. The meaning of this protocol is the following. x1 wants to transmit some
secret information to the computer database xo (which possesses Uiy, »,y) and sends an initial
M to xs, applying both public and secret keys. xo applies the universal decryption key twice,
stores the message M, and returns it to x1, signing it by x2’s name and using the public key
E,, . After that, z1 automatically sends x2 a confirmation about the successful interaction.

Let us construct a prefix grammar corresponding to the legal actions of the protocol and an
intruder’s behavior. The legal participants are denoted by A and B. An intruder is I.

Ty = EgT(p,ay- Some rules of the grammar are straightforward:

Ry: EBT(B,A> — Faap

R2 : EACLB — T(B,A)

Some more rules describe an intruder’s possible interactions with the principals:
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Rn : EgTip,y — Erap

Rpo: Eaar — T 4y

And some rules correspond to the actions of the intruder that correspond to their operator al-
phabet X1 = {Ea, Ep, Er,aa,ap,ar, Ty, Tiany, T8y, Tis,1y, Dr,da,dp, dr, Uir gy, Uiz ay}
(for every operator [ € Xy there is a rule A — f if either [ is not a left inverse (e.g. f is a;)
or f is a full inverse for some g (e.g. [ is E., or D,, or T, orU), and g — N if [ is a left
inverse and fg — A (e.g. f isd)).

Are there enough rules? The language generated by this grammar does not contain A. But
consider the following interaction:

@ (2

Epap(M) T(p,ay (M)

M
EpT(p ay(M) T(p,a)(M) EaapUip ay(M)

@

An intruder tackles Tip ay(M) and sends it to the database, where Ug, ay(M) (which looks
like a nonsense) is stored. Then the database sends a confirmation to A, and A automatically
replies by the initial message M which corresponds to A.

So the model prefix grammar is unsound with respect to the protocol Psgc|xy,xa).

In Section @ we describe how to construct consistent models of the protocols by prefix
grammars. In SectionBlwe briefly describe how to represent prefix grammar models by programs
in a functional language in a way that makes the verification process more efficient.

4 Modeling Ping-Pong Protocols by Prefix Grammars

Given a protocol P, let every instance of an elementary operator be a letter in the initial alpha-
bet of the model prefix grammar. It is shown in [9] that every word ¢jcacs . . . ¢, corresponding to
an operator string from INST (P, U)* can be modeled by the set of rewrite rules corresponding
to representations of all possible cancellations caused by an application of cicacs .. . cp.

RO A —  C1C...Cp
RE . c;l —  C1C...Cp-1
R et eyt —

R c;lcgil ... cl_l — A

In the case of multi-party ping-pong protocols, the described modeling algorithm cannot
be applied as is, since the cardinality of the set INST (P, S U U) grows exponentially over
the number of parties. In particular, the model does not take into account the Church—Rosser
property of the ping-pong protocols over the var-operator algebra with the freeness assumption:
in the model presented in [9] an application of a single operator string corresponds to a set
consisting of numerous rules, most of which are redundant. E.g. if Ty is ¢;'c; ') ... c; " and
the operator word cycs . ..c, is applied to A then only an application of R,,_; can appear in a
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short attack model and all trace segments ending with A derived from the applications of Ry —
R,,_o will contain redundant rule applications.

There are several possible ways to take the Church—Rosser property into account. One of
them is the following. If the var-operator algebra contains operators with no left inverses (e.g.
d,) then in every short attack model applications of the operators correspond to cancellations.
E.g. if a = ajas...diaiy1 ... ay, and d;a; = A but a;d; # A then in a short attack model oy,
can only be applied to words with the prefix a;kl . al;llai (for the proof see [5]). If we take
this observation into account the number of rules in the model can be noticeably decreased.

Let us illustrate the above idea and model Ps,[21, 2, x3] from Example[l by a prefix gram-
mar.

Example 8. The initial non-optimized prefiz grammar that models Psq[x1, 22, x3] is
'y = Epacaa

Ry_1:A— EgapdadcDp Ri_o:A — EgacdcdpD 4y Ry_04: A — EgardrdpDg
Ro_1:Ep — Egapsdado Ry_9:Ey — Egacdcodp Ro_g94: Bo — Ejapdpdy
Ry 1:Epgacay — Egay Ry _o:Epagac — Egag Ry o4 :Egapgar — Epag
Rs_1:A = EadaDo Rs_9:A = EcdcDp Rs_10:A — EpdyDy
Rg_1:Bg — Eady Rg_9: Eg — BEgdg Rg_10: By — Epdy
Rg_1:BgagaDy — A Rg_g9: EgacDg — A Rg_10: EgarDyp — A
Rg_1:A — Eyz Rg_g:A = Ep Rg_3:A = Eg Rg_4: A — Ej

Rig—1 : A = ay Rig_2: A —ap Rip—3: A — ac Rig_4 : A — ag
Ryj_1:A —=dy Rij_o:A —dp Ryj_3:A = dg Ryj_g4:A —dg

Rig_1: Dy — A Rig_o9 :Dp — A Ria2_3:Dg — A Ryg_4 : Dy — A
Riz_1:a4 — A Riz_g9:ap — A Riz_3:agc — A Riz_4 :ay — A

Ri4: A — Dy Ryi5: Ef — A

If the non-existence of left inverses of d, is taken into account, the rewrite rules Rq_1
~ Ry 94, Ro1 — Ry 94, R3_1 — R3_24, R5-1 — R5_12, Rg—1 — Re_12, and Ry1—1 — Ri1-4
disappear. All the rules from the blocks Ry_1 — R4_24, R7—1 — R7_12, Rg—1 — Rg_12 with Ej
in the left-hand side or Dy in the right-hand side are also redundant since their applications are
the compositions of the applications of the rules from the blocks Ro—R13 and the rules R14—R15.

If the participants A, B, C' cannot play any role in the protocol then the number of rules in
the grammar also decreases. For instance, if A is a user who only can initiate an interaction
but cannot reply, and B and C cannot initiate (but can reply), then the model grammar Gsa
for Psglx1, 22, 23] becomes as follows:

'y = Epacaa

Ry, : Egacay — Egay Ry, : Egajgag — Epac Ri.: Egajay — Eray Ryq:Egajar — Epag
Ry : Egagar — Egag Ryj: BEparag — Brac Rig: Ecapay — Epgay Ryp : Ecapap — Epap
Ry;: Ecajay — Ejag Ryj : Ecagar — Ejag Ry : Bgarag — Erap Ry, : Egagay — Epgay
Rog : EcgaaDy — A Roy : EgarDp — A Ro. : EcagpDpg — A Rog: EgaaDy — A
Rae : Egac Do — A Rop i BEgarDy — A

R3q : Ecapg — Ex Rgp, : Egay — Ey R3. : Egap — Ep Rgq: Epajg — Ex

R3c : Egac — Eg Ryt : Egay — Ep

Ryq : A — E» Ryp : A — Ep Ryc : A = Eg Ryq: A — Ef

R5gq : A = ap Rgp : A~ ap R5e : A = ag Rgg: A —ag

Rggq : Dy — A Rgp : Dp — A Rge : Do — A Rgq : Dy — A

Rpg tapy — A Ryp tap — A R7e tag — A Ryg:tar — A

Rg : A = Dj Rg : Ef — A

Note that if we want to use Proposition[Q then the same letters generated by different rewrite
rules must be counted as distinct ones. But ac in I'g is equal to, e.g., ac generated by Rs., so
the generated grammar is not annotated. Annotating, i.e. forbidding a program transformation
tool to treat these letters as equal, is made in the corresponding program model.

5 Constructing a Program Model for a Prefix Grammar

Having a grammar that models a protocol, a program to verify the protocol is constructed
as follows. Every rewrite rule le — R is supplied by a unique identifier i. Every letter c
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generated by Rl is represented as a pair (c,i). ®[last] denotes the last letter of the word ®.
The program line that corresponds to an application of Rl[l] — R[Tl Mooks as

FURP), a1 (R (2], 20) ... (R [last], 2 iaen) W, cons(i, Hist), ELy) =

FURIL (R [2],4) .. (R [last], i), Hist, ELy)

The second parameter Hist (a history) and the initial word Ty (with all letters supplied by
the index 0) are input parameters of £. The history is added to the model to make the program
deterministic — this method was successfully used in verification of cache-coherence protocols
via supercompilation [6].

The third parameter in f(®, Hist, EL), EL, lists the number of occurrences of every ¢ from
T in the first parameter ® (i.e. in the current word in the trace). This parameter is used to
provide termination with accordance to Proposition 2l If some counter in the list F'L reaches
the erasing limit of the corresponding letter, then the trace is terminated independently of the
value of Hist.

Example 9. Let us construct a prefix grammar and the corresponding modeling program for
P2[‘T17‘T2] = ((xluEI2a$1)7 (x27 Emlawgdmleg))-
The prefiz grammar Gz is the following.

F():EBCLA.
Ry :EBaA —)EAG,B RQZEAG,B —>EBaA Rg:EBa] —)E]G,B R4:EAO,] —}E]G,A
Rs:A— Ex Rg: AN — Ep R7: AN — Ep
Rg:A—)aA Rg:A—)aB R10:A—>a1
Ri1:a4 — A Ris:ap — A Riz:a; — A Ris: Er — A

Then let us assign erasing limits. EL(Ex) = EL(Ep) = EL(as) = EL(ap) = 2; EL(E[) =
1; EL(ay) = 3.

Now we are ready to construct a model program. In the program, all the names starting with
x denote variables and all the other names (e.g. R4, a, etc.) denote constant data. zL_occ
stands for the number of occurrences of the letter L in the current word. The constant a denotes
E4, b denotes Eg, and i denotes E;; similarly, A denotes aa, B denotes ap, and I denotes a;.
To make the program to operate annotated rules we represent letters in the rules by the pairs
(Letter of the initial grammar, Number of the rule applied).

f(Nil,xHist,xa_occ,xb_occ,xi_occ,xA_occ,xB_occ,xI_occ) = An attack found;
f(xWord, xHist, 3, xb_occ, xi_occ, xA_occ, xB_occ, xI_occ) = No short attack;
f(xWord, xHist, xa_occ, 3, xi_occ, xA_occ, xB_occ, xI_occ) = No short attack;
f (xWord, xHist, xa_occ, xb_occ, xi_occ, 3, xB_occ, xI_occ) = No short attack;
f(xWord, xHist, xa_occ, xb_occ, xi_occ, xA_occ, 3, xI_occ) = No short attack;
f(xWord, xHist, xa_occ, xb_occ, 2, xA_occ, xB_occ, xI_occ) = No short attack;
f(xWord, xHist, xa_occ, xb_occ, xi_occ, xA_occ, xB_occ, 4) = No short attack;

f(cons((b, x1),cons((A,x2), xWord))),
cons(R1, xHist), xa_occ, xb_occ, xi_occ, xA_occ, xB_occ, xI_occ)
= f(cons((a,1),cons(B,1), xWord)),
xHist, xa_occ+1, xb_occ-1, xi_occ, xA_occ-1, xB_occ+1l, xI_occ);

f(cons((a,x1), cons((B,x2), xWord))),
cons(R2, xHist), (xa_occ, xb_occ, xi_occ, xA_occ, xB_occ, xI_occ)
= f(cons((b,2),cons((A,2), xWord)),

xHist, xa_occ-1, xb_occ+1l, xi_occ, xA_occ+l, xB_occ-1, xI_occ);

f(cons((b,x1), cons((I,x2), xWord))),
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cons(R3, xHist), xa_occ, xb_occ, xi_occ, xA_occ, xB_occ, xI_occ)
= f(cons((i,3),cons((B,3), xWord)),
xHist, xa_occ, xb_occ-1, xi_occ+1l, xA_occ, xB_occ+1l, xI_occ-1);

f(cons((a,x1), cons((I,x2), xWord))),
cons (R4, xHist), (xa_occ, xb_occ, xi_occ, xA_occ, xB_occ, xI_occ)
= f(cons((i,4),cons((A,4), xWord)),
xHist, xa_occ-1, xb_occ, xi_occ+1, xA_occ+l, xB_occ, xI_occ-1);

f(xWord, cons(R5, xHist), xa_occ, xb_occ, xi_occ, xA_occ, xB_occ, xI_occ)
= f(cons((a,5), xWord),
xHist, (xa_occ+1l, xb_occ, xi_occ, xA_occ, xB_occ, xI_occ);

f(xWord, cons(R6, xHist), xa_occ, xb_occ, xi_occ, xA_occ, xB_occ, xI_occ)
= f(cons((b,6), xWord),
xHist, xa_occ, xb_occ+l, xi_occ, xA_occ, xB_occ, xI_occ);

f(xWord, cons(R7, xHist), xa_occ, xb_occ, xi_occ, xA_occ, xB_occ, xI_occ)
= f(cons((i,7), xWord),
xHist, xa_occ, xb_occ, xi_occ+1l, xA_occ, xB_occ, xI_occ);

f(xWord, cons(R8, xHist), xa_occ, xb_occ, xi_occ, xA_occ, xB_occ, xI_occ)
= f(cons((A,8), xWord),
xHist, xa_occ, xb_occ, xi_occ, xA_occ+l, xB_occ, xI_occ);

f(xWord, cons(R9, xHist), xa_occ, xb_occ, xi_occ, xA_occ, xB_occ, xI_occ)
= f(cons(B,9), xWord),
xHist, xa_occ, xb_occ, xi_occ, xA_occ, xB_occ+l, xI_occ);

f(xWord, cons(R10, xHist), xa_occ, xb_occ, xi_occ, xA_occ, xB_occ, xI_occ)
= f (cons(I,10), xWord),
xHist, xa_occ, xb_occ, xi_occ, xA_occ, xB_occ, xI_occ+1l);

f(cons((A,x1), xWord),
cons(R11, xHist), xa_occ, xb_occ, xi_occ, xA_occ, xB_occ, xI_occ)
= f (xWord, xHist, xa_occ, xb_occ, xi_occ, xA_occ-1, xB_occ, xI_occ);

f(cons((B,x1), xWord),
cons(R12, xHist), xa_occ, xb_occ, xi_occ, xA_occ, xB_occ, xI_occ)
= f (xWord, xHist, xa_occ, xb_occ, xi_occ, xA_occ, xB_occ-1, xI_occ);

f(cons((I,x1),xWord),
cons(R13, xHist), xa_occ, xb_occ, xi_occ, xA_occ, xB_occ, xI_occ)
= f (xWord, xHist, xa_occ, xb_occ, xi_occ, xA_occ, xB_occ, xI_occ-1);

f(cons((i,x1),xWord),
cons(R14, xHist), xa_occ, xb_occ, xi_occ, xA_occ, xB_occ, xI_occ)
= f (xWord, xHist, xa_occ, xb_occ, xi_occ-1, xA_occ, xB_occ, xI_occ);

Note that we do not count letters generated by different rules separately. Theoretically this
can lead to a loss of a trace ending with A, but practically we did not see the cases where
the supercompilation results of the program with the common counters differed from the results
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provided by the algorithm of Dolev, Yao, and Karp from the paper [})].

To find out whether the program model generates A we must run a supercompilation of
the program on the input £(cons((B,0), cons((a,0),Nil))),xHist,1,0,0,0,1,0), which yiclds
an unfolding process on the indefinite parameter xHist. If the residual program generates the
message An attack found; then the protocol model is unsafe; otherwise the protocol model is
very likely safe, but to guarantee this we must add distinct occurence counters for the same
letters that are generated by distinct rules (e.g. xaRloce and xaR5qcc for a).

Supercompilation of the example extended by distinct counters, as well as supercompilation
of a model program for Psg|x1, 29, x3] with distinct counters, generates no attack models; for
Ps|x1, 29, 3] several short attacks are explicitly constructed by the supercompiler.

It can be noticed that the program and the grammar in Example[@ can be constructed in the
reverse order: in this case the initial word is A (Nil in the program), the set INSEC is {Epaa}
(cons((b,x1), cons((A,x2),Nil)) in the program), and every rule of the form R; — R, is
written in the form R, — R; (the similar method of reverse representation was described
in [7]). The reverse trace from A to Epa, also satisfies Proposition [2] and in most cases a
supercompilation of a reverse program is faster than a supercompilation of the initial program.
The cause is that the intruder’s alphabet contains more appending operations (that correspond
to the rules of the form A — z) than deleting operations (reverses of which correspond to rules
of the form A — z), and therefore the semantic tree of the reverse program has less branching.

6 On Complexity of the Verification Process

In this section we analyze bounds on the attack length. It is not difficult to apply the results
[10] together with Proposition 2] to find a rough upper bound for the maximal attack length on
a ping-pong protocol.

Proposition 3. Let G be an arbitrary finite annotated prefix rewriting grammar. Then the
mazximal length of a short attack model is bounded from above by an exponential under card(R)
Sfunction.

Proof. For every rule R: R, — R, let us add to G EL(R,[last]) — 1 copies of the rule (FL(x)
is an erasing counter of x). Let the classical subsequence relation < distinguish applications
of all these rules and then unfold a computation applying exactly such a copy of a rule that
matches the corresponding set of letter occurrences. The maximal bad sequence length in this
grammar is not more than kA;:l’l where k is the length of the maximal right-hand side and
N is the total number of rules (with all the copies) [I0]. And now we have N < EL,,q. * No,

where Ny is the number of rules in the initial grammar G.

O

To build a grammar with a long shortest possible trace ending by A, we use the same idea
of the "ladder” construction as in [10].

Proposition 4. There exists a grammar such that the minimal attack length is exponential in
the number of rules.

Proof. Consider the following grammar Gngxp with the initial word a; A;.
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GnExP:

Rll/v A — CL1A1 R,{ : A2a1 — CLQAQ Rf) : A1 — A

RI/V A— CLlAZ R;T : Ai+1Ai — a;fL'JrlAfL'Jrl Rz Az — A

R% A—>aNAN RN'(LN—>A R]% AN—>A

In the grammar Gigxp the shortest trace ending by A (we call these traces attacks for the
sake of brevity) is a1 A1 — A; — A and has the length 3.
Let us denote the minimal attack length in the grammar Gnexp as F(N). Now let us make
a transition to the grammar Gnyiexp. To erase a; from the initial a3 A; we must come to
Asay Ay, so we must build an attack in the grammar Gnexp (modulo index renaming) without
the last step of erasing A;. Then we apply the rule R and get the word as A2 A;. Now again
we must repeat an attack on Gngxp (modulo index renaming) to erase as A and at last erase
Ay by RP. The total number of steps in the attack is not less than 2% F/(N) +1. So the formula
for the minimal attack length for Gngxp is 2V — 1.
O

7 Conclusion

In this paper, we have shown that the method presented in [9] for 2-party ping-pong protocols
is also applicable for multi-party ping-pong protocols; moreover, also this extension can be
implemented with the help of the supercompilation program SCP4. We showed that the initial
condition with erasing distinction can be replaced in the verification algorithm with a simpler
condition, that makes the algorithm applicable not only with SCP4 but also with other program
transformation tools. Finally, we analyzed the worst-case length of a trace that can model an
attack.

Our method is widely applicable (it allows one to verify not only a single protocol, but
also several protocols that share some operators); however, every special case of its application
requires extra modeling efforts due to the high computational complexity of the semantic tree
unfolding. In the paper we presented some methods for building more efficient models of ping-
pong protocols; in spite of existence of successful applications of the verification method on
existing and newly proposed protocol models, it is yet unclear whether the method can be
further refined, so that it can solve verification tasks for protocols with a large number of
rewrite rules and party permutations within a reasonable run time.
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