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Abstract

This article describes the development and evaluation of an Al powered chatbot that
was developed specifically to improve IT support at the IT-ServiceDesk (IT-SD) within
the IT Center of RWTH Aachen University. The implementation is carried out using
Microsoft Azure OpenAl and a Retrieval-Augmented Generation (RAG) approach.
Given the varying complexity of support requests among different customer groups—
namely, students, employees, and IT administrators—the Al chatbot will be a valuable
supplement to established support channels such as email, telephone, chat, ticket portals,
and personal interaction.

The article describes the key requirements for the chatbot and explains how the
quality of the response is ensured by a structured feedback system. It further addresses
the challenges that arise from the fact that there are two different scenarios with different
requirements. On one hand, standardized and publicly available RWTH support content
is provided for RWTH members as well as interested parties of the IT services and, on
the other, specific internal support content for the supporters at the IT-SD. This
necessitates that specific measurable quality requirements and criteria must be identified
implemented and adapted.
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1 Introduction

Since 2010, the IT-SD has been the single point of contact for the services of the IT Center at RWTH
Aachen University (Bischof et. al. 2011) for students, employees and partners handling all inquiries and
fault reports, hereinafter referred to as inquiries. The IT-SD is part of the Service & Communication
department (SeKo). Its portfolio ranges from all services relating to identity management and the
student life cycle management to high-performance computing, research data management and
generative Al.} Due to this comprehensive and continually expanding service spectrum, the demand for
user support has grown notably. The number of provided services has risen steadily over the years
(2010: 7, 2016: 50, 2025: 109).

Consequently, the number of inquiries has risen steadily in recent years. In 2024 alone, the
department processed a total of 64,359 inquiries from users of all IT Center services. This significant
growth of service requests can be attributed to several circumstances. In addition to the steady increase
in student enrollment (2010: 32,240; 2024: 44,892™) and the growing number of employees (2010:
7,992; 2024: 10,306), the IT landscape itself also grew. Not least due to the COVID-19 pandemic from
spring 2020, the demand for support for services such as video conferencing systems and collaborative
systems also increased steadily. The strong growth in the international student body from 1,259 in 2010
to 15,270 students in 2024 contributed to an overall higher support volume as well as the fact that
support staff increasingly received requests in English.

In addition to the already established communication channels, telephone, email, in person and
ticket portal, chat support was established as a further channel in 2015. The chat support can be accessed
via, the website (www.itc.rwth-aachen.de), the IT Center's public documentation (help.itc.rwth-
aachen.de) and through several applications. (Hengstebeck et. al. 2016) "

The public documentation for users consists of instructions and information on the IT Center's entire
portfolio of services.* There are also offers from various specialist departments that provide additional
information in their own wikis or landing pages.*

Furthermore in 2016, a certified (ISO 9001:15) Quality Management System (QMS) for 1st level
support was established to ensure high quality user support for the ever-growing range of services
(Pieters 2017). Today, the QMS is based on two core processes (support and marketing) with
corresponding management and assistance processes. The handling of generative Al is currently based
on the support core process.

Despite the wide range of support channels, inquiries via e-mail or telephone frequently reach the
IT-SD outside regular opening hours (i.e. working days between 5 p.m. and 8 a.m. or at the weekend or
on public holidays). Analysis of the IT-SD reports have shown that in 2024 a total of 1,271 telephone
inquiries (compared to 652 in 2023) were made outside of regular opening hours. In the same period,
the number of e-mail inquiries received beyond standard opening hours amounted to 9,153 (compared
to 7.386 in 2023).

If a customer sends an inquiry by email on Friday evening at 8 p.m., this inquiry will not be answered
until Monday morning. Although most customers (RWTH members & others) seem to understand these
operating constraints, a faster response - even outside opening hours - can significantly increase
customer satisfaction (Sheth, A., et. al. 2020). Moreover, while the most of these inquiries can be
resolved using predefined standard replies, this approach entails two primary disadvantages. First,
customers must wait a relatively long time for what is usually a simple answer. Second the time

$ https://www.itc.rwth-aachen.de/cms/it-center/~rcyys/Services/.

- https://www.rwth-aachen.de/cms/root/die-rwth/profil/~enw/daten-fakten/

17 In this support chat, two people communicate with each other in writing, with no additional technical systems (e.g.,
chatbots) involved.

11 https://help.itc.rwth-aachen.de/.

§§ Examples include https://about.coscine.de/ and https://www.hpc.itc.rwth-aachen.de/go/id/bcenat/.
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allocated by employees to address these routine inquiries could be more effectively redirected toward
managing more complex or pressing issues.

In order to systematically enhance the quality of its services and support channels, the IT Center
conducts annual surveys. The findings from these surveys underline users’ demand for continuous, 24/7
support availability.

In light of these circumstances, two overarching research questions emerged:
1. How can waiting times for user inquiries be minimized and service accessibility be extended
beyond standard operating hours to further enhance customer satisfaction?
2. In what ways can the burden of addressing frequently recurring standard queries on
departmental staff be systematically alleviated?

Consequently, these key questions formed the basis for the early evaluation of potential chatbot
solutions aimed at optimizing the IT-SD’s support processes.

2 Design and implementation of SeKoGPT

2.1 Preliminary initiatives and key findings

In order to deal with the large number of inquiries and increase customer satisfaction, a project
group from SeKo explored the opportunities offered by chatbots in customer support back in 2020. To
this end, discussions were held with other universities and the market was analyzed, e.g. through visits
to the CallCenterWorld. Initial tests were also carried out with Microsoft Power Virtual Agents.
However, it turned out that implementing a chatbot is very time-consuming and requires regular manual
maintenance. Due to a lack of resources, work on the project to implement a chatbot with Power Virtual
Agents was greatly reduced. An intensive conceptual phase followed.

In parallel the following key functional requirements for the Al-driven chatbot were identified. The
staff’s prior experience with chat-based support proved highly beneficial in this regard.

- The chatbot must integrate both internal and external documentation to establish a
comprehensive knowledge base.

- It must be capable of interpreting incomplete or inaccurately formulated user inquiries and, if
necessary, request clarifications.

- It must operate with high availability: 24 hours a day, 7 days a week

- The user experience should be intuitive and pleasant

- The chatbot must deliver fast and reliable responses

- Answers must comply with certain ethical principles and should not be discriminatory or
offensive

Together, these requirements are intended to address the identified questions by reducing response
times and optimizing staff resource allocation.

2.2 Opportunities arising from ChatGPT

The public presentation of OpenAl's Large Language Model (LLM) GPT on November 30, 2022,
gave new impetus to the discussion on the use of Al-based chatbots in customer support. Many of the
requirements set out above are already inherently addressed by the GPT model.

- The model exhibits a robust capacity to handle incomplete or imprecisely formulated user
requests. It can prompt users for necessary clarifications, thereby ensuring that it accurately interprets
and addresses their inquiries.
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- By leveraging a scalable and resilient AP infrastructure the GPT model offers high availability
(2417 operation) and rapid response times. This directly addresses the requirement for continuous
service access and high-speed performance.

- The conversational design of the GPT model facilitates intuitive interactions. The natural
language processing capabilities enable it to deliver responses that are both user-friendly and
contextually appropriate, enhancing overall customer satisfaction.

Collectively, these attributes demonstrate that the GPT model effectively fulfills many of the
predetermined requirements for the IT Service Desk chatbot. Consequently, adapting the GPT model
to establish a custom SeKoGPT is a viable approach, as it directly addresses the essential functional
and operational demands identified during the conceptual phase.

Consequently, the initial inquiry was refined to address the following question: By what means can
a GPT model be adapted to function as the foundational framework for our SeKoGPT?

2.3 Decision for Microsoft Azure OpenAl

During the subsequent evaluation of potential Al service providers, Microsoft Azure OpenAl
emerged as the most suitable platform for several reasons. First, Azure’s stringent data sovereignty
measures allow hosting and processing strictly within data centers located in Europe, thereby assuring
compliance with GDPR regulations. This feature proved pivotal for an institution that handles sensitive
user information and adheres to strict privacy mandates. Second, the platform’s terms guarantee that
prompts and user-generated data are not employed for additional model training, aligning with internal
policies and alleviating concerns about data exploitation. Third, the institution had already secured the
necessary licenses and obtained formal approval from its Data Protection Officer, ensuring a swift and
compliant implementation process. Further bolstering the decision, Azure provides a flexible
environment where Retrieval-Augmented Generation (RAG) can be configured with relative ease
through its integrated tooling and comprehensive developer resources. This combination of technical
convenience, regulatory alignment, and existing administrative clearance ultimately expedited the
evaluation phase and laid the groundwork for a rapid proof of concept.

2.4 Implementation and RAG approach for a customized SeKoGPT

In August 2023, access to an early version of GPT within Microsoft Azure OpenAl led to an
intensive examination and evaluation of the functionality and usability: an internal team of developers,
supporters and testers intensively explored the possibilities. Based on the insights gained, the first
prototype of a chatbot utilizing Azure OpenAl was developed in December 2023. A specially tailored
export of the complete internal and external documentation of IT-SD served as the central knowledge
base, containing all relevant domain-specific information. To efficiently leverage this rich data source,
a Retrieval-Augmented Generation (RAG) approach was implemented. This method integrates the
generative capabilities of the GPT model with targeted retrieval of relevant documents, thereby
enhancing the precision and contextual relevance of the responses generated.

The Al was configured to respond exclusively to queries related to the content of the stored
documents. These - and only these - then form the basis on which the Al generates answers.

It is possible to make the settings for the GPT model via Azure Al. The parameter temperature was
particularly important for our purposes. Temperature controls the "creativity" of the Al when
answering. As we want the answers to relate exclusively to our stored documents, we have set a value
of "0" here. This ensures that the Al responds to the same/similar queries and does not hallucinate.

In addition to the notable benefits- such as improved efficiency, speed and accessibility, -, it is
essential to keep an eye on the associated risks: Answers from Al must always be critically scrutinized,
as even if they are generally reliable, they can be incorrect or misleading due to the fact that the Al's
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pattern-based nature prevents a genuine understanding of factual contexts and real-world complexities.
However, by integrating a feedback system for users, the behavior of the Al can be observed and
improved.

The findings from the evaluation phase led to concrete considerations in 2024 as to how an Al
chatbot based on Azure OpenAl can be integrated into the existing infrastructure of the IT-SD. From
February 19, 2024, two prototypes were therefore evaluated by the project group:

— a prototype for the employees of the SeKo department: SeKoGPT for SeKo supporters

— a prototype for users of IT Center's services: SeKoGPT for RWTH members &others

2.5 SeKoGPT for SeKo supporters and RWTH members & others

A distinction is now made between two use cases, to which a separate Al instance with different
settings is assigned: SeKo supporters and RWTH members & others. What both cases have in common
is an increase in quality when answering support requests and an improvement in support
documentation.

Recent chats
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Figure 1: View for SeKo supporters
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Figure 2: View for RWTH members & others
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The instance for SeKo supporters can only be used by employees from the SeKo department. Here,
SeKo supporters can be assisted by the Al in answering support requests. As additional content from
the internal knowledge database and public documentation is made available to the Al in this instance,
recommendations for action for users and quick guides can be created on the fly. It is also possible to
summarize complex support requests and facilitate formulate multilingual requests. This should
increase the efficiency, consistency and quality of support and reduce the overall workload for SeKo
supporters.

The instance for RWTH members and other users is accessible to anyone with inquiries regarding
the IT Center's services or who requires assistance. SeKoGPT provides users with an alternative to the
existing support chat and is available outside regular opening hours. Frequently recurring standard
questions are answered automatically. If the help provided by SeKoGPT is not sufficient, future plans
include an automatically email to open a ticket in the IT-SD ticket system. This ticket will then be
further processed by a SeKo supporter. Alternatively, users will have the option to be redirected from
SeKoGPT to the regular support chat to discuss their concerns directly with a personal SeKo supporter.
Due to the significant costs and technical complexities involved, there are currently no plans to integrate
the chatbot with the RWTH Aachen University's telephone system. However, customers will have the
possibility to leave a callback request.

Both SeKoGPTs run - analogous to the RWTHgpt™ launched on July 16, 2024 - in their own
encapsulated GPT instance, which is provided via Microsoft Azure OpenAl. The schematic structure
and interaction of the two instances can be seen in the following figure:

User Group IT Center Azure
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[ ] | J

Figure 3: Structure of SeKoGPT

The corresponding servers are located within the EU. Supporters access the WebApp using the
RWTH single sign-on (SSO), which provides them with a personal chat history to retrieve information
from previous interactions. In contrast, other customers do not require a separate login because they do
not utilize a chat history. This approach lowers the hurdle for customers to initiate a chat.

As already described a central point, SeKoGPT is based on the RAG functionality. The Al uses
defined content from the knowledge database to answer questions. Only the stored data is taken into
account for questions and only questions about IT Center services are answered.

Hkk

https://cls.rwth-aachen.de cms/cls/services-und-projekte/~bilrgx/rwthgpt
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This has the advantage that the chatbot does not mix services from other providers with offers from
other service providers. On the other hand, the response behavior can be controlled based on the stored
documents and their structure.

To ensure that SeKoGPT provides targeted, precise and polite answers, this is defined accordingly
in the configuration. In particular, the so-called "system message" plays a pivotal role in guiding the
Al's behavior., SeKoGPT is informed via this directive that it possesses extensive expertise in IT
support and must therefore articulate its responses with clarity and precision, ensuring they remain
accessible and comprehensible. In essence, the system message delineates explicit parameters regarding
response accuracy, subject-specific acumen, and appropriate stylistic nuances. It should be noted that a
separate system message was created for each of the two instances in order to cover the different
requirements.

SeKoGPT is told, among other things, that it is an Al with extensive knowledge of IT support and
that it should formulate the answers precisely and in a way that is easy to understand.

What is not desired is for SeKoGPT to come up with answers, as Tyson (2023:3099) states. Or to
combine aspects that have nothing to do with each other. The approach of "feeding™ the Al with its own
documents is a first protective measure alongside the "system message".

2.6 Testing and Evaluation

Hyeon and Park (2023) demonstrated that employees’ perceived intelligence of ChatGPT is
positively associated with their willingness to use Al for other purposes. This can certainly be
transferred to other groups of people - such as the two target groups in our case. This suggests that better
or more reliable answers (confidence score) can lead to greater adoption and increased use. To ensure
optimal response accuracy and minimize fallback rates (inappropriate responses), it was necessary to
test both applications very intensively. It is also necessary to analyze the extent to which the GPTs
detect the intention of the question (intent scores) and the emotional tone (sentiment analysis) in the
formulated question (Skodowski 2023).

At its core, a permanent group of several SeKo support employees is responsible for testing the two
bots. They use potential and real RWTH members inquiries to check whether the answers given by the
Al, are correct and complete. The other employees of SeKo are also asked to test the two bots at regular
intervals. All feedback was recorded in the initial phase via a SharePoint list and was used to document
incorrect answers to ultimately improve the response behavior by adjusting the stored information and
the system message.

The results from these tests are fed back into the implementation and configuration processes,
allowing SeKoGPT's configuration to be adapted step by step using the feedback from each round. In
addition to instructions on the response style and wording, SeKoGPT also receives direct instructions
on how to refer to the external documentation (at help.itc.rwthaachen.de) or how the Al should ask
questions in the event of ambiguities. Just as important as what SeKoGPT should do is telling the Al
what it should not do. For example, no information should be used that goes beyond the IT center
services and their documentation. This results in a cycle of implementing/configuring, testing and
providing feedback.

3 Quality assurance through feedback

During the test phase, the issue of ensuring the quality of the chatbot’s responses during operation
became apparent. Consequently, the decision was made to implement a simple feedback system in both
SeKoGPT solutions.
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SeKo supporters and RWTH members & others can provide feedback at any time, even during
operation. This option is available for every response from the chatbot. A lean feedback system in the
form of "thumbs up™ and "thumbs down" has been implemented for this purpose. In the administration
view, the submitted feedback is displayed in chronological order for review. For data protection reasons,
the feedback and the associated chat histories are stored without reference to individuals. In concrete
terms, this means that it is not possible to trace who asked the question and provided feedback

The administrators, quality management representatives (QMB) or other designated persons review
the feedback. Based on this input and the associated chat histories, the underlying knowledge base or
the system messages are adjusted accordingly

For example, it quickly became apparent that the SeKoGPT for SeKo supporters does not provide
them with any standard information that is necessary for processing a request. As a result, an additional
document was created that specifies which standard information is required for each service.
Subsequent tests have shown that the revised approach enables the bot to answer corresponding
questions correctly.

Another example concerns the use of terminology. Internally, the IT Center refers to its high-
performance computer as “Cluster”, whereas the documentation uses the term “high-performance
computer.” When users asked the chatbot how to use the “Cluster”, it generated inconsistent responses.
By adjusting the system message to define "Cluster" as a synonym for "high-performance computer,”
the response behavior was improved.

A classic PDCA cycle (plan, do, check, act) has therefore been implemented to ensure continuous
improvement of responses. For quality management, the feedback function is one of the core functions
for enhancing the existing documentation and stored information. This means: (1) the feedback must
be easy for the customer to provide, (2) it must be universally understandable, (3) it must be clearly
visible.

Currently, the evaluation of submitted feedback is still done manually. However, in the future,
artificial intelligence is planned to be used to enable automation.

For example, Al can be used to analyze negatively rated responses to determine whether certain
question clusters consistently receive negative feedback. This information can then be used to make
targeted adjustments to documentation, the system message, or supplementary materials.

Additionally, it can be determined which questions are asked most frequently. From this, it can be
inferred which IT Center services may not be intuitive to use or for which services the documentation
needs to be revised. This could also be achieved by analyzing requests in the ticketing system. Although
similar insights could be gleaned from ticket system data, the feedback system provides more structured
data that supports effective Al-based analysis.

It is also planned to automatically create FAQ documents from the positively rated questions and
answers, which will also be stored in the documentation in the same way as the exports.

4 Outlook and future work

To determine whether the benefits of SeKoGPTs for the needs of the various target groups described
in the article are being achieved, appropriate KPIs must be analyzed, among other things. Kakur et. al.
(2024) points out the importance of defined KPIs, which should be presented in a structured and
accessible analysis dashboard. A clear subdivision between “general KPIs,” “technological chatbot
performance,” and “user behavior” is suggested. It is important to bear in mind that such a tool will be
subject to constant expansion and adaptation. The extent to which such a tool can be provided for the
SeKoGPTs will be evaluated shortly by the core project group.

However, to assess the acceptance of the two bots and the described benefits for customers and
employees, the thumbs-up and thumbs-down functions have already been implemented. In addition,

243



AT Support Chatbot Based on Microsoft Azure OpenAl Decker et al.

starting in 2025, both applications will be included in the annual satisfaction surveys conducted by the
IT Center and SeKo target groups.

Furthermore, future work will examine, among other things, how Azure OpenAl can be integrated
into the IT Center's ticketing tool (helpLine) as well as into the existing chat support. This integration
will address issues such as the automatic creation of support tickets from Al-based interactions when

further clarification is required.
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Figure 4: Further connection at customer support

In summary, the current implementation of the two SeKoGPT solutions is only a first step toward a
more extensive use of Al in customer support (SeKo). As outlined above, numerous possibilities remain
open regarding how Al can support and improve general customer support, benefiting both support staff
and customers. However, to ensure the highest possible user acceptance, it is necessary to establish
regular quality assurance measures to guarantee that the chatbot consistently provides correct and
helpful answers. In the long term, ensuring defined and automated checks of the underlying
documentation on which the chatbots are based, as well as automated monitoring of the documentation
and the chatbots' response behavior using text mining and sentiment analysis, will be another
challenging aspect for the future. Ultimately, only chatbots that generate friendly, accurate, and useful
answers that genuinely assist users will be accepted by the user community and thus achieve the goal
of relieving the burden on employees.
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