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Abstract

This work develops the procedure for the construction of a pseudorandom binary
generator based on a structure made up of two blocks of four Linear Feedback Shift
Registers (LFSR) each, to which nonlinear filtering functions are attached, which
deliver sequences binaries that are combined using a block containing the combination
devices.

The process includes: characteristics of the LFSR, definition of the model, choice of
the different LFSR, selection of Boolean functions based on their optimal cryptographic
properties, key, composition of the generator with the selected elements, choice of the
statistical randomness tests to be used and the criteria to analyze the results,
implementation with one hundred different keys and verification of the randomness of
the set of sequences obtained.

Keywords: LFSR, generator, key, boolean function, non-linearity.

1 Introduction

Pseudorandom Pseudorandom binary generators must provide quality sequences and must also be
unpredictable and easy to implement, but fundamentally they must have a period of significant length.
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It is in these terms that a model that responds to such demands is proposed. The chosen modality
is based on the non-linear combination of generators formed by two blocks of four LFSRs, each one,
which has a non-linear Boolean filtering function coupled [1], [2].

The construction procedure of a pseudorandom generator with these characteristics requires
several stages:

e  Pseudorandom binary generator
o Characteristics of the LFSR
o Definition of the model.
o  Election of the different LFSR, which make up each block.
o Selection of four-variable Boolean functions based on their optimal
cryptographic properties.
o Key and procedure to generate the initial states of the LFSR.
o Composition of the generator with the elements already selected.
e  Tests of randomness
o Choice of the statistical tests to use and the criteria for analyzing the results.
o Put the generator into operation with one hundred different keys and perform
the necessary randomness tests on the sequences obtained.

2 Pseudorandom binary generator

2.1 Characteristics of the LFSR

The LFSRs used have the following structure indicated in Figure 1, the LFSR itself has a coupled
connection polynomial that generates the linear feedback. The polynomial must be primitive, to
achieve the maximum period of the sequence. Additionally, the four-variable Boolean function is
attached, which produces non-linear filtering.

Primitive connection

polynomial
X244
LFSR
alblc|d LFSR registers
VVVY
Four-variable nonlinear S
filtering boolean function Exit

Figure 1: LFSR Scheme
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2.2 Schematic definition of the model

The generator is composed of two blocks of four LFSRs that produce eight binary sequences and a
block for their combination, which contains two majority functions of three variables and a Boolean
function of four variables. Each of the LFSRs has a nonlinear filtering four-variable Boolean function
coupled to it. The left block provides four sequences, three are combined by the majority function and
their result together with the fourth sequence feed the final join Boolean function. The same goes for

the right block. Everything described is visualized in Figure 2:
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2.3 Choice of the different LFSRs

The lengths and primitive polynomials [3], [4], [5] of the LFSRs that make up each block are
those indicated in Table 1:

Block LFSR Lengths Primitive polynomials
1 31 P(x); =x3t + x5 +x3 +x8 +1

Left 2 37 P(x), =x3 +x22 +x + x> + 1
3 59 P(x); = x5 + x5% + x%0 + x26 + 1
4 53 P(xX),=x%3+ x50 +x* +x?°+1
5 59 P(x)s = x5 + x> + x%0 + x26 + 1

Right 6 47 P(x)g=x*" +x32 + x4+ x11 +1
7 53 P(x), = x5 + x50 + x*1 + x20 + 1
8 61 P(x)g = x5 + x* + x19 + x> + 1

Table 1: LFSR, lengths and primitive polynomials of the Generator

2.4 Boolean function selection

Boolean functions of four variables are adopted, both for those that perform non-linear filtering
and the one that fulfills the combination task. For the selection, some of the desirable cryptographic
properties for these functions are taken into account.

2.5 Desirable cryptographic properties

Below are some of the most cryptographically significant properties, adopted for this work [6],
[71, [8]:

* Balanced Function

« High non-linearity

* Meets strict avalanche criteria (SAC)

Following the criteria indicated above, the accepted Boolean functions are shown in Table 2 and
Table3:

LFSR registers

% .25
fnar %ég%g a b c d

m = 8

Block Nonlinear filtering functions

fga,=a-c@db-cPa-dPb-dPc-d yes 4 vyes 3 17 23 26
Left fgo=a-cPb-cHdBa-ddb-d yes 4 yes 1 17 23 35
forp=b@a-cBb-cBd®dc-d yes 4 yes 1 6 12 28
fissg=a@a-b@PchPb-chb-d yes 4 yes 1 7 13 27
frron=a@b@Pa-cBb-cPc-d yes 4 yes 6 14 27 34
Right f,;0;=a@PcPa-ddb-dPc-d yes 4 yes 6 16 25 31
fog1=a@a-cdb-cd@Dc-d yes 4 yes 3 10 16 26
frep=a@a-bPcBa-chHa-d yes 4 yes 3 9 18 25

Table 2: Boolean functions of four variables adopted for nonlinear filtering
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Binary sequences

bsl bs2 bs3 bs4

fNAF

Balanced
Non-
linearitv
SAC
compliant

Block Combination function
Comb. f,,,=a-b@a-cPdb-cPdBb-dPc-d yes 4 yes a b c d
Table 3: Boolean function of four variables adopted for combination

2.6 Key

To create the initial states of the different LFSRs, a process is carried out that uses a 32-character
key, which expressed in ASCII code (American Standard Code for Information Interchange), is 256
bits long. The key is subjected to a cryptographic process, which is indicated in Figure 3.

Password 32 characters
v
Conversion to ASCII

v

Vector K

; \ 4 ;
Permutation PK1 Permutation PK2 Permutation PK3
A 4
Majority Function

Vector SK

v

Initial States of the LFSR

Figure 3: Key to the generator

The permutations are calculated with a multiplicative congruent generator [9]. The generator has
the following expression:

Xip1 = (ay - x; )mod m,, — (a, = multiplier; m, = module; x, = seed)

Table 4 shows the values of the vectors, modules, multipliers and seeds:

Vector module multiplier seed
PK1 1048573 1759 3249
PK2 1048573 1759 3271
PK3 1048573 1759 3301

Table 4: Vectors, modules, multipliers and seeds

144



Pseudorandom Binary Generator Based on the Combination of Linear Feedback ... N. Debnath et al.

The operation results in a 256-bit vector SK[j], which will provide the initial states of the LFSR,
sequentially.
2.7 Composition of the generator

With the previously selected components, the structure of the pseudorandom binary generator is
completed, Figure 4.
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Figure 4: Pseudorandom binary generator scheme with selected LFSR bits and Boolean functions
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3 Tests of randomness

3.1 Choice of statistical tests

The statistical test suite for random and pseudorandom number generators for cryptographic
applications was selected from the National Institute of Standards and Technology (NIST) Special
Publication 800-22 revision 1a, from the work of Rukhin (et al.) [10]. Table 5 shows the statistical
tests for random and pseudo-random numbers that make up the package.

Statistical Tests for Random and Pseudorandom Number

1 Frequency (Monobit)

2 Frequency Test within a Block

3 Runs Test

4 Test for the Longest Run of Ones in a Block
5 Binary Matrix Rank Test

6 Discrete Fourier Transform (Spectral) Test
7 Non-overlapping Template Matching Test
8 Overlapping Template Matching Test

9 Maurer's "Universal Statistical" Test

10 Linear Complexity Test

11 Serial Test:

12 Approximate Entropy Test

13 Cumulative Sums Test (Forward)

14 Cumulative Sums Test (Backward)

15 Random Excursions Test

16 Random Excursions Variant Test

Table 5: Statistical Tests for Random and Pseudorandom Number NIST 800-22

3.2 Tests on the generator

One hundred binary sequences of 1,000,000 bits were analyzed, obtained from the generator from
one hundred different keys.
The significance level adopted for the statistical tests is:
a = 0.01
The null hypothesis is:
H, - p_value > 0.01

3.3 Results analysis

Following the directives of NIST 800-22, to analyze the results, the proportion of samples that
pass the tests is determined, and with this data a point graph is constructed, where it must be met that
all points are within the upper and lower limits, to accept that the tests were successful.

a(l—a)
LS,LIZ(l—(X)iS' T
In our case:
k=100
And the chosen significance level is:
a = 0.01
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The upper limit is:

a(l—a)

IS=(1—-a)+3- T:l.oz
0.01(1 — 0.01)
LS =(1-0.01 ¢ ——==1.02
S=( 0.01) +3 100 0
The lower limit is:
a(l—a
LI=(1—(Z)—3' %20.96
0.01(1 — 0.01)
LIr=(1-001)-3:- |———==0.
( 0.01) — 3 100 0.96

3.4 Proportion of samples that pass the tests

All tests are considered and the results are indicated in Table 6:

N. Debnath et al.

Statistical Tests for Random and

Pseudorandom Number Total Pass Ratio  Upper Lower
1 Frequency (Monobit) 100 100 1.00 1.02 0.96
2  Frequency Test within a Block 100 100 1.00 1.02 0.96
3  Runs Test 100 97 0.97 1.02 0.96
4 'Igtlag::lior the Longest Run of Ones in a 100 100 1.00 102 0.96
5 Binary Matrix Rank Test 100 99 0.99 1.02 0.96
6 _IIZ_);(t:rete Fourier Transform (Spectral) 100 99 0.99 102 0.96
7 _II\_Ié)Srl—overIapplng Template Matching 100 100 1.00 102 0.96
8 Overlapping Template Matching Test 100 100 1.00 1.02 0.96
9 Maurer's "Universal Statistical" Test 100 97 0.97 1.02 0.96
10 Linear Complexity Test 100 99 0.99 1.02 0.96
11 Serial Test: 100 97 0.97 1.02 0.96
12 Approximate Entropy Test 100 98 0.98 1.02 0.96
13 Cumulative Sums Test (Forward) 100 100 1.00 1.02 0.96
14 Cumulative Sums Test (Backward) 100 100 1.00 1.02 0.96
15 Random Excursions Test 100 97 0.97 1.02 0.96
16 Random Excursions Variant Test 100 97 0.97 1.02 0.96

Table 6: Proportion of samples that pass the tests

The result can be seen in the graph, the points are within the acceptance limits, finally the
sequences delivered by the generator pass the randomness tests, in Figure 5:
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Figure 5: Dot plot

4 Conclusions

A device was designed that non-linearly combines the sequences produced by two groups
composed of four LFSRs each, with coupled non-linear filtering functions. Each group of LFSRs
produces four binary sequences each, which are mixed using a merge block to obtain the final
pseudorandom binary sequence.

The LFSRs that make up each generator have primitive connection polynomials, which ensure the
maximum period in the resulting sequence.

Boolean functions are responsible for the non-linear process and the final combination, they
guarantee the best cryptographic performance. Once the selection process was carried out, the
functions were incorporated into the generator to then put it to work with different key values and
generate the respective binary sequences.

Statistical tests of randomness and a subsequent interpretation of the results were carried out on
them.

The results obtained were satisfactory, so the model presented is considered valid for the
generation of pseudorandom binary sequences of good cryptographic quality.
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