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Abstract

We introduce a language-parametric calculus for k-safety verification - Cartesian Reach-
ability logic (CRL).

In recent years, formal verification of hyperproperties has become an important topic
in the formal methods community. An interesting class of hyperproperties is known as
k-safety properties, which express the absence of a bad k-tuple of execution traces. Many
security policies, such as noninterference, and functional properties, such as commutativity,
monotonicity, and transitivity, are k-safety properties. A prominent example of a logic that
can reason about k-safety properties of software systems is Cartesian Hoare logic (CHL).
However, CHL targets a specific, small imperative language. In order to use it for sound
verification of programs in a different language, one needs to extend it with the desired
features or hand-craft a translation. Both these approaches require a lot of tedious, error-
prone work.

Unlike CHL, CRL is language-parametric: it can be instantiated with an operational
semantics (of a certain kind) of any deterministic language. Its soundness theorem is
proved once and for all, with no need to adapt or re-prove it for different languages or
their variants. This approach can significantly reduce the development costs of tools and
techniques for sound k-safety verification of programs in deterministic languages: for exam-
ple, of smart contracts written for EVM (the language powering the Ethereum blockchain),
which already has an operational semantics serving as a reference.

1 Introduction

Recent years have witnessed an increased interest in formal verification of hyperproperties [12].
Unlike properties, whose validity depends on a single execution trace, hyperproperties can
relate multiple program executions. A particularly interesting class of hyperproperties are
k-safety (hyper-)properties [17, 28, 1, 12] (first introduced in [12]). A k-safety property is
a hyperproperty whose violation can be witnessed by a k-tuple of execution traces. Many
security policies - for example, noninterference (requiring that sensitive or privileged data
do not influence insensitive or unprivileged computations) or observational determinism - are
k-safety hyperproperties [10, 11, 12]. Similarly, many functional correctness properties are
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actually k-safety hyperproperties; for example, transitivity (which needs to be satisfied, e.g., by
comparators when managing data in collections), associativity (important in the map/reduce
paradigm), or monotonicity [28].

Techniques and tools for verifying hyperproperties of (finite-state) hardware [13, 18], as well
as (infinite-state) software systems have been developed. For verification of software systems
in particular, Cartesian Hoare logic (CHL), introduced in [28], extends Hoare logic to allow
reasoning about k-safety hyperproperties. In [28], the authors not only managed to give CHL
a sound and relatively complete proof system but also successfully used their logic to analyze
several natural k-safety properties of Java programs. (The verification algorithm was even
implemented in a fully automated tool.) To formalize Cartesian Hoare Logic, [28] uses a simple
imperative language, whose looping constructs are while-loops with breaks. However, extending
the approach of [28] to other constructs affecting control flow, or indeed other programming
languages, can be both highly non-trivial and time-consuming.

On the other hand, there have been recent developments in the area of language-parametric
software verification. Reachability logic (RL) [26, 27, 32] is a formalism for reasoning about par-
tial correctness of software in the spirit of Hoare logics. Being implemented in the K framework
[7], its biggest advantage is that reachability logic is language parametric: its proof system can
be used unchanged to reason about programs in any language, as long as the language has a
formal semantics in RL. Therefore, researchers no longer need to think about a particular lan-
guage construct three times (once for the operational semantics, once for axiomatic, and once
for the correspondence); additionally, a single researcher or an architect of a tool does not need
to understand both the precise (and often intricate) semantics of a programming language and
formal verification techniques, which makes division of labor possible. Through K, reachability
logic has been used to build verifiers for real-world languages, such as C ([19]), Java ([30]),
JavaScript ([30]), and EVM ([24]).

In this paper, we argue that we can indeed have the best of both worlds. We propose a
new logic called Cartesian Reachability logic (CRL), which properly extends reachability logic
to allow reasoning about k-safety hyperproperties. Similarly to CHL, CRL has a sound and
relatively complete proof system. A major advantage of CRL against CHL is that it works
with any deterministic language for which RL works; that is, with any deterministic language
which has a RL-based formal semantics. This makes CRL applicable for programs (aka “smart
contracts”) running on a blockchain since the languages used there are typically deterministic
and because many of them (e.g., EVM [20] powering the Ethereum blockchain, IELE [21]
integrated into the Cardano blockchain) already have a RL-based formal semantics.

CRL does not extend CHL, because the two logics give different semantics to properties
of nondeterministic programs; despite this distinction, CRL extends CHL on the deterministic
fragment of the CHL-supported language. We elaborate on this relation in Section 5. We draw
our inspiration from the literature on language-independent verification of partial correctness
([26, 27, 32]) and program equivalence ([9, 8]).

Contributions The approach of our paper can be summarized as follows:

e We propose Cartesian Reachability Logic, an extension of reachability logic for reasoning
about k-safety properties along the lines of Cartesian Hoare Logic.

o We define a language-parametric alternative to self-composition ([2, 14]) (Section 3.3) and

establish a relation between CRL validity of the original and RL validity of the composed
system.
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e We give CRL a sound and relatively complete proof system (Section 3.4). The proofs
in this proof system can be translated to ordinary RL proofs of the composed system
(for soundness), but also such that it allows relatively high-level reasoning about circular
behavior and lockstep execution (for ease of verification and simplicity of invariants).

2 Preliminaries

2.1 Cartesian Hoare logic

Introduced in [28], Cartesian Hoare Logic is a formalism for specifying and reasoning about
k-safety properties, in a similar way as Hoare logic is used to reason about (safety) properties.
In Hoare logic, properties are specified by means of so-called Hoare triples. These have the
shape {¢©}S{¢}, with the meaning that the formula % holds in any state after the termination
(if any) of the program S, executed from a state satisfying . In Cartesian Hoare logic, the
situation is similar: one can specify a triple (®) S; ® --- ® Si, (¥) with the following meaning;:
for any k-tuple (o1,...,0%) of states satisfying the formula ®, if we execute each program S;
in the respective state o; and they all terminate, then the k-tuple (o7, ..., o},) of the resulting
program states satisfies ¥ .

As an example, consider the program P(z,y) = while(x > 0) { x--; y++; } and the 2-
safety property of monotonicity stating, intuitively: with growing inputs x and y, the resulting
y also grows. In CHL, this can be formalized as

(r1 <@ Ay1 < y2) P(ay,y1) ® P(w2,92) (1 < y2) . (1)

The main idea here is that the formulas in the precondition and postcondition can relate vari-
ables from different executions. Cartesian Hoare logic is equipped with a proof system that
allows one to prove the validity of CHL triples. This proof system contains rules? like

(P Acy (BL; S)® R () (®A-c) (B2; 8)® R ()
(®) ((if (c) Bl else B2); S) ® R (V) (2)

that replicate standard Hoare-logic reasoning, and is sound and complete. However, what is
more interesting, the proof system allows one to perform lockstep reasoning, even for loops.
This is achieved by means of the following rule (version for two executions):

®=171 (INciANc2)Bl®B2(I) (IA-cg) while(ep)B1 (U) (I A-eq) while(co)B2 (U)
(®) (while (c¢1) B1) ® (while(cp) B2) (U)

Note that the invariant I, assumed by this rule, can relate variables from both executions.
The rule breaks reasoning about a pair of loops into three cases: the case where both loop
conditions hold and two cases where one of the conditions does not hold. In the first case,
both loops are executed “in lockstep”, performing one iteration each, and their execution must
preserve the invariant. In the remaining two cases, only one of the loops executes (in a state
satisfying the invariant and negation of the other loop condition), resulting in a state satisfying
the postcondition.

1An important technical assumption here is that every program S; operates on its own set of program
variables, distinct from variables of other programs S; (for i # j) - otherwise, the formulas ® and ¥ would not
be able to distinguish between program variables of different programs.

2We have changed the notation slightly compared to the original paper.

407



CRL: A Language-Independent Logic for k-Safety Tusil, Serbanuta, and Obdrzalek

This lockstep reasoning is a powerful tool because the required invariants (relating different
executions) are often very simple. For example, consider the program P(z,y) and the formula
(1) above. In this case it is enough to choose the invariant to be the same as the precondition
(i.e. I =x1 <a9Ay; < ya). To prove the above example without lockstep reasoning, one must
find (non-relational) loop invariants strong enough to summarize the whole loop.

Unfortunately, lockstep reasoning rules become more complicated as one adds other features
into the language — for example, the break statement (as done in [28]). It is not immediately
obvious how to extend this approach to handle, e.g., recursion, continue, or goto. We also
observe that a single language feature (while loops) needed to be considered five times in order
for CHL to support it soundly: the semantics of while is present in the operational semantics
of the target language, in the Hoare logic for that language, in the Cartesian Hoare logic for
that language, and in the proofs of soundness for both of the logics.

This paper aims to make the above ideas available for any deterministic language. Therefore,
we review some tools from recent literature on language-parametric program verification in the
following subsections.

2.2 Matching Logic

Before introducing reachability logic, we must first talk about matching logic, on top of which
reachability logic is built. We work with the variant of matching logic described in [32, 27].
(There are other variants of matching logic, e.g. [6, 5], which are of no particular interest for
this paper.)

A matching logic formula (commonly known as a pattern) is a first-order logic (FOL) formula
which additionally allows terms (with variables) over some signature ¥ as nullary predicates
(we refer to these as “terms-as-predicates”). To enable reasoning about programming language
syntax and semantics, the signature often contains the syntactical constructs of a programming
language of interest. A typical example of a matching logic formula is @ezampie, defined as®

Cegample = K x==; | x> X > A (X > 1 = true) (3)

which, when interpreted in a model of a particular programming language, denotes the set
of program configurations in which “x--;” is the code to be executed next, and the program
variable x has a value X that is greater than 1. In this example, the subformula <« x--; |
x — X > is a nullary term used as a predicate (term-as-predicate), with X being the only
free FOL variable. (x is not a FOL variable but a constant symbol from the signature of the
programming language.) The subterm x — X states that the program variable x has value
X, and the X >t 1 = true part then says that the realization of the function symbol “>p,”
returns the boolean value true (another constant symbol from the signature) when given X and
1 as arguments.

A matching logic ¥-model T is a ¥-algebra with non-empty carrier sets. The satisfaction
relation (M,, p) = ¢ for a model M, a model element v € M, an M-valuation p : Var — M,
and a pattern ¢, is defined inductively on the structure of ¢. The definition is as in FOL; the
main difference is the semantics of terms-as-predicates, which is given as

(M,y,p) Et < ~v=p(t) if t is a term

(where p(t) is the homomorphic extension of p applied to the term ¢). For example, we might
have a matching logic model M containing (concrete) program configurations of a particular

3In the syntax of the K framework this formula would look more like <k>x--<k><st>x |-> X</st> A
(X >Int 1 = true).
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programming language. One such configuration might be:
Vezample = K x==; | x> 3>

Then, we have that (M, Yezampie, P) = Pezample for any valuation p satisfying p(X) = 3, and
we say that Yezampie matches Yezampie 0 p.

A pattern ¢ is valid in M, written M = o, iff (M,~, p) = ¢ for every v and p. We observe
that the validity of a structureless pattern (a pattern without terms-as-predicates) does not
depend on the selected model element. Also, the validity of any pattern does not depend on
those variables the pattern does not mention. A more formal treatment of matching logic is to
be found in Appendix A.

2.3 One-path Reachability Logic

Reachability logic [26, 32] (RL) is a formalism for both a) defining formal semantics of pro-
gramming languages, and b) specifying and reasoning about partial correctness properties of
programs in those languages. On the formal semantics side, a programming language is modeled
as a reachability system S = (T,S), where T is a matching logic model (that is, a 3-algebra)
and S is a set of reachability rules of the shape ¢ =3 ¢', where ¢ and ¢’ are matching logic
patterns over X describing sets of source and target program configurations.

Each reachability system naturally induces a transition system (Tcyy, =s), whose states are
program configurations and transitions =g are defined as follows: for ~,v" € Ty we have
v =s 7' iff there is some rule ¢ =7 ¢’ € S and some valuation p : Var — T such that
(T,7v:p) E¢and (T,7.p) = ¢

As an example, consider the following reachability rule

< if (true) then P; else P | S > =<« P | S > (4)

saying that the if construct of the particular language takes the first branch (P;) whenever
the condition is true. (Typically, there would be additional rules governing the evaluation of
the condition.) This rule induces (among others) the transition

< if (true) then x++ else x——|x— 3> =5 < x++ x> 3> . (5)

On the partial correctness side, RL reuses the concept of reachability rules. For example,
one can specify that the program while(x > 0) do x--; may, if it terminates at all, reach a
configuration where nothing remains to be executed (represented by “-”) and where the program
variable x has a non-positive value, by means of the following reachability rule

< while (x>0) do x——; [x—=V > =7 IV < |x= V' > AV <y 0 = true)

Assuming the language is deterministic, this is equivalent to saying that if the program
terminates, the resulting configuration will have a non-positive value of x. Formally, we say
that a configuration v € T¢y, terminates in (7T¢ygy, =) iff there is no infinite chain v =5 71 =s
Yo =s .... A rtule of the shape ¢ =7 ¢ is satisfied in a reachability system S = (T, 9),
written S FrL ¢ =7 ¢/, iff for every v € Ty, such that 4 terminates in (7T¢yy, =s) and for any
valuation p : Var — T such that (7,7, p) = ¢, there exists some 7 € T¢y, such that v =% v/
and (T,7',p) = ¢

Reachability logic is equipped with a proof system that derives sequents of the shape
A,C FrL ¢ =7 ¢’ (where A is a reachability system and C is introduced below). The proof
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system is sound and complete: an RL claim is satisfied in S iff S,0) Fr. ¢ =7 ¢’. The set
C, initially empty, contains so-called circularities, which are claims postulated to hold but not
justified yet. Circularities, which correspond to the notion of loop invariants of Hoare logic,
enable one to reason about repetitive behavior of programs. The proof system contains a rule

ACU{p=" @Y Frep =7
A, Chrop =7 ¢

Circularity

which adds the current claim to the set of circularities. When progress is made (by means
of other rules, essentially performing symbolic execution), the claim is moved from the set of
circularities to A (using the Transitivity rule — see Appendix B.2) and can be reused, similarly
to the way one assumes a loop invariant in order to prove it again. We refer the interested
reader to [26] for more details.

Remark 1. Following the original reachability logic literature ([26, 32]), we restrict the class
of reachability systems we work with to those whose reachability rules have the shape

GAP =3¢ AP

where ¢, ¢’ are terms-as-predicates, and P, P’ contain no terms-as-predicate. As argued in these
papers, such rules can support various styles of operational semantics, including evaluation
contexts [106], the chemical abstract machine [3], and K [7]. We thus support all reachability
systems supported by reachability logic.

3 Cartesian Reachability Logic

This section introduces Cartesian Reachability logic (CRL) - a language-parametric logic for
reasoning about k-safety hyperproperties. Our aim with CRL is to make reasoning in the
style of Cartesian Hoare logic (CHL) [28] available for any deterministic language for which a
reachability-logic semantics S is available. For that purpose, we define the language of CRL
and its semantics, and demonstrate the logic’s expressiveness on a couple of examples. Finally,
we give CRL a sound proof system, which is the main contribution of this paper.

3.1 Syntax and Semantics

Cartesian reachability logic is an extension of (one-path) reachability logic. To express k-safety
properties we extend reachability rules ¢ =3 ¢’ to cartesian reachability claims of the form

[©1, ..., 6] AP =3 3v. [y o] AP

The intuitive meaning of such a claim is as follows: there are k programs embedded into k
source configurations, with i-th source configuration matching ¢;, and k target configurations
matching ¢}s. Additionally, the FOL formula P can relate the source configurations, and the

FOL formula P’ the target configurations. We call formulas of the form JY. [o1,.. o] AP
(where Y may be an empty vector) existentially-quantified constrained list patterns (ECLP).
For example, let us again consider the program

P =while(x > 0){ x—-; y++; }.
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Additionally, let £(Q, X,Y) be a pattern matching those configurations of program ) where
the program variable x has value X and the program variable y has value Y:

R, X,Y)=<Q|zx—Xy—=Y > . (6)
Then, the claim Q,,,,,, defined as

[5(P,X1,Y1),§(P,X2,}/2)] /\Xl S X2 /\}/1 S }/2
= 3X1,Y{, X3, ;. [€(e, X1, Y1), &(e, X5, Y3)] AY] < V3

(where e denotes the empty program) expresses the property that the program P is monotone.
That is, when we start an execution (using the semantics of the particular language) from
some configuration v, matching £(P, X1,Y7) and a second execution from some configuration
~v2 matching £(P, X2, Y2), if X1 < X5 and Y7 < Y3, we end up in configurations v;, ¥4 matching
&(e, X1,YY) and &(e, X5,Y5) for some X, Y/, X} Yy satisfying Y/ < Yj. Note that we need
the existential quantification on the right-hand side of claims to be able to talk about the new
values of program variables (whereas in CHL, we have original values in the precondition and
new values in the postcondition).
We formally define the semantics of a CRL claim as follows:

Definition 1 (CRL semantics). A claim [¢1,..., o] AP =33V [0h, ..., 0}] AP is valid in
a reachability system S = (T, S), written

(T,S) EcrL [(pl,...,(pk}/\Pica 3}7 [QDII,...,QD;C]/\P/,

iff for all configurations y1,...,vx € Tcpg which terminate in (Topy, =s) and any T -valuation
p, whenever (T,vi, p) = @i AP foralli € {1,...,k}, then there exist configurations 4, ..., €
Tcfg such that v; =%, for all i € {1,...,k}, and there also exists an T -valuation p' satisfying

p(v) = p'(v) for any v € Var\'Y, and (T~} p') = ¢, AP’ foralli e {1,...,k}.

As can be seen from the example above, CRL is more verbose than CHL. This is partly
because of the need to specify patterns matching the whole program configurations and partly
because of the need to existentially quantify those variables on the right side whose value is
not determined by the left side. To alleviate this problem, we introduce the following notation,
which we inherit from RL:

Notation Variables whose names start with a question mark are implicitly considered existen-
tially quantified on the right side. Also, an underscore is used to denote anonymous variables,
whose values we are not interested in. For example, we can write the claim €,,0n, as

[£<Pa X17Y1>7£(Pa X27Y2)} ANX1 < XoAY1 <Y, :Cﬂ [5(67 ?77 ?Y1>7§(6a ?ﬂ ?YVQ)}/\(]YI §7Y2 .

3.2 CRL as an extension of Reachability Logic

We want to point out that one cannot handle k-safety properties directly in RL, by simply
replacing a CRL claim with k£ components by k RL claims. The reason is that in CRL formulas,
one can relate variables from different components.

In CRL, one can localize the “global” constraints; for example, the claim €5y, is equivalent
to

[€(P, X1,Y1),&(P, X2, Y2) A X1 < Xo AY1 < Vo] =7 [€(e,7.,71),&(e, 7-, 7Y2) A?Y] <7Y5].
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However, if one were to “split” the CRL claim into two, the resulting claims might express a
different property than monotonicity. For example, the two claims

€Q, X1, YI)ANX1 < Xo AV <Yy =7 {(e,7X1,7%1) (7)
£(Q, X0, o) A X1 < Xa AV <Yy =7 £(6,7X2, 7Y2)A?Y) <7V, (8)

hold for any reasonable program ) (meaning that @ either executes fully or diverges), because
7Y7 in the second claim is unrelated to 7Y7 in the first claim and thus one can set it to the value
of 7Y3. On the other hand, if in the second claim we renamed ?7Y; to Y/ (without a question
mark), the claim would require that ?Y3 is greater than or equal to any integer (because Y7 is
not present on the left side), which clearly cannot hold.

On the other hand, CRL is an extension of RL in the following natural sense: If we restrict
configuration lists in CRL claims to contain a single configuration each, validity of CRL and
RL claims neatly coincide (the proof of the following proposition can be found in Appendix B):

Proposition 1. (T,S) FcrL [P] AT =3 [@]AT < (T,S)EFrLp == ¢ .

3.3 A language-independent alternative to self-composition

Before presenting a proof system for CRL, we must first discuss a concept crucial to proving
its soundness. Self-composition [2, 14] is a technique where a program P together with a
k-safety hyperproperty is reduced to a sequential composition of P with itself (with renamed
variables) together with a safety property. This technique allows one to use tools and techniques
for verification of safety properties to perform verification of k-safety hyperproperties. The
challenge here is to generalize self-composition to work with any deterministic language, even
if we do not know in advance how the language implements sequential composition, if at all.

To address this issue, we present a novel, general technique, which we call star extension.
The main idea is to transform a CRL claim into a RL claim over an extended reachability
system, whose configurations are lists of configurations of the original system. The function
flatten then converts an ECLP (which contains a meta-level list of matching logic patterns) into
a matching logic formula (containing an object-level list) that matches lists inside the model.
The transformation is quite straightforward but technical, and we refer an interested reader to
the Appendix B.1; here we state the main theorem:

Theorem 1. There exist a function _* on matching logic signatures, a (equally-named) function

_* from reachability systems over ¥ to reachability systems over ¥*, and a function flatten from
ECLPs over ¥ to matching logic ¥*-formulas, such that

SErL U =V «— S* kg flatten(V) = flatten (V)

The price paid for self-composition is that the property of the self-composed program is often
hard to reason about. Therefore, in [28], the authors do not apply self-composition directly, but
only use its soundness to justify their technique - namely, the soundness of their proof system,
which avoids the explicit construction of self-composed programs. We use the star extension
for the same purpose.

3.4 Proof System for CRL

We are now ready to give Cartesian Reachability Logic a proof system to facilitate mechanical
reasoning. While the intuition behind the semantics of CRL is similar to that of CHL, with only

412



CRL: A Language-Independent Logic for k-Safety Tusil, Serbanuta, and Obdrzalek

a few minor differences, coming up with a proof system for CRL is not straightforward. One
could attempt to reuse the proof system of CHL and modify it somehow to be independent
of the particular programming language. Since many CHL rules (e.g., its If rule shown in
Equation (2)) are simply Hoare logic rules acting on a particular component of a tuple of
formulas (that is, symbolic states), one could, for example, lift rules of reachability logic (RL)
to the tuple-context and be done. That would indeed work, and the resulting proof system
might even be complete.

However, the distinguishing feature of Cartesian Hoare Logic is not its completeness but
its ability to simplify reasoning by performing lockstep execution of loops, because that can
“greatly simplify the verification task (e.g., by requiring simpler invariants)” ([28]). To achieve
that, it is not enough to just lift RL rules to tuple-context. And it is not entirely obvious how
to support lockstep reasoning involving construct with repetitive behavior: in order to support
while-loops with break, Cartesian Hoare logic itself uses five additional fairly complex rules
(besides the lifted Hoare logic rules) that need to reflect the precise semantics of this construct.

We provide a single proof system consisting of only eight rules (Figure 1); the proof system
is agnostic about the kinds of constructs with repetetive behavior that the supplied language
supports, but enables lockstep reasoning about such constructs. The proof system derives
claims of the shape

(T.8) Fere @ Vg ¥

where ®, ¥ are of the shape 3X. (¢1,.-.,9k) A P. One can think about ® as representing a
premise, while ¥, which propagates through the proof rules unchanged, as representing a con-
clusion. For each i, ¢; is a matching logic pattern representing a particular component, and
P is a FOL formula (global constraint) relating variables from different components. The sets
C and E contain synchronization points and enabled synchronization points, respectively. To-
gether, they implement the concept of an invariant relating different components. In particular,
set C represents the invariants that were postulated right now, while set E represents those
postulated in the past and ready to be used. Initially, the proof search starts with £ = C = ().

Similarly to circularities of reachability logic, synchronization points allow us to reason
coinductively* about (cartesian) reachability claims: one can introduce them at any point of the
proof, but they can be used only after progress has been made by means of symbolic execution.
The progress requirements resemble the concept of productivity of co-recursive definitions.

The rules of our system are fairly simple, and general in the sense that none of them has the
semantics of any particular language construct hard-wired into it. We now explain the proof
rules of CRL (shown in Figure 1) one by one.

e The Circularity rule is a key rule which allows lockstep reasoning about arbitrary program
constructs. It allows the user to postulate the validity of the current claim by means of
adding the current premise into the set of synchronization points, from which a k-tuple
of program configurations satisfying the postcondition is claimed to be reachable. Once
progress is made (by means of the Step rule), the added synchronization points are enabled
and can be used to finish the proof using the Axiom rule.

e The Step rule performs symbolic execution on a selected component i (represented by
¢;) using the semantic reachability rule ¢ =7 ¢’ € S. For this rule to apply, its left
side () has to match all the program configurations matching ;. Therefore, the rule
decomposes ; into ¢ and an additional constraint P’, which can be thought of as a part
of path condition that is local to the component 7. This local path condition P’ is then

4A formal treatement of the relationship between coinduction and reachability logic is to be found in [23].
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(T,S) Fere ¥ bouquy,e ¥/
(T,S)Fere ¥ Yo g V'

Circularity

p=>¢ €8
TE@+eNP
P’ is a, FOL formula
(T,8) Fere @1, @im1, 0" AP 0ig1, .., 0k] AP g cupy O

Step -
(T,8) FerL [@1, -+ -5 Pim1, s Pit1s -+ - Pk ANPlce ¥
. UekF
Axiom p
(T,8)Fecre ¥ Jo,p ¥
Reflexivity
(T, S) Fere U lL(D,E v
(Ta S) l_CRL [Qola sy Pi—1 Pis Pitls - @k] A P’ ‘UC7E 4
Case (T,S) Fere [@1s- -+ Pic1, Vi, Pit1s - o6) AP Jop U
(T7 S) FCRL [@17 ceey Pi—1, (@1 V 1/}1)7 Pitlyeey @k} A P, ‘UC,E \III
Conseq (T,S) FerL @ bop ¥ T | flatten(®) — flatten(®')
(T,S)bFere @ Jo,p 0
Abstract g FV(W) (T,8) Fer 3. [@1,. o6 AP lop ¥

(T.S) Fere 3X,Y . [1, ..., o] AP Uop ¥

(T*,S8* U flatten® (E, ")), Fr. flatten® (T, ¥')

Reduce p
(T,S) Fere ¥ Uop ¥

Figure 1: A proof system for CRL

used to constrain the right-side ¢’ of the selected rule. This proof rule also enables the
synchronization points from C by adding them to F.

e The Axiom rule uses an enabled synchronization point to finish the proof.

e The Reflexivity rule can be used to finish a proof when the premise corresponds to the
conclusion.

e The Case rule implements case analysis on a selected component 3.
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e The Conseq rule is used to weaken (or generalize) the premise. It can also be used to
propagate information between components and the global constraint.

e The Abstract rule can be used to remove existential quantifiers from the premise. In-
tuitively, this corresponds to a proof step in first-order logic that replaces an existential
quantifier on the left side of an implication with a universal quantifier over the implica-
tion, assuming that the variable bound by the existential quantifier does not occur free in
the right side. In our setting, the typical way of obtaining a top-level existential quantifier
in the premise is by means of the Conseq rule.

e The Reduce rule is a way to get completeness into our proof system: it reduces the goal
to reachability logic reasoning. This rule also provides a way to prove properties that do
not benefit from lockstep reasoning.

The soundness of the proof system, as stated by the following theorem, is the main technical
result of this paper.

Theorem 2 (Proof system soundness).
(T, 8) Fert Wiy p W' = (T,5) Fer ¥ = W/

In order to prove this theorem, we will need (beside Theorem 1, which we discuss in the pre-
vious section) a technical lemma stating that one can generate an RL proof on a star-extended
system from a CRL proof. This lemma is the second major component of the soundness proof
of CRL and its proof can be found in Appendix B.2.

Lemma 1.

(T,S) FerL ¥ Y p ¥V =

(T*,5* U flatten™ (E, V")), flatten®(C, V') Fry flatten® (¥, ¥')
With all the technical tools is place, the proof itself is a straightforward affair:

Proof of Theorem 2. Assume (7,S) Fcre ¥ Jgg ¥'. By Lemma 1, we have (7,S) Fgre
flatten® (U, ¥"). By soundness of reachability logic, we have (T, S) Er. flatten® (¥, ¥’). By
Theorem 1, we have (7, 5) Fcr. ¥ =7 ¥/ and we are done. O

The proof system is also relatively complete (with respect to an oracle deciding validity in
the underlying matching logic model T).

Theorem 3 (Relative completeness).
(T,S) Ecre ¥ =7 U = (T,85) Fere ¥ g ¥/
Proof of Theorem 3. Assume (T,S) Fcre ¥ = ¥'. By Theorem 1, we obtain
(T*,8*) Er. flatten? (T, ¥').
By relative completeness of reachability logic, we obtain
(T*,8*) Fre flatten? (T, ¥')

and we conclude the proof using the Inherit rule. Note that to apply relative completeness of
RL, we need to have an oracle for deciding validity in the extended model. A construction of
such oracle from the oracle for deciding validity in 7 is in Appendix B.3. The main idea is to
reduce reasoning about list of configurations to reasoning about single natural numbers, using
Godel’s § function for representation if sequences of natural numbers. O
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Our completeness result is similar to the completeness result of CHL in the sense that the
completeness does not involve features used for lockstep reasoning. It would be interesting to
investigate whether we can have some complete proof system without the Reduce rule; we leave
this for future work.

One may ask the question, “why give CRL a new proof system if one can perform the
same reasoning by means of Theorem 1 and the existing proof system of reachability logic?”.
The answer is the following. When one reduces a CRL goal into RL using Theorem 1, the
function flatten appears in the goal. To perform reasoning using the RL proof system, one
then has to either simplify the goal by unfolding the definition of flatten, or use (and prove)
some helper lemmas about the effect of applying RL proof rules on RL goals containing flatten.
In the first case one lowers the abstraction level and have to reason about matching logic
formulas containing translations of other matching logic formulas into FOL, which then makes
RL reasoning difficult. In the second case, however, one may end up proving lemmas which,
when combined, result in a proof system for CRL. Indeed, the soundness of our proof system
is established by a (meta-)proof which constructs a RL proof from a CRL one (Lemma 1).

4 An example proof involving lockstep reasoning

We now present an example proof sketch using our proof system; the proof involves lockstep
reasoning. To ease the notation, we write simply ¢, instead of ¢, = true for boolean-sorted side
conditions t;. Consider again the claim €,,,,, from Section 3.1:

[€(P, X1,Y71),&(P, X, Yo)] A X1 < Xo AYy < Yo =7 [€(e,7.,7Y1),&(6, 7., 7Y2)|A?7Y] <?Y5.
Let U/

mono

Simp Fere [E(P, X1, Y1), 6(P, X2, Y2)| A X1 <pt Xo AY1 <t Yo bog Vhono -

denote the right side of the =°3 above. We want to prove

To do so, we first want to add the current premise as a synchronization point. However, we
need to make the synchronization point more general than the current claim, as we will see
later in the proof. Therefore, we first apply the Conseq rule to change the goal to

Simp Fere 3X1, Y1, Xo, Yo. [€(P, X1, Y1), §(P, X0, Y2)) A X1 <pot Xo AY1 <p Yo g g )

mono ?

then apply the Circularity rule, followed by application of the Abstract rule, which basically
changes the goal back, except that now we have a general synchronization point. The goal is
now

Simp FerL [E(P, X1, Y1), E(P, X2, o)A X1 < Xo AYL < Yo lg, o V!

syncs mono ’

where
(bsync = Simp l_CRL HXlayiaX27}/2- [5(P7X1aY'].)7€(P7X2aYv2)] /\Xl Slnt X2 /\YVI Slnt Yé .

Now we perform symbolic execution on both components, using repeated applications of the
Step rule, enabling the synchronization points. The exact details depend on the exact rules of
Simp, but assuming that the semantics of the while statement is defined by unrolling into the
if statement, we end up with a goal like

Simp FerL [E(1F (X1 > ) {y++;x--;P}, X1, Y1), £(1f (X > 0) {y++;x--;P}, X5, Y3)]
ANX1 <t Xo ANY1 < Yo Up o, V)

syne mono ’
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Now we want to perform case analysis. To do so, we first use the Conseq rule to obtain
disjunctions of patterns at the respective components; then we repeatedly apply the Case rule,
leading to four goals; finally, we use the Conseq rule to propagate the constraints from the
components to the global constraint. Then, the four goals will be as follows (the differences are
shown in blue):

Simp Fere [€(1f (true) {y++;x-—;P}, X1,Y7),E(if (true) {y++;x-—;P}, X5, Y3)]
ANXT <t Xo AY1T <pp Yo AN Xy >0 OANXo >0 0l s, P

sync mono

(9)

Simp Fere [E(1 (true) {y++;x——;P}, X1, Y1), &(if (false) {y++;x--;P}, X, Y2)]

10
AX1 <pt Xo AY1 <pnt Ya A X1 >0 0N Xo < 0 4g,0,,, Pinono s (10)
Simp Fere [(Af (false) {y++;x--;P}, X1, Y1), &(if (true) {y++;x-—;P}, Xo, Y2)] (11)
AX1 <t Xo AY1 <t Ya A X1 <100 OA X2 > 100 0 4g.0,,. Vinono s
Simp Fere [E(1 (false) {y++;x——;P}, X1, Y1),8(if (false) {y++;x-—;P}, X, Y3)] (12)

ANX1 <pt Xo AY1 <pp Yo A X1 <pt OAXo <t 0 g0, 7,

sync mono *

The case in Equation (12) represents the situation when both loops have finished their
execution. We can solve this case by symbolically executing both programs (using the
Step rule) to the end. It is easy to see that then the premise implies the conclusion;
therefore, we finish this case by generalizing the premise (using the Conseq rule) to be
exactly the conclusion, and then applying the Reflexivity rule.

The case in Equation (10) represents the situation when the first loop continues execution
and the second is finished. This can never happen - we see that the side condition is
contradictory. We finish this case using the Reduce rule.

The case in Equation (11) represents the complementary situation - the first loop has
finished its execution, while the second loop continues. This requires inventing an invariant
capturing the idea that the execution of the second loop can only increase the difference
between the values of y. We can Reduce this subgoal to simple RL reasoning. We could
also prove this case without Reduce, using the other rules, but lockstep reasoning does
not help there.

The case in Equation (9) is the one when we utilize the ability to perform lockstep
reasoning. We symbolically execute both components until their program parts become
the while loops again; that is, P. The goal is now

Simp FerL [E(P, X1 —1nt 1, Y1 410t 1),6(P, Xo — 1t 1, Y2 + 152 1)]
ANX1 <pt Xo AY1 <pp Yo A X1 <pnt OA X <pt 0 g0, U,

sync mono *

which implies the synchronization point ®,,. which is already enabled. We can therefore
conclude the proof using Conseq and Axiom.

We observe that the proof is rather low-level. On the other hand, the proof system itself is

very simple, and one can prove derived rules that raise the abstraction level, as we show in
Appendix B.4.

417



CRL: A Language-Independent Logic for k-Safety Tusil, Serbanuta, and Obdrzalek

5 Related Work and Discussion

5.1 Language-parametric verification

The idea of a Circularity rule is already present in the existing literature on reachability logics
[26, 27, 32], where it was used to generalize the notion of loop invariant. However, RL can not
be used to reason about k-safety hyperproperties and does not perform lockstep execution. The
literature on language-independent equivalence checking also contains the idea of a Circularity
rule. In [9], circularities are used to synchronize executions of different programs (possibly in
different languages); however, the proof system of [9] can be used only to reason about full
program equivalence and not about k-safety hyperproperties. What makes the proof system
of [9] really unusable in our situation is the fact that its Circularity rule

SF =T ‘P?L SF o =7 90/2 S Fequiv <‘10/1790/2> I B
S l_equiv <(P17 <P2> l}oo E

requires all the components to make progress (denoted by the “plus” sign on top of the arrows)
before the circularity can be used, which would prohibit RL-style reasoning when one component
has already finished execution.

We believe that all the mentioned proof systems that use a variant of the Circularity rule
are instances of a more general framework, known as Circular coinduction in the literature [25].

5.2 Relation to Cartesian Hoare logic
5.2.1 (Non)determinism

We base our work on the one-path variant of reachability logic. Consequently, CRL inherits
a known limitation of one-path reachability logic: that the tight correspondence between one-
path RL and Hoare logics is limited to deterministic languages. This is because in the CRL
semantics we existentially quantify over reachable configurations, while in CHL, target states
are quantified universally. Despite that, we can prove the following theorem (the proof is
technical and can be found in Appendix B.5).

Theorem 4. CRL extends CHL on the deterministic fragment of the CHL-supported language.
That is, assume a sound reachability-logic formalization (that is, a reachability system) Siyp
of the CHL’s imperative language. Then there exist translation functions tr and end such that
given any statement P in the deterministic fragment of the CHL’s imperative language and any
first order formulas ¢, 1,

Fouw el P l|Y]| <= Smp Fere tr(P, @) =7 end(P,1).

5.2.2 Similarities

Our understanding of the inner workings of CHL is based on the extended, unpublished version
([29]) of [28]. There, the authors define a linearization operation on lists of programs, which
roughly corresponds to our star extension of the language’s semantics. Then, the authors
prove lemmas saying that a CHL triple with a list of programs inside is derivable in the CHL
proof system if and only if a Hoare triple having the same list of programs but linearized
inside, is derivable; the ”only if” implication corresponds to our Lemma 1, where we construct
an RL proof from a CRL proof, while the ”if” implication corresponds to our Reduce rule.
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Furthermore, in the proof of soundness of CHL, the authors assume soundness of the self-
composition technique; self-composition corresponds to our star extension and its soundness
to our Theorem 1. Finally, [29] assumes soundness and relative completeness of the underling
Hoare logic; similarly, we assume soundness and relative completeness of reachability logic.
However, for completeness, we had to prove that the star extension preserves decidability of
validity.

5.2.3 Differences

There are also differences between the CHL and CRL techniques. First, our proof system has
only 8 rules, and they do not mention any programming language construct, while CHL has 17
rules (not counting the Expand rule), half of which are specific to the underlying language.

Second, there is a redundancy between the language-specific CHL rules and the Hoare logic
rules of the programming language: for example, the conditional statement (”if”) has (1) a rule
in the formal semantics of the language, (2) a rule in the Hoare logic (not shown in the paper),
and (3) a rule in CHL. When considering that the three rules have to play nice together (that
is, CHL and Hoare logic rules have to be sound with respect to the semantics), someone had
to think about the conditional statement at least five times. We consider this to be highly
uneconomical - and the situation is even worse for the looping construct (”while-with-breaks”),
which is supported using additional CHL rules. In contrast, in the CRL/RL framework, it is
enough to design each language construct once - when giving its operational semantics.

Third, in CHL the support for lockstep reasoning is hard-wired into the rules for loops,
while in our framework, lockstep reasoning is not limited to loops, but can support arbitrary
sources of circular behavior - including loops, recursion, gotos.

5.3 Other Related Work

In [15], the authors develop a logic for hyper-triple composition (LHC) that allows reasoning
about k — safety properties compositionally. Similarly to CHL, LHC targets a particular small
imperative language. We believe that compositionality is orthogonal to language-parametricity,
and thus we would like to generalize their work to language-parametric settings in future work.

A game-based technique for verifying software hyperproperties beyond k-safety has been de-
veloped in [4]. This technique works with symbolic transition systems, so it already is language-
independent in some sense. However, it is not clear how to use the technique with an arbitrary
language L, without writing a compiler from L to symbolic transition systems first.

6 Future Work and Conclusion

We have presented Cartesian Reachability logic - a logic for reasoning about k-safety hyper-
properties in any deterministic language equipped with a RL-based operational semantics. The
logic has a simple, sound, and complete proof system and allows lockstep reasoning similar to
Cartesian Hoare logic. Instantiating CRL with a new language does not require any changes to
the soundness proof; therefore, CRL has the potential to significantly reduce the costs of the
development of tools and techniques for k-safety verification.

In the future, we want to develop a variant of CRL that would not require the language to
be deterministic. We believe this to be viable because (1) CHL has some support for nonde-
terminism and because (2) reachability logic, on which we base our work, has a newer variant
that supports nondeterminism, too. On the theoretical side, we would like to know whether
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our proof system would be complete even in the absence of the Reduce rule. An orthogonal line
of future research is compositionality: we would like to enable compositional reasoning using
the technique developed in [15]. Finally, we plan to develop a practical, language-parametric
tool implementing CRL, using the K semantic framework, and use it for verification of smart
contracts (typically written in deterministic languages); we already have an early prototype®
capable of using lockstep reasoning for verification of the example from Section 4.

Acknowledgment We would like to thank the anonymous reviewers for their suggestions
and comments.
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Matching and Reachability logic

Definition 2 (Matching logic syntax and semantics). We define the matching logic syntaz and
semantics as follows.

1. A matching logic signature 3 = (X, Var) is a many-sorted algebraic signature ¥ together
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with a sort-wise infinite set of variables Var; we let Vars denote the set of variables of
sort s.

Let Tx,(Var) denote the free Y-algebra of terms with variables in Var. Let Tx s(Var)
denote the set of X-terms (with variables in Var) of sort s. More precisely, the syntax of
terms of sort s is defined by the following grammar:

tsi=x | f(tsyy---»ts,) (13)

where x € Vars ranges over variables of of sort s and f over n-ary function symbols of
arity s1 X ... X 8§, = S.

Let T be a X-algebra, and f be a symbol from ¥. We use the notation Ty to denote the
interpretation of f in T.

. A function p : Var — T, where T is a X-algebra, extends uniquely (in the usual way) to

a ¥-algebra morphism p : Ts.(Var) — T .
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5. The set of nullary predicate symbols P.((X, Var)) (or just P. if (X, Var) is known from
the context) is defined to contain exactly terms ¢ € Tx s(Var).

6. A matching logic (¥, Var)-formula (aka (3, Var)-pattern) of sort s is a (X, P.) — FOL=
formula (that is, a FOL= formula where function symbols are exactly symbols from X,
and where nullary predicate symbols are exactly terms ¢ € Tx, (Var), without any k-ary
predicate symbols for k > 0). We let Pattern(X) (or just Pattern when X is known from
the context) denote the set of all Z-patterns. More precisely, the syntaz of patterns is
defined by the following grammar:

pu=tlts=1ts |1 N2 |~ |Tz:s.p (14)

7. Let FV(p) denote the set of all free variables of .

8. A matching logic pattern is structureless if it contains no terms ¢ € Tx s(Var) used as
predicates.

9. A matching logic X-model T is a X-algebra with non-empty carrier sets.

10. Given a matching logic (2, Var) signature and o X-model T, a T -valuation p is a function
from Var to T respecting sorts.

11. A matching logic semantics is given by means of the satisfaction relation |= between a
matching logic X-model, a model element, and a valuation, defined inductively as

Et1 = to iff p(t1) = p(ta2), where t1,ty € T o(Var) (for some sort s);
%) = ¢ iff v = p(9), where ¢ € Ts s(Var);
Vs P ': ¥1 A P2 Zﬁ (T7F}/7p) ': ¥1 and (T7’Y7p) ': P25

(T,v.p

(T

(T

(T,7,p) E @ iff (T, p) = ¢;
(T

y

vvvv

7,p) | 3w s iff (T,v.0") | ¢ for some p’ such that p'(y) = p(y) for all
€ Var\ {z} and p'(z) € Ts;

Lemma 2. Let T be a matching logic X-model, v,7' € T model elements, and p a T -valuation.
Then for any structureless pattern P,

(T>’77p)):P — (T,7/7p))=P

Therefore, when P is structureless, we may sometimes write (T, p) E P to mean that (T, p) E
P for some y € T.

Proof of Lemma 2. Let P be a structureless pattern. We perform induction on P. If P =t; =
to, the equivalence holds trivially, since the semantics does not mention . If P = ¢, we get
contradiction with the assumption that P is structureless; therefore, the conclusion holds by ex
falso quodlibet. Other cases follow from the induction hypotheses. O

Lemma 3. Let T be a matching logic model and t a term. Then for any two T -valuations p, p’
satisfying p'(y) = p(y) for any y € FV (t), we have p(t) = p'(t).

Proof. By induction on t. O
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Lemma 4. Let T be a matching logic model, v an element of this model, and ¢ a pattern.
Then for any two T -valuations p, p' satisfying p'(y) = p(y) for any y € FV (p),

(T,v,0) Ev = (T,7,0) Ee.

Proof. By induction on the structure of ¢. The base case where ¢ is a term is proved by
Lemma 3. The case of t; = t5 also follows from Lemma 3. The conjunction and negation cases
follow from the induction hypothesis. For the case of existential quantification, we assume
that p'(y) = p(y) for any y € FV(3x : s.); the induction hypothesis says that for any two
valuations p1, po satisfying p;1(y) = p2(y) for all y € FV(p), we have

(T,7,0) Ee <= (T,7,02) E o

for any 7; and have to prove that there exists some ps such that (1) p3(y) = p(y) for all
y € Var\ {z}, (2) ps(x) € Ts, and (3) (T,7,p3) = ¢, if and only if there exists some p4 such
that (4) pa(y) = p'(y) for all y € Var \ {z}, (5) pa(z) € Ts, and (6) (T,7,p4) = ¢. We show
here only the proof of the “only if” implication, since the “if” one is similar. Assume there
exists such p3. Choose

) o'y) ify#Fa
p4(y){ps(y) if y =2

from which (4),(5) trivially follows. The point (6) follows from (3) and the induction hypothesis
after proving p3(y) = pa(y) for all y € FV (p): either y = x, in which case p3(y) = p4(y) holds
by the definition of p4, or y # x, in which case we reduce the goal using the definition of p,
to ps(y) = p'(y). By (1), it is enough to show that p(y) = p'(y), which follows from the initial
assumption. O

Lemma 5 (A semantic property of variable renaming). For any two variables X,Y of the
same sort, and for any two T -valuations py, ps which agree on all variables other than X,Y , if
p1(X) = pa(Y), then for any matching logic formula ¢ in which Y does not occur free,

(T,v01) E e = (T,7,02) F lY/X].

Proof of Lemma 5. We first prove that for any term t € Tx ((Var), p1(t) = p2(t[Y/X]), by
induction in ¢: if ¢ is a variable, then we perform case analysis on whether the variable is X or
not, and we are done; if ¢ is a function application, then we use the induction hypothesis and
the fact that function application preserves equality. Now we prove the lemma by induction on
the size of ¢, generalizing over p; and ps.

o If ¢ = ¢ for some ¢t € Tx, ;( Var), we apply the above property.

o If o =t; = ty, we also apply the above property.

If ¢ is a conjunction or negation, the desired property follows directly from the induction
hypothesis.

If p=37:5s.¢.
— If X = Z, then we have to prove that (7,7, p') |E ¢ for some p’ satisfying p'(y)

p1(y) for all y € Var \ {Z}, if (T,v,p") | ¢ for some p" satisfying p”(y) = p2(y)
for all y € Var \ {Z} - which is easy.
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— If X # Z, then we have to prove that (7,7, p’) E ¢ for some p’ satisfying p/(y) =
p1(y) for all y € Var \ {Z}, iff (T,v,p") E ¢'[Y/X] for some p” satisfying p’(y) =
p2(y) for all y € Var \ {Z}. Since the size of ¢’ is smaller then the size of ¢, and
since p/(X) = p1(X) = p2(Y) = p”’(Y), we can use the induction hypothesis and
finish the proof using firstorder reasoning.

O

Definition 3 ([32]). Given a matching logic (X, Var)-formula ¢ of sort Cfg, and a fresh (with
respect to @) variable O of sort Cfg, we let o5 denote the FOL= formula formed from ¢ by
replacing nullary predicate symbols ¢ € Tx cfy(Var) with equalities 0 = ¢. Given a matching
logic (X, Var)-model T, a T -valuation p, and an element v € Tcyy, we let the T -valuation p¥
be such that p¥(0) =, and p?(z) = p(x) for z £ O.

Lemma 6 ([32]). Whenever O is fresh in ¢, we have

(Tov.p0) E@ <= (T.p") E ¢~

Lemma 7. PY = P for any structureless pattern P
Proof. By induction. O

Lemma 8 (On implication and FOL translation). Let 1,2 be two matching logic formulas
such that = o1 — pa. Then = (P)[X/0) = (£5)[X/0)].

Proof. Let M be any matching logic model, v an element of M, and p an M-valuation. We
have to prove that (M, 7, p) = (¢7)[X/0] — (£5)[X/0], which is (by definition of the squaring
function and substitution) equivalent to (M, v, p) = ((¢1 — ¢2)P)[X/0], which is (by Lemma 5,
because p(X) = p[0 := p(X)](D)) equivalent to (M,~, p[0 := p(X)]) E (p1 — ©2)", which is
(by Lemma 6, because p[d := p(X)] = pX)) equivalent to (M, p(X),p) = @1 — @2, which
holds by the assumption. O

Lemma 9 (On equivalence and FOL translation). Let @1, p2 be two matching logic formulas
such that = o1 < 0o, Then = (©7)[X/0] + (£5)[X/0].

Proof. Apply Lemma 8 twice. O
Definition 4 ([32, 26]). We define reachability-logic signatures, rules, and systems as follows.

1. A reachability-logic signature is a pair (3, Cfg), where X is a matching logic signature
and Cfg is a sort from 3.

2. A one-path reachability rule over reachability logic signature (2, Cfg) is a pair ¢ == ¢',
where @ and ¢’ are X-patterns (which can have free variables) of sort Cfg.

3. A reachability system over a reachability-logic signature ((3, Var), Cfg) is a pair S =
(T,S), where T is a X-algebra and S is a set of reachability rules over ((X, Var), Cfg).

4. A rule ¢ =3 ¢ over (X, Var), Cfg) is weakly well-defined with respect to X-algebra T
iff for any v € Tepg and p @ Var — T with (T,7,p) = ¢, there exists v/ € Tgypy with
(T, p) E ¥

5. A reachability system S is weakly well-defined iff each its rule is weakly well-defined.
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6. A reachability system S = (T,S) over ((X, Var), Cfg) induces a transition system
(Tetg, =s), where vy =g ' forv,v" € Teyq iff there is some rule
o =7 ' € S and some valuation p : Var — T with (T,7,p) = ¢ and (T,',p) = ¢’

7. A reachability system (T,S) is deterministic iff the induced transition system is deter-
ministic.
8. A reachability system (T,S) is e-free iff for any two configurations 0,0’ € Teyy, if 0 =s

o', then o # o'.

9. A configuration v € Ty, terminates in (Topy, =s) iff there is no infinite =s)-sequence
starting with ~y.

10. A =s-path is a finite sequence Yo =s 71 =5 ... =5 Yo With Y0, ..., € Tcyy-
11. A = gs-path is complete iff it is not a strict prefix of any other = s-path.

/

12. A one-path reachability rule p == ' is satisfied in a reachability system S = (T,S),
written S Fr ¢ =7 ¢, iff for every v € Ty, such that v terminates in (Togy, =>s) and
for any valuation p : Var — T such that (T,~,p) = ¢, there exists some v € Teyy such
that v =%+ and (T,7,p) E ¢

Remark 2. We work only with e-free reachability systems. A reachability system (T,S) is
e-free iff for any two configurations 0,0’ € Teyq, if 0 =5 o', then o # o’. (We are not aware
of any practical reachability system that would use these € steps.)

B Cartesian Reachability logic

Definition 5 (CRL Syntax). We define the syntaz of Cartesian Reachability logic as follows:

o A list-pattern has the shape [¢1, ..., ¢r], where each ; (for j € {1,...,k}) is a matching
logic pattern.

e A constrained list-pattern (CLP) is a conjunction ¥o A P of a list-pattern ¥y and a
structureless pattern P.

e An existentially-quantified constrained list-pattern (ECLP) has the form 3Y. U, where ¥
is a CLP andY is a (possibly empty) list of variables.

e A One-Path Cartesian reachability claim of arity k has the shape ® =3 U, where ® is a
CLP and V¥ is an ECLP.

Proof of Proposition 1. Follows by firstorder reasoning from the definitions of semantics of CRL
(Definition 1) and RL (Definition 4). O
B.1 Proof of Theorem 1

Definition 6. We translate a language semantics into a semantics for lists of configurations
as follows.

1. Let (2, Var), Cfg) be a reachability-logic signature. Then
(%, Var®), Cfg)* = (X%, Var™), Cfg")

where
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(a) ¥* = X U {cfgitem, cfgconcat, cfgheat, cfgnil}
(b) Cfg™ is a fresh sort (representing the sort of lists of configurations);

(¢) Var® = Var U Varcgg-, where Var g is an infinite set of variables of sort Cfg™,
distinct from varibles in Var;

(d) cfgitem a fresh symbol of sort Cfg — Cfg™;

(e) cfgnil a fresh symbol of sort Cfg*;

(f) cfgconcat a fresh symbol of sort Cfg* x Cfg* — Cfg*; and
(g9) cfgheat is a fresh symbol of sort Cfg* x Cfg x Cfg* — Cfg*.

2. Let S be a set of reachability rules over (X, Cfg). We generate a set of reachability rules
S* over (X, Cfg)* by

(a) defining a function heat : Var x Pattern x Var — Pattern by
heat(L,$ A P, R) = cfgheat(L, ¢, R) N P
(b) setting
S* = {heat(L, p, R) = heat(L,¢',R) | (¢ =7 ¢') € S},
where L, R are distinct fresh variables (not occurring in any rule in S).

3. Let (X, Var) be a matching logic signature, and let T be a configuration model; that is, a
S-algebra. We generate a ¥*-algebra T, which interprets all sorts and symbols from %
as in T, and in addition interprets

(a) the sort Cfgx as the set of all finite lists [c1;. . .;cy] for n € N, where ¢; is an element
of sort Cfg for any 0 <i <mn;

(b) the symbol cfgitem as the function Ac. [c];

(c) the symbol cfgnil as the empty list ([]);

(d) the symbol cfgconcat as the function Mi,la.ly++lo, where ++ is list concatenation;
and

(e) the symbol cfgheat as the function Ay, c,la. 1y ++[c]++5.

4. Let (X, Var) be a matching logic signature, let T be a configuration model, and let p be a
T -valuation. We define a T*-valuation p* by letting p*(v) = p(v) for any v € Var, and
letting p*(v) = a, where a is some arbitrary element of sort Cfg*, for any variable v of
sort Cfg™.

5. Let § = (T,S) be a reachability system over (X, Cfg). We generate a reachability system
S* over (X, Cfg)* by setting S* = (T*,5%).

Lemma 10. Let (3, Var) be a matching logic signature, T be a configuration model, and p be
a T -valuation. Then for any (X, Var)-term t,

pr(t) = p(t).- (15)

Proof of Lemma 10. By induction on the term t.
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o t = for v € Var - follows from the definition of p*.

o t = f(t1,...,tr) - we have p(t;) = p*(¢;) for any ¢ € {1,...,k} by the induction hypothesis.
Then
pr(f(trs - te)) =T (p" (1), 7 (E1)
1), p(te)
1 77p(tk>))
:p(f(th s ﬂtk))
where the second-to-last equality holds by definition of 7*.

O

Lemma 11. The star extension on matching logic models is conservative, in the following
sense. For any X-model T, any T -valuation p, any X-sort s, any v € Ty, and any matching
logic s-pattern o,

(T,v.p)Ee <= (T7v0 ) EFe

Proof of Lemma 11. By induction on ¢.
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o o =1t =ty - follows from Lemma 10
e o =1t, where 7 is a term (of sort s) - follows from Lemma 10.
o ¢ = 1 A s - follows from the induction hypothesis.
o o =~y - follows from the induction hypothesis.
e p=dx:s.¢.
The induction hypothesis is: for any T, 7, p,
(Tovp) ¢ = (T E ¢
We want to prove that for any T, v, p,

(T,v,p) F3x:s'y) <= (T"7,p") sy

First, let us prove the left-to-right implication. The left-hand-side of the claim is equiva-
lent with

' (Vyy #x = p'(y) = p(y) AT, 0) ¢

From the induction hypothesis, this is further equivalent with
3. (Yyy #x = p'(y) = p(W) AT 7,0"7) ¢

Since Vy.y # x — p'*(y) = p'(y) = p(y) = p*(y), we deduce (T*,v,p*)  Jz: 5",
Conversely, the right-hand-side of the claim is equivalent with

P (Vyy #x = p'(y) =px ) AT, 0") E ¢

Let p' be defined by p'(y) = p(y) if y # = and p'(x) = p”(x). Then it is easy to see that
VAl

p"" = p”, whence by the induction hypothesis we obtain that (T,v,p’) E ¢, and by the
definition of p/, (T,v,p) |z : §'.¢’.
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O

Lemma 12. We have

C =g c’

if and only if

there exists a rule g N P =3 ¢/ AP € S and valuation p : Var* — T* such that
o (T*,p) = P; and
o (T*,p) = P'; and
o O =p(L)+#p(¢)++p(R); and

o O = p(L)++p(¢)]++p(R),

Proof. We have

C =S c’

iff (by Definition 4)

there exists a rule p =7 ¢’ € S* and valuation p : Var™ — T* such that (T7*,C,p) = ¢
and (T*,C",p) = ¢/,

iff (by Remark 1 and Definition 6)

there exists a rule ¢ A P =3 ¢ A P’ € S and valuation p : Var® — T* such that
(T*,C, p) = cfgheat(L, ¢, R) A P

and

(T*,C",p) = cfgheat(L,¢', R) N P',

iff (by Definition 2 and Lemma 2)

there exists a rule ¢ A P =3 ¢’ A P’ € S and valuation p : Var* — T* such that
(T*,p) = P and (T*,p) = P’ and

(T*v C, p) }: Cfgh’eat(La d)lv R)

and

iff (by Definition 2 and Definition 6)
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there exists a rule ¢ A P =7 ¢ A P’ € S and valuation p : Var® — T* such that
o (T*,p) = P; and
o (T*,p) =P’ and
o C=p(L)++[p(¢)]++p(R); and
o C' = p(L)++{p(d++p(R).

That proves the desired equivalence. O

Lemma 13. Let S = (T,S) be a reachability system over (X, Cfg). For any k > 1, any
configurations ci, ..., ¢k, ¢ € Topg, and any 1 < i < k, we have

i =sc = le1,...,c1] =s [e1,. i1, cinty e Crl

Proof of Lemma 13. We have

[c1,. .. ek =8 [c1,- o1, s Citay ey CE)

iff (by Lemma 12)

there exists a rule ¢ A P =73 ¢ A P’ € S and valuation p : Var® — T* such that
e (T*,p) = P; and
o (T*,p) = P';and
o [c1,...,cx] = p(L)++[p(é)]*++p(R); and

L4 [cla cee ,Ci,]_,CI,Ci+1, e ,Ck] = p(L)++[p(¢])]++p(R)

Suppose we have such valuation p. We can surely construct valuation pg : Var — 7T by
letting

_ Jplv) ifp(v) €T
po(v) = {a if p(v) €T

(where a € T is some arbitrary element). Now, for any v € FV(¢)UFV (¢/YUFV(P)UFV(P’)
it holds that ((po)*)(v) = p(v). Why? Because v has some sort s from ¥ (that is, s # Cfg").
Therefore, we can use Lemma 4 to change the goal to one saying that
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there exists a rule ¢ A P =7 ¢ A P’ € S and valuation pg : Var — T such that
e (77, (po)") = P; and
e (77, (po)") £ P'; and
* [c1, ek = ((po)" ) (L)++[((po)* ) (@1)]++((po)*) (R); and
o [c1, o cima,dscigrs k] = ((p0) ") (L)++[((p0) ) (0)]++((p0)*) (R)

(where the opposite implication follows by choice p := (pg)*). Now, we use Lemma 11 and
definition of starred valuation to change the goal to one saying that

there exists a rule ¢ A P =7 ¢ A P’ € S and valuation pg : Var — T such that
 (T,po) = P; and
* (T.po) = P'; and
o [c1,...,ck] = po(L)*++[po(¢)|++po(R); and

o [c1,. . i1, Cign, .oy e = po(L)++[po(d;)]++po(R).

Now, by list reasoning, this is equivalent to saying that

there exists a rule $ A P =7 ¢/ A P’ € S and valuation pg : Var — T such that there
exists some 4’ satisfying 1 < ¢’ < k such that

* (T.po) = Pi; and
(T po) = Pj; and

e [c1,...,cy—1] = po(L); and

cir = po(¢r); and
® [Cirt1,...,ck] = po(R); and

o [c1,...,¢cic1,C Ciy1, .o, ci] = po(L)++[po(@;)]++po(R).

Now, let us define ¢, by
, {c’ if z=1
cz = . .
c, ifz#1i
after which the goal is equivalent to saying that
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there exists a rule $ A P =7 ¢/ A P’ € S and valuation py : Var — T such that there
exists some 4’ satisfying 1 <’ < k such that

o (T.po) = P; and
(T, po) = P'; and

e [c1,...,cy—1] = po(L); and
¢ = po(@); and

® [Cirt1,...,cx] = po(R); and

o [ch,...,¢i_4] = po(L); and
¢ = po(¢'); and

[Ciry1s- ) = po(R).

Since L, R were fresh, they do not occur in ¢ nor in ¢'. Therefore, using Lemma 4, we can
equivalently say that

there exists a rule ¢ A P =73 ¢/ A P’ € S and valuation py : Var — T such that there
exists some 7’ satisfying 1 < ¢’ < k such that

o (T,po) = P; and
o (T.po) = P'; and
e ci = po(¢r); and

* ¢ = po(9;).

(The downwards implication is trivial, as it is only removing constraints; the upwards im-
plication is from the fact that we can always choose a valuation pg satisfying the constraints.)
But that is equivalent (Definition 2) to saying that

there exists a rule ¢ A P =3 ¢/ A P’ € S and there exists some i’ satisfying 1 < i’ < k
and valuation pg : Var — 7T such that

e (T,cirypo) E ¢ A P;and
o (T,cypo) =o' NP .

But that is equivalent to saying that

there exists some 4’ satisfying 1 < i’ < k such that ¢;y = ¢,

which is almost equivalent to the left side of the equivalence we want to prove: that
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¢ =5 C.

The upwards implication is trivial; the downwards is as follows. If i = ¢/, we are done. But
otherwise, it would follow (by definition of ¢, ) that ¢;; =5 ¢;r, which contradicts Remark 2. [

Lemma 14. (T*,C,p) = mkList(¢1,. .., ¢r) iff there exists c1,...,ck € Toypy such that C =
[e1,...,ck] and for every p' : Var — T satisfying p'(v) = p(v) for any
v € FV(mkList(¢1,...,¢x)), it holds that (T,c1,p") E 1 and ...and (T, ck, p') = dk.

Proof. By induction on k.

e If k =1, then we have to prove that

(T*,C,p) = cfgitem(¢r) iff there exists ¢; € Teypq such that C' = [¢1] and for every
P« Var — T satisfying p'(v) = p(v) for any v € FV (cfgitem(¢1)), it holds that

(T’ ) P/) ': ¢1'

\.

By definition 2, this is equivalent to

C = p(cfgitem(¢r)) iff there exists ¢1 € Tgpy such that C = [¢1] and for every
P+ Var — T satislying p'(v) = p(v) for any v € FV (cfgitem (1)), it holds that
e = p'(d1).

By Definition 6, this is equivalent to

C = [p(¢1)] iff there exists ¢; € Ty such that C' = [¢1] and for every p' : Var — T
satisfying p'(v) = p(v) for any v € FV (cfgitem(¢1)), it holds that ¢; = p'(¢1).

We prove each implication separately. For the left-to-right implication, we let ¢; := p(¢1)
and have to prove that p(¢1) = p/(¢1), which follows from Lemma 4. The right-to-left
implication also follows from Lemma 4.

e If k = k' + 1, we assume the induction hypothesis saying that

for every C,¢1,...,01, (T*,C,p) E mkList(¢1,...,0r) iff there exists
C1s. .., Cpr € Tofg such that C' = [eq, ..., cpr] and for every p' : Var — T satisfying
p'(v) = p(v) for any v € FV(mkList(¢1,...,¢r)), it holds that (T,c1,p’) E é1
and ...and (7, ¢, o) E ok,

\

and have to prove that

(T*,C, p) = mkList(¢1,...,¢r41) iff there exists c1,...,c41 € Topy such that
C = [e1y...,cv41) and for every p' : Var — T satisfying p/(v) = p(v) for
any v € FV(mkList(¢1,...,dr+1)), it holds that (T,c1,p') = é1 and ...and
(T cw+1,0") B bk,

which is (by Definition 2) equivalent to
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C = p(mkList(¢1,...,¢p41)) i there exists ¢1,...,cp41 € Toyy such that C =
[c1,...,cry1] and for every p' @ Var — T satisfying p'(v) = p(v) for any v €
FV (mkList(é1,...,¢r+1)), it holds that ¢; = p'(¢1) and ... and cpr 1 = p' (P 1),

which is (by Definition 6) equivalent to

C = [p(¢1)]++C" and C" = p(mkList(¢a, ..., Pk +1)) iff there exists ¢1,...,cpr41 €
Tcpe such that C = [e1,. .., cp41] and for every p' @ Var — T satisfying p'(v) =
p(v) for any v € FV (mkList(¢1, ..., Pr+1)), it holds that ¢; = p'(¢1) and ...and
1 = p' (D),

which is by the induction hypothesis with ¢; := ¢a,..., ¢ = ¢rr+1 and a-renaming
equivalent to

C = [p(¢1)]++C’ and there exists ca,...,cpry1 € Tgpy such that C' =
[c2,...,cry1] and for every p' : Var — T satisfying p'(v) = p(v) for any
v € FV(mkList(¢a,...,dr41)), it holds that (T,ce,p’) E ¢2 and ...and
(T,ck41,0) E w1, iff there exists c¢i,...,cr41 € Tepy such that C =
[c1,...,cr41] and for every p' : Var — T satisfying p’(v) = p(v) for any v €
FV(mkList(¢1,...,0r+1)), it holds that ¢; = p'(¢1) and ... and cpry1 = p'(Prr 1),

\.

which is (by firstorder reasoning and simplification of list append) equivalent to

7

there exists ca, ..., ¢ 41 € Tepg such that C = [p(¢1), ¢, ..., cpr41] and for every
P Var — T satisfying p'(v) = p(v) for any v € FV(mkList(pa, ..., dr+1)),
it holds that (T, cq,p’) E ¢2 and ...and (T, cgr41,p) E P41, iff there exists
€15, Cr41 € Topg such that C = [e1,...,cp41] and for every p' @ Var — T
satisfying p’(v) = p(v) for any v € FV (mkList(¢1,...,dr+1)), it holds that ¢; =

p'(¢1) and ...and cpr1 = p'(drr41)-

\.

We simplify the goal using Definition 2 to

there exists ca, ..., cp41 € Teoypy such that C' = [p(¢1), ca, ..., crr41] and for every
P Var — T satistying p'(v) = p(v) for any v € FV (mkList(¢pa,...,drr+1)), it
holds that co = p/(¢2) and ...and cxr 41 = p'(Pgr41), iff there exists ¢1,...,cprp1 €
Tcfg such that C = [cq,...,crr41] and for every p' @ Var — T satisfying p'(v) =
p(v) for any v € FV(mkList(¢1, ..., ¢r+41)), it holds that ¢; = p/(¢1) and ...and
crr+1 = P (Prr1)-

We prove each implication separately.

— Assuming
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there exists ca,...,cw41 € Tgpg such that C = [p(d1),¢2,. .., Chry1]
and for every p/ : Var — T satisfying p'(v) = p(v) for any v €
FV (mkList(¢a,...,Pr+1)), it holds that ¢a = p'(¢1) and ...and cpryq =
P (¢r),

we prove that

there exists ¢i1,...,cp41 € Toypy such that C = [c1, ..., cpr41] and for every
P Var — T satisfying p'(v) = p(v) for any v € FV (mkList(é1, ..., Pr+1))s
it holds that ¢; = p/(¢1) and ...and cpry1 = p/(Prr41)-

by choosing ¢; := p'(¢1) and using Lemma 4
(note that FV (mkList(¢a, ..., ¢prv1)) C FV(mkList(¢1,...,Pr11)))-

— Assuming

there exists ¢i1,...,cp41 € Toypy such that C = [c1, ..., cpr41] and for every
P Var — T satisfying p'(v) = p(v) for any v € FV (mkList(é1, ..., Pr+1))s
it holds that ¢; = p/(¢1) and ...and cpry1 = p/ (P 41),

we prove that

there exists ca,...,c41 € Topy such that C = [p(¢1),c2,. .., Crry1]
and for every p/ : Var — T satisfying p'(v) = p(v) for any v €
FV (mkList(¢a,...,Pr+1)), it holds that ca = p'(¢1) and ...and cprqy1 =
' (ér)

by setting ¢; := ¢; and again noting that
FV(mkList(¢2, ..., ¢r+1)) C FV(mkList(d1, ..., 0 41)) -

O

Lemma 15. Let S = (T, 5) be a reachability system over (£, Cfg). Then for any C,C" € Ty~ ,
if C =g« C', then the length of C (it is a list) is the same as the length of C'.

Proof. Assume C =g~ C’. Then by Lemma 12,

there exists a rule ¢ A P, =7 ¢/ A P’ € S and valuation p : Var* — T* such that
o (T*,p) = P; and
o (T*,p) = P';and
o C'=p(L)++[p(¢)l++p(R); and

o ' = p(L)++[p(¢")]++p(R).

But then C and C” have the same length. O
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Lemma 16 (At most one component changes). Let S = (T,.5) be a reachability system over
(3, Cfg). Then for any C,C" € T*Cfg" satisfying C =g+ C’ there exists some i € N such that
for every i’ € N such that i’ # i, we have C[i'] = C'[¢'] if both are defined.

Proof. Assume C =g+ C’. Then by Lemma 12,

there exists a rule ¢ A P =7 ¢ A P’ € S and valuation p : Var® — T* such that
e (7", p) = P; and
o (T.) |- Py and
o C=p(L)++[p(¢)]++p(R); and
o "= p(L)++[p(¢")]++p(R).

But then we can let 7 := |p(L)], and the rest follows. O

The following definition and theorem on filtering infinite sequences are based on the Coq
development of [31] (specifically, on https://github.com/runtimeverification/vlsm/blob/
d6c8ceeb6708c7be2431b9743fe80caba7a29a58/theories/VLSM/Lib/StreamFilters.v).

Definition 7 (Filtering subsequence). Given a set A, a subset P C A and a function s : N — A,
a function ns : N — N is called a filtering subsequence for P on s, iff

1. mns is monotone;

2. s(x) & P for any v < ns(0);

3. s(ns(y)) € P for any j € N; and

4. for every j € N and every x such that ns(j) < x < ns(j + 1), s(x) € P.
Intuitively, the last condition says that ns does not skip any P-element in s.

Lemma 17 (Existence of filtering sequence for infinite occurrences). Let A be a set, let P C A,
and let s : N — A be a function whose output falls to P infinitely often (that is, s(i) € P for
infinitely many i). Then there exists a filtering subsequence for P on s.

Lemma 18. For any reachability system S = (T, 5), any C € T¢y -, and any c1, ..., cx € Topg
such that C = [c1,...,cx), C is terminating in (’Tgifg*, =g+) iff for every j € {1,...,k}, ¢; is
terminating in (Tcgg, =5)-

Proof of Lemma 18. We prove both implications separately, by contraposition.

e Suppose some ¢; is not terminating in (7T¢gy,=5). In other words, there exists some
infinite = s-sequence ¢; = d(0) =5 d(1) =5 d(2) =5 .... Then

C= [Cl,...,Cj_1,d(0),Cj+1,...,Ck] =S [Cl,...,Cj_1,d(1),Cj+1,...,Ck] =S* e

is (by Lemma 13) an infinite = s--sequence. Therefore, C'is not terminating in (75,., = s~
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e Suppose C is not terminating in (Téfg*,és*). In other words, there exists an infinite
sequence C' = D(0) =g+ D(1) =g~ .... Then there exists a component j of the sequence
which changes infinitely often in the sequence, because we have only k& components. Now,
consider the function s : N — T . x T¢ . defined by s(i) = (D(i), D(i + 1)), and let
P C Teyye X Tey,» be defined by (X, X') € P iff X[j] # X'[j]. By Lemma 16, we know
that whenever (X, X’) € P, then for any j' satisfying 1 < j° < k and j' # j, we have
X[j'] = X'[§']. Then, s(i) € P iff in the sequence C, on position i, it is exactly the jth
component (and no other) which makes step. Now, by Lemma 17, there exists a filtering
subsequence ns for P on s. But then

D(ns(0))[j] =s D(ns(1)j] =s D(ns(2))[j] =s .-
is a (T¢pq, =s) sequence witnessing the non-termination of D(0)[j] = ¢;. Indeed, we have

— D(ns(0))[j] = D(0)[j], by (2) of Definition 7, the definition of P, and transitivity of
equality;

— for any i € N, D(ns(7))[j] =s D(ns(i + 1))[j]. We prove this as follows. By (4) of
Definition 7 and definition of P we have D(ns(i+1))[j] = D(ns(i)+1)[j]. Therefore,
it is enough to show that

D(ns(i))[j] =s D(ns(i) +1)[5].

By (3) of Definition 7 and definition of P we have D(ns(4))[j] # D(ns(i) + 1)[j]. By
Lemma 13, it is enough to show that there exists k > 1, ¢1,. .., ¢k, ¢’ € Teypy, and some
i satisfying 1 < i < k, such that [cy,...,c;x] = D(ns(i)) and [¢1,...,¢i—1,¢, ¢iy1, ) =
D(ns(i) + 1). But that follows from the fact that D(ns(i)) =g+ D(ns(i) + 1) and
that D(ns(i))[j] # D(ns(i) + 1)[j] by Lemma 15 and Lemma 16.

O
Lemma 19. For any reachability system S = (T,S), any C,C’ € Tégqe» and any
Clyevy Chy Cryevoy € € Tofg
such that C = [c1,...,cx] and C" =[c}, ..., c}], C =%. C" iff for everyi € {1,...,k}, ¢; =% c}.

Proof of Lemma 19. We prove each implication separately.

e For the ”if” implication, we assume that ¢; =% ¢ for any i € {1,...,k}, and have to
prove that [c1,...,cx] =% [¢],...,¢,]. We will prove that for any j € {1,...,k}, we it
holds that

T N T AR TR e S e P Y & W o TR TR

from which the goal follows by transitivity. Ok then, let j € {1,...,k}. By Lemma 13, it
is enough to prove that c¢; =% c;-. But that holds by the assumption.

e For the "only if” implication, we assume C' =%. C', i € {1,...,k}, and have to prove that
¢ =%5c. LetCy,...,Cr € T¢y,+ be asequence witnessing C' =5. C’; that is, we have C' =

Ci, C;=C"  and Cj =g+ Cjyq forany j € {1,...,1 —1}. Let i1,...,4,, € {1,...,1 =1}
be a strictly increasing sequence of maximal length such that Cy [i] # C;,41[i] for any
Jj € {1,...,m}; that is, the sequence of positions in the witnessing sequence when the
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component i changes. Then clearly, C1[i] = C;,[i] (otherwise we could create a longer
sequence). Similarly, Ci[i] = C;, [i]. Now we claim that C;, [i] =s ... =5 C;, [i], from
which the conclusion easily follows. We have to prove that for any o € {1,...,m}, it holds
that C;, [i] =s C;, ., [i]. Let d :=i,41 — i,; clearly, we have d > 0. By the definition of d,
we have C;,, [i] = C;,4q[i]. By definition of the sequence, in particular by maximality,
we have C;_yq[i] = C;_+1[i] (because there can be no change of the component i between
the change at the position i, and the change at the position i,41). Therefore, it is enough
to show that C;,[i]| =s C;, +1[i]. By Lemma 13 (using also Lemma 16 and Lemma 15), it
is enough to show that C;, =5~ C; 41, but that is trivial and we are done.

O

Definition 8. We define mkList by letting
o mkList(¢) = cfgitem(9); and
o mkList(¢1,...,0r) = cfgconcat(cfgitem (o), mkList(¢a, . .., dr)) whenever k > 1.

Definition 9. We define a function flatten from (potentially existentially-quantified) con-
strained list patterns to matching logic patterns over a star-extended signature by

ﬂatten(ﬂ)z'. [©1,..., k) ANP] =
3X. mkList(Yy, ..., Ye) A (D) Y1/O]A ... A (@P)[Ye/O] A P,

where Y1, ..., Yy, O are fresh. Furthermore, we let
flatten? (U, ') = flatten(¥) =7 flatten(T').

Lemma 20 (On Flattening). For any matching logic X-model T, any C € Tégg» and any
T*-valuation p, we have

(T*,C, p) k= flatten(3X. [¢1, ..., ox] A P)

if and only if there exist configurations ci,...,cp € Topg such that C = [c1,...,ci] and there
exists a T -valuation py satisfying po(v) = p(v) for any v € Var\ X such that for any j €

{1,...,k}, (T, ¢j,p0) | A P.

Proof of Lemma 20. We have

(T*,C,p) = flatten(3X . (p1,. .., %) A P)

if and only if (by unfolding the definition of flatten and Definition 2)

there exists a T *-valuation p’ satisfying p’(v) = p(v) for any v € Var*\ X such that
(T*,C,p") = mkList(Y1,...,Y) and forany j € {1,...,k}, (T*,C,p") = (@?)[Yj/D]AP

i

if and only if (by Lemma 14)

438



CRL: A Language-Independent Logic for k-Safety Tusil, Serbanuta, and Obdrzalek

there exists a 7*-valuation p’ satisfying p/(v) = p(v) for any v € Var* \ X such that

o there exist configurations c1, ..., cx € Toyy such that C' = [cq, . .., ¢;] and for every
T-valuation p’ satisfying p”(Y;) = p/(Y;) for any j € {1,...,k}, it holds that for
any j € {1,...,k}, (T,cj,p") EY;; and

o forany j € {1,....k}, (T*,C,p) E (¥7)[Y;/OIA P,

if and only if (by Definition 2 and firstorder reasoning)

there exists a T*-valuation p’ satisfying p'(v) = p(v) for any v € Var* \)? such that

o there exist configurations ci,...,c; € Teyy such that C = [e1, ..., ¢x] and for any
je{l,....k}, p/(Y;) =¢;; and

o for any j € {1,...,k}, (T*,C,p) E (¢D)[V; /T A P,

if and only if (by firstorder reasoning, Definition 2, and Lemma 2)

there exist configurations c,...,cx € Toyy such that C' = [c1, ..., ¢;], and there exists
a T*-valuation p’ satisfying p/(v) = p(v) for any v € Var* \ X such that for any
Jje{l, ..., k},

e (Y)) = ¢y
o (T,0) E (¥)[Y;/0] ; and
.« (T°0) P,

if and only if (by Lemma 11 and firstorder reasoning)

there exist configurations ci,...,cx € Ty such that C' = [c1, ..., k], and there exists
a T-valuation p’ satisfying p'(v) = p(v) for any v € Var \ X such that for any j €

{1,...,k},
o p'(Y)) = ¢j;
o (T.0) E (¥7)[Y;/0] ; and
o (T.0) E P,

if and only if (by Lemma 5, since we have p’(Y;) = ¢; on one side and py’ (0) = ¢; on the
other; for the implication from bottom to top, we also need the assumption that Y; was fresh
and Lemma 4 - in order to choose the valuation p’ satistying p'(Y;) = ¢;)
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there exist configurations ci,...,cx € Tgp such that C = [c1,...,cx] and there exists
a T-valuation py satisfying po(v) = p(v) for any v € Var \ X such that for any j €

{1""5k}7
o (T,py') = ¢5 ; and
d (TapO) ':Pa

if and only if (by Lemma 6, Definition 2, and Lemma 2)

there exist configurations ci, ..., ¢, € Tgpy such that C = [eq,...,¢x] and there exists
a T-valuation pg satisfying po(v) = p(v) for any v € Var \ X such that for any j €

{17"'ak}7 (Tacjapo)):gpj/\P )

which is what we wanted to prove. O

Lemma 21.
SERLY =3V «— S kg flatten(V) = flatten (V')

Proof of Lemma 21. We prove each implication separately.

1. For the left-to-right implication, we let S = (7,S) and ¥ = (p1,...,9k) A P and ¥’ =
Y. (¢h,...,¢,) AP, and assume that

S ':CRL ) :>CH \I’/;

\.

that is, (i)

for all configurations ci,...,c, € Tgpy which terminate in (7¢yy, =s) and any
T-valuation py, whenever (7,¢1,p1) E o1 AP and ...and (T,cr,p1) = pr A P,
then there exist configurations c,..., ¢} € T¢y such that ¢; =% ¢} and ...and
¢k =% ¢, and there also exists an T-valuation po satisfying p1(v) = pa(v) for any
ve Var\Y, and (T,c,, p2) E @y AP and ...and (T, ¢}, pa) = @) A P'.

\.

We have to prove that

for every C' € Tgy,- such that C terminates in (7¢,«, =s-) and for any valuation
p: Var® — T* such that (T*,C,p) = flatten(¥), there exists some C’" € Ty,
such that C =%. C" and (T*,C", p) = flatten(¥’).

Let us then have some C € T, . such that C terminates in (75, =s+), and a valuation
p: Var® — T* such that (T*,C, p) = flatten(¥). We have to prove that

[ there exists some C” € T, . such that C =3. C" and (T7,C",p) | flatten(V’).

We will proceed in five steps:
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(a) We prove that there exists ¢1, ..., ¢, such that C' = [c1, ..., ck].
(b) We prove that ¢i,...,c; are terminating.

(¢) We find appropriate valuation p; : Var — T and prove the premise of the assumption
(1): that (T,c1,p1) E w1 AP and ...and (T, ck,p1) E pr A P.

d) From the assumption (i) we get the appropriate cj,...,c}., as well as a valuation
1 k
p2 : Var — T satisfying p1(v) = pa(v) for any v € Var \ Y, and

(e) We let C" := [c],...,c,] and prove that it is reachable from C, as well as that it
satisfies the flattened ¥’ in p.

We have

7

(T*,C,p) = flatten(W);

that is,

r

(T*,C, p) & flatten((¢1, ..., o) A P);

\.

which is by Lemma 20 equivalent to (ii)

there exist configurations ci,...,cp € Toypy such that C' = [c1,...,¢i], and there
exists a T-valuation pg satisfying po(v) = p(v) for any v € Var, such that for any

j€{17"'ak}? (Tacjapo) ):QDJ/\P

Now, let pg be such valuation, and let ci,...,cx be such configurations. We have just
proved Item la. To prove Item 1b, saying that the configurations ci,...,cy are termi-
nating, we simply use Lemma 18. To prove Item lc, we let p; := pg, and apply the

assumption (ii). Now it follows that (iii)

there exist configurations ¢},. .., ¢}, € Toyy such that ¢; =% ¢} and ...and ¢ =%
¢, and there also exists an 7-valuation p, satisfying pi(v) = pa(v) for any v €
Var \'Y, and (T, ¢}, p2) | @y AP and ...and (T,¢,, p2) = @) AP

Let us have such configurations ¢}, ..., ¢}, and valuation ps. We choose C" :=[c], ..., c,],
and it remains to be proven that

[ C =%. C'and (T*,C, p) = flatten(¥’)

(where p is the valuation that we started with). The part saying that C' =%. C” holds
follows by Lemma 19. The other part can be changed using Lemma 20 into

there exist configurations cf,...,c} € T¢y, such that C’ = [c],...,c}] and there
exists a T-valuation p) satisfying p((v) = p(v) for any v € Var \'Y such that for

any j € {1,...,k}, (T, ¢}, pp) = ¢ A P.
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Since we have constructed C’ as a list of smaller configurations, it remains to be proven
that

there exists a T-valuation pj, satisfying pj(v) = p(v) for any v € Var\ Y such that
for any j € {1,....k}, (T,c),ph) = ) A P.

Let us choose pf, defined by pj,(v) = p2(v) for any v € Var. We verify that pj(v) = pa(v) =
p1(v) = po(v) = p(v) for any v € Var \ Y, and the rest follows from the assumption (iii)
by Lemma 4. This concludes the proof of the first implication.

. For the opposite implication, we again assume that

WE(@M"')@k)/\Pa

U = 317.(4,0’1,...,90;)/\P’, ¢j = ¢; A Pj and ¢ = ¢ A Pj for any j € {1,...,k}, and
assume that

S* Ery flatten (V) =7 flatten(¥');

that is (i),

r

for every C' € T¢y, - such that C' terminates in (Tegqr, =s+) and for any valuation
p: Var® — T* such that (T*,C,p) = flatten(¥), there exists some C" € Ty, .
such that C' =%. C’" and (T*,C’, p) = flatten(V');

we have to prove that

S ':CRL v :>CH \I’,;

.

that is,

7

for all configurations ci,...,cx € Tgpy which terminate in (7¢yy, =s) and any
T-valuation py, whenever (T,c1,p1) E o1 AP and ...and (T, ck, p1) E or A P,
then there exist configurations cf,...,c} € Tgy, such that ¢ =% ¢} and ...and
¢k =% ¢}, and there also exists an T-valuation po satisfying p1(v) = p2(v) for any
ve Var\'Y,and (T,d,, p2) £ @y AP and ...and (T, ¢}, p2) = o) A P'.

Let us then have such terminating configurations ci,...,cx € Teypy and such valuation
p1: Var — T. We have to show that

there exist configurations cj,...,c}, € Ty such that ¢; =% ¢} and ...and ¢ =%
¢, and there also exists an 7-valuation p, satisfying pi(v) = pa(v) for any v €

Var\'Y, and (T, ¢}, p2) E 1 AP and ...and (T, ¢, p2) E Y AP

We will proceed in the following steps.
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(a) We prove the premise of (i) for C :=[cq, ..., k], that is:

i. [e1,..., ¢, terminates in (Topg+, =s+); and

ii. (7%, [c1,--.,ck],p) E flatten(P) for some constructed valuation p.
(b) We “destruct” the obtained C” into [¢],...,c}];

(c) We prove the desired properties of c} from the properties of C”.

First, [e1,...,ck] is terminating by Lemma 18. Next, we have to show that

(T*a [cla s 7Ck]7p) ':ﬂatten((salv i 'a@k) A P)v

where p(v) = p1(v) for any v € Var (and p(v) has arbitrary value for v outside of Var).
By Lemma 20, this is equivalent to showing that

there exist configurations c1, ..., ¢, € Tgyy such that [c1,...,cx] = [c1,. .., cx] and
there exists a T-valuation pg satisfying po(v) = p(v) for any v € Var such that for
aHYj € {17'-'7k}7 (T,Cj,p()) ': Pj NP.

We choose ¢; := ¢; and pg := p1; it remains to be proven that

r

(T,Cj,pl) ): Py AP.

which holds by assumption. Now we have obtained the following:

there exists some C’ € T¢y, such that [c1,...,¢ck] =% C' and (T*,C,p) =
flaten (V).

\.

Now, by Lemma 15 (and using induction on the length of the sequence witnessing the
reachability), we get some ¢, ..., ¢}, € Teyy such that

[ [C1,. . ek =% [c, ... ¢) and (T, [c}, ... ¢l p) = flaten(¥").

Our goal is to prove that

there exist configurations ¢,. .., ¢}, € Toyy such that ¢; =% ¢} and ...and ¢ =%
¢, and there also exists an 7-valuation py satisfying p;(v) = pa(v) for any v €
Var \'Y, and (T, ¢}, p2) F¢1 AP and ...and (T,¢,, p2) = ¢k A P,

.

so we choose ¢/ := ¢ and have to prove that

1 =% ¢ and ...and ¢ =% ¢, and there also exists an T-valuation py satis-
fying p1(v) = p2(v) for any v € Var \'Y, and (T,¢,,p2) = ¢1 A P’ and ...and
(T, C;wPQ) = Yk A P
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The first part follows from Lemma 19; it remains to be proven that

there also exists an T-valuation po satisfying p1(v) = p2(v) for any v € Var\ Y,
and (7,c},p2) EY1 AP and ...and (T, ¢, p2) = ¢¥r AP

and we already have

(T, [chs - - cils p) |= flaten(97)

\.

that is, by Lemma 20 we know that

’

there exists a T-valuation pg satisfying po(v) = p(v) for any v € Var\'Y such that
for any j € {1,...,k}, (T,c},po) = ¢’

Let pj, be such valuation. In the goal, we let pa(v) := p((v) for any v € Var; we then note
that pa(v) = pj(v) = p(v) = p1(v) for any v € Var\'Y by definitions. The rest of the goal
follows from the assumption by Lemma 4. This concludes the proof.

O

B.2 Proof of Theorem 2

Proof of Lemma 1. By induction on the structure of the CRL proof.

1.
2.
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If the proof ends with Reduce, then we are done, since ﬂattena(qj7 ') = 0.
If the proof ends with Reflexivity, then we need to prove
S* U flatten® (E, ), ) Fry flatten? (1, )

which we do by applying the Reflexivity proof rule.

. If the proof ends with Aziom, then ¢ € E, and we have to prove that

S* U flatten' (E, "), flatten’ (C,¢") FrL flatten’ (1, 9") .
By applying the Axiom proof rule of RL, it is enough to show that
flatten' (1, ') € flatten (B, '),
which follows from ¢ € E.
If the proof ends with Case, then we have
S*UE,C gL ﬂattena((cpl, e Py Pis Pid 1y Pk) AP

and
S* U Ev é '_RL ﬂattena((wh ey 901'7171/%7 Pitlyee-y Spk) A Plv \I/I)

as hypotheses, and we have to prove

S*UE,CFre flattena((cpl, s i1, (P V), 0inty o) A PLW)



CRL: A Language-Independent Logic for k-Safety Tusil, Serbanuta, and Obdrzalek

go:a o ecA
A Clrpee=7¢

Axiom

Reflexivity =
A7(Z) I_RL 2 ="

(T, A),C FrL @1 =13 ©Y2 (T,AUC),@ FRL @2 =3 ©3
(T7 A),C FrL ¢1 :>EI ®3

Transitivity

A, CFrp =" ¢ 4 isa FOL formula
A, Clrep N =7 ¢ A1

Logic Framing

TEo ¢ (T,A),Clro oy =70 TE @ — ¢
(T,A),C gL g1 =7 ¢2

Consequence

A, Clripr =7 A CFrL g2 =7 ¢

Case Analysis =
A, CFRLp1V 02 =7 ¢

A CrrLp="¢ X ¢FV(Y)
A, C FrL 3X. ¢ =3 (pl

Abstraction

A,CU{p ="} Frip =7 ¢

Circularity =
Aa C l_RL Y= (p/

Figure 2: One-path reachability-logic proof system. The use of =%7 in a sequent means that
it was derived without Reflexivity.

(where E = ﬂattena(E, Y') and C' = flatten? (C,¢") ). After simplifications, we get

k
S*UE,C FrumkList(Xy, ..., Xg) A | N\ (@)X;/0] | AP
j=1

=7 flatten(T')
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and
k
S*UE,C FrumkList(Y1,...,Ys) A /\ Ny;/al | A @) [Y:/a) A P!

=7 flatten(T’)

as hypotheses, and have to prove

S*UE,CtrumkList(Zy,..., Ze) A | [\ (©5)1Z/0] | A (i v i)?)[Zi/0]
J=1,5#i
=3 flatten(¥')
(where Xq,..., X¢, Y1,..., Y, Z1,..., Zy are fresh variables). We first apply the Conse-

quence RL rule to the goal to distribute the ; V 1; disjunction to the top, changing the
goal to

k
S*UE,C g | mkList(Zy,.... Z) A | N\ (©)1Z;/0] | A (D) Z:/00
J=1.5#i
k
V| mkList(Zy,. ., Z) A |\ @DIZ/00 | A @D)1Z:/0)
J=1.5#i
=3 flatten(¥') .
Now we apply the Case Analysis rule. Then we transform the hypotheses to the respective
goals by existentially quantifying the X;s (and Yjs, respectively) in the hypotheses using
the Abstraction RL rule, alpha-renaming (using the Consequence rule) the X;s (and Yjs,
respectively) into Z;s, and stripping the existential quantifiers (using the Consequence
rule, again), and we are done.

5. If the proof ends with Step, we can assume a structureless FOL formula P’, a rule ¢ =3
¢’ € S such that T | ¢; <+ ¢ A P’, and an induction hypothesis

(T*,5% U flatten™ (C U E, ¥")), 0 Fge
fatten([1, ..., 0i—1,0 AP 0is1,..., 6] A P) =7 flatten(¥’)
and have to construct
(T*,S* U flatten? (E, ")), flatten®(C, ¥') Fre
flatten([@1, . .., i1, Pir Cit1s- - k) A P) =7 flatten (') .
By definition of S*, we also have
(heat(L, ¢, R) =7 heat(L,¢', R)) € S*.

We apply the Transitivity rule with the second premise being our first inductive hypoth-
esis, and it remains to prove the second premise, which is

(7, 5)*, flatten” (E, '), flatten®(C, ¢
'_RL ﬂa’tten([(ph ce ey Qi1 Qi Pidly ey on} A P)
=3 flatten([¢1, ..., 0i—1,9 AP pis1,...,01] AP).
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that is (after simplification, assuming a reasonable choice of fresh variables)

(T, 8)*, flatten® (E, "), flatten?(C, ")

k
Fr mkList(X1, ..., X)) A | N\ (@)X/00 | A (@) [Xi/T) AP
Jj=1,g#i
k
=7 mkList(X1,..., X)) A |\ (@DIX/00 | A AP)D) X /O AP.
J=1,j#i

By Lemma 9, our assumption that 7 = ¢; <> (¢ A P’), and conservativeness, we can
apply the Consequence rule, and the goal changes to

(T, S)*, flatten® (E, "), flatten™(C, ")

k
Fre mkList(Xy, ..., X)) A | N\ (@F)X/0] | A((p A P)D)X/0 A P
J=1,j7#i
k
=3 mkList(Xy,...,. Xe) A | N\ (@D)X/00 | A (@' APYX /O] AP.
J=1,j#i

We apply the Consequence rule again, changing the goal to

(T, 8)*, flatten®(E, "), flatten® (C, ")

k
Fre (D)X /O A (mbkList(Xy, .., Xe) A [\ (0)1X5/0] | A ((P))[X/0) A P)
J=1,j%#i
k
=7 ((¢")D)X/OV A (mkList(Xy, ..., Xe) A |\ ()X/00 | A ((P)T)[X/D]AP).
J=1,j#i

Now we apply Logic Framing to remove the structureless parts that are the same in both
the left and right sides, resulting in the goal

(T.8)", flatten® (E,¢'), flatten” (C, ¢)
Fre (7)) [X5/0] A mkList(Xy, ..., X})
=7 ((¢"HD)[X:/0] A mkList(X1, ..., Xz).
Now, from the assumption that ¢ =7 ¢’ € S and the construction of S* it follows that
heat(L, ¢, R) =2 heat(L,¢', R) € S*; and therefore cfgheat(L, ¢, R)AQ =7 cfgheat(L,¢’, R)A
Q' € S* where p = ¢ AQ and ¢’ = ¢’ A Q’. By semantic reasoning we can prove that
T E((¢7)[X,;/0) A mkList(Xq, ..., X))
+rcfgheat(L, X;, R)
ANL = kaZSt(Xl, ey Xifl)
AR = kaiSt(X¢+1, . ,Xk)
A (@DX/TIAQ

447



CRL: A Language-Independent Logic for k-Safety Tusil, Serbanuta, and Obdrzalek

and that

T E((()O)Xe/O) A mhList(Xa, .., X,))
< cfgheat(L, X;, R)
AL = mkList(X1,...,X;—1)
AR = mkList(X;41,...,Xk)

A@)DX/TIAQ'

Now we apply Consequence and subsequently strip the L, R equalities using Logic Framing,
thus getting

(T, 8)*, flatten® (E, "), flatten™(C, ")
R cfgheat(L, X;, R) A (¢7)[X:/0] A Q
=7 cfgheat(L, X;, R) A ((¢")D)[ X, /O A Q'

Now we use Consequence to expand ¢H and (¢ )D into equalities, perform the substitution,
and use the equalities to replace the X; subterm of c¢fgheat with ¢ and ¢’, respectively;
this way the goal becomes

(T,9)", flatten™ (E,4"), flatten®(C, ')
'_RL Cfgheat(L7 (ba R) A Q
=7 ¢fgheat(L,¢', R) A Q' .

We finish the proof of this case using the Axiom rule.

6. If the proof ends with Circularity, we can assume
(T*,S* U flatten® (E, 9')), flatten™(C U {¥}, ¥') Fgry flatten™ (¥, T')
which simplifies to
(T*,S* U flatten? (E, ")), flatten™(C, ¥') U flatten®({ ¥}, ©') Fry flatten™ (U, ¥')
and have to prove
(T*,S* U flatten? (E, ")), flatten™(C, ') Fgry flatten™ (0, ¥')
which follows from the assumption by Circularity.

7. If the proof ends with Conseq, we can assume
T* & flatten(®) — flatten(d")
and
(T*,S* U flatten? (E, ")), flatten™(C, ') Fgry flatten™(®', '),
and have to prove

(T, S* L,lﬂat?fena(E7 \If’)),ﬂattena(C, U') Fre ﬂattena(@, vy
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The second assumption simplifies to
(T*, 8" U flatten™ (E, ")), flatten®(C, 0') Fry. flatten(®') =3 flatten(P')
while the goal to
(T*,S* U flatten™ (E, ")), flatten®(C, 0') Fgry flatten(®) =3 flatten(V');
therefore, we can apply the Consequence rule.
8. If the proof ends with Abstract, we assume
X ¢ FV(¥)
and
(T*,5* U flatten® (E, W), flatten™(C, W) bry flatten®(3Y . (@1, ..., 1) A P, )
and have to prove that
(T*,S5* U flatten® (E, V")), flatten®(C, W) by flatten® (3X, Y. (01, ..., 01) AP, W),
After simplifications, the second premise becomes
(T*, 5% U flatten” (E, V")), flatten® (C, ') Fgp
3Y. (mkList(Zy, ..., Zk) A (@D)[Z1/O) A ... (¢0)[Zx/0)) A P)
=7 flatten (V')
while the goal becomes
(T*,5% U flatten™ (E, ¥")), flatten? (C, ¥') Fge
AX.3Y. (mkList(Zy, ..., Zy) A (@D)Z1/O) A ... (D) [Zi/0]) A P).

We prove the goal using the Abstraction rule (note that X ¢ FV(¥') implies X ¢
FV (flatten(¥)) because we are free to choose the fresh variables inside the flatten such).

This concludes the proof. O]

B.3 Completeness

To finish the proof of completeness, we lift the given oracle for a model 7 into an oracle for the
model 7* by means of a reduction function ©. We assume a framework similar to that of [32].
Specifically, we assume that the model 7 interprets

e the symbol « as an injective function from configurations into natural numbers;

e the symbols <,+,—,* as the usual ordering, addition, subtraction, multiplication on nat-
ural numbers.

We represent Godel’s 8 function, defined by
B(x1, w0, 23) = 1 mod (1 + (z3+ 1) - 22),
as e.g., in [22] - as a formula

Bi(x1,x2,23,y) = Jw: Nat.xy = (1+ (x5 + 1) *a2) xw+yAyAl+ (x5 + 1) *as.
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Theorem 5 (Oracle lifting). For every X-model T satisfying the conditions above there exists
a function © from matching logic patterns over ¥* to matching logic patterns over ¥ such that

TEOW) = T k¢

Proof. Intuitively, we perform Godelization of the formula ¢, using Godel’s 3; predicate. The
idea is that the only construct appearing in FOL formulas over ¥* and not in FOL formulas
over X is comparison of lists of configurations for equality, and we reduce this construct to
equality of the corresponding elements of the list. For this purpose, we introduce a function
lookup(M,1,n,y) representing a predicate saying that the term [ representing a list of config-
urations that has at position n the configuration y, where M is a mapping from list variables
into the two variables representing a list in the Godel encoding. The predicate length(M, 1, n)
holds if the length of [ is exactly n.

We define functions lookup and length by mutual structural recursion on their second pa-
rameter:

o lookup(M,l,n,y) = Bi(a;,b;,n,a(y)) if | is a variable of sort Cfg* and (I, a;,b;) € M;
e lookup(_, cfgnil, ., ) = L.

o lookup(M, cfgconcat(ty,t2),n,y) =
V1 : Nat. length(M,t1,1) — ite(n < 1, lookup(M, t1,n,y), lookup(M,ta,n — 1, y))

o lookup(M, cfgheat (1, c, o), n,y) =

Vi : Nat. length(M,ty,1) —
ite(n <, lookup(M,t1,n,y), ite(n =1,y = ¢, lookup(M,te,n — 1 —1,y)))

o length(M,l,n) =Vi: Nat. (0 < i< n) <« (Jv: Cfg.lookup(M,1,i,v))
The two functions have the following property.

Lemma 22. Let t be a term of sort Cfg™ and p a T-valuation. Let M be a relation such
that for every free variable | of sort Cfg™ of t, there exist unique variables a;,b; of sort Nat
such that (I,a;,b;) € M and p(a;), p(b)) B-encodes p(l). Then for any natural numer n, a
configuration 7y, a variable ¢ of sort Cfg, and a variable i of sort Nat, if p(c) = ~, then
p(t)n] =v <= M, p = lookup(M,t,i,c). Also, for every natural numer n and a variable i of
sort Nat, if p(i) = n, then we have that the length of p(t) is exactly n iff T, p = length(M,t,1).

Proof. By mutual structural induction on ¢. O

Next, we define a function ¢r which performs basic recursion on a given FOL ¥* formula,
except that quantification over lists and equality of lists is handled as follows:

o tr(M,Y(l: Cfg*).¢) = Va; : Nat,b; : Nat.valid(a;, b)) — tr(M U{(l,a;,b)}, ) for some
fresh ay, by;

o tr(M,l; =l3) =Ve: Nat,d: Cfg. (lookup(M, 11, ¢,d) <> lookup(M,ls,c,d))

where valid(a,b) = 31 : Nat.Vi : Nat.i <1< Jy: Nat.y < a A Bp(a,b,i,y + 1). Intuitively,
the valid formula used as a guard in the universal quantification case ensures that we consider
only those a;, b; pairs which S-encode some sequence of natural numbers. Also, the definition
of 8 guarantees that for fixed a, b, for large enough indices 4, 5(a, b, i) = a; the implementation
of wvalid uses this property to guess the length [ of the sequence being represented by a,b.,
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TEei— 902
(T,S) Fert 3X . [01, -+ > Pi1, Py Pit1s - o) AP Vs O
T,8) FerL 3X. (@1, Pin 1, ir Pit1s - k] AP o W

ConseqLocal

TeEP—P
(Ta S) l_CRL H)Z [@17"'a§0i—17§07§0i+1a" '790]6] /\Pl ‘U’C,E ‘II/
TaS) l_CRL 3)? [Lpla" '7()0i717tpa§0i+17"'730k] /\P‘U’C,E v’

ConseqGlobal

(7-75) FcrL [5017'"790i713307<pi+17~-~a90k] A (P/\P/) ‘UC,E o’
(T.S) Fere (@15 -+, 0im1, 0 AP 0ign, ., o) AP lop O

PropOut

(T,S) Fere [@15- -, 0im1, 9 NP 0ig1, ..o or] AP Lo p W'
T7 S) l_CRL [4101’"'7§0i—17¢5§0i+17"'7@k] A (P/\P/) ‘UC,E \I//

Propln

ExFalso -
T,S)FcrL (@155 0] Afalse o g T

X = FV(®)\ FV(¥)
(T,S) Fcre @ UCU{EX@},E v’

GenWithCirc p
(T,9)FecrL @ Ucp ¥

Figure 3: Selected derived rules of CRL.

Let use consider the universal closure ¢, of ¢™. Finally, we define ©(¢) = tr(p.); the
desired equivalence holds by properties of the Godel §; predicate and properties of lists in the

extended model T*.
O

B.4 Derived Rules
Lemma 23. The rules of Figure 3 can be derived from the rules of Figure 1.
Proof. We prove them one by one.

e ConseqLocal - follows from Conseq. We need to prove that T |= ¢; — ¢} implies

T* ':ﬂa’tten(a)z [()Ola sy Pi—15 Qi Pitly - - 7S0k] A\ P)
%ﬂatten(ai [@17 ceey Pi1, ng“ Pitlyeees Sﬁk] A P)
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which, after unfolding flatten, follows from Lemma 8.

e ConseqGlobal - follows from Conseq. We need to prove that 7 &= P — P’ implies

T* k= flatten(3X . [¢1, . .., ou] A P) — flatten(3X . [¢1, ..., ou] A P')
which follows immediatelly after unfolding flatten.
e Propln, PropOut - follows from Conseq after unfolding flatten and using Lemma 7.
e ExFalso - follows from Reduce.

o GenWithCirc - follows from Conseq, followed by Circularity, followed by Abstract.

B.5 Relation to CHL
In order to tie (one-path) CRL to CHL, we first define an all-path variant of CRL.
Definition 10 (All-Path CRL semantics). A claim

(1, o] AP =AY [, ..., 0] AP
is valid in a reachability system S = (T, S), written
(T,S) EerL @15 okl AP = 3V [0, ..., 0 AP,

iff for all configurations y1,...,vk € Togy and any T -valuation p, whenever (T,v1,p) = 1 AP
and ...and (T, vk, p) E pr AP, then for all complete = s-paths (that is, finite paths which can-
not be extended further) 7y, ..., 7 satisfying m;[0] = v; for anyi € {1,...,k} there exist natural
numbers ji, ..., ji such that v1 =% m[j1] and ... and v =% mlji], and (T, m1j1), p") E GNP’
and . ..and (T, [Jk), p') = @) AP’ for some p’ that agrees with p on all variables except Y.

All-path CRL and one-path CRL have the same semantics on deterministic languages, as-
suming the RHS of the claim is terminal.

Lemma 24 (One-path / All-path CRL correspondence). Let ® be a CLP and ®' an ECLP
such that ® is terminal (that is, configurations matching ®' cannot take a step). Then S FcrL
O =3 & if and only if S FcrL ® =7 @',

Proof. Let 8 = (T,5). Assume & = [py,..., 0] AP and & = 3Y.[¢},...,¢,] A P'. For the
“f” part, assume S FcrL ® =7 ®’. Assume some configurations =y, ...,y which terminate,
and some valuation p satisfying (7,71,p) E ¢1 AP and ...and (7,7, p) E @k A P. Let
71 be some complete path v, = vi,~7,... ,’yil and ...and pix be some complete path v, =
Vi VE, . ,fyllj. Such paths exist, because 7; (for i € {1,...,k}) are terminating - we can start
with a path consisting of 7; only and repeatedly extend the path until the last element has no
successor. Now, since every ¢, is terminal, all the j;s that exist by Definition 10 refer to the
last configurations in the paths, because only those are terminal. That is, we have j; = [; for
any i € {1,...,k}. Therefore, we have some p’ and 7%, ... ,’y,lj‘ satisfying (7,74, p/) = @4 A P
and ...and (T,~i, ') = ¢}, A P, as required by Definition 1.

For the “only if” part, assume S Fcgr. ® =°7 ®’. Assume some configurations 71, . .., v and
some valuation p satisfying (7,71, p) E p1AP and ...and (7,7, p) E ppAP. Let m,. .., 7 be
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complete paths v{,73,...,7" and ...and 7},77,..., 7 starting with 1,...,7, respectively.
By Definition 1, there exist configurations 71, ..., such that v; =% ] and ... an(_i' Yo =5 Vi
and there also exists a valuation p’ that agrees with p on all variables outside Y such that
(T4, 0) E@i AP and ...and (7,7, p") E ¢, A P. Now by determinism and the fact that ~;
are terminating (because ¢} are terminating), we have yf =l Thus, (T,m1[1],p") E i AP’
and ...and (7, m[jx], ') = ¢}, A P’, which concludes the proof.

Definition 11. Let Lcpr, denote the CHL’s imperative language and X1, denote the matching
logic signature of a RL-based formalization of Lcyy that that has a distinct constant symbol
SYM () and a distinct variable var,,;(z) in the signature for ever program variable x of
Leogr, and that subsumues the syntaz of the codomain of CHL state. We define a function
7 con by

treon(P,0) = K Pl symy,.(x1) = 0(@1),. .., symye (n) = o(25) >
and a function end.on by
endeon(P,o) = <K skip| symy,, (1) — o(x1),. .., sym, .. (x,) — o(x,) >
(where x1,...,x, are program variables occurring in P).

Assumption 1. We assume a sound formalization of Loy, in the form of a reachability system
SLey, that for any P,o and any terminal v satisfies

tr con (P, 0) =% v = (0,8 )N (Y = endcon (P, "))

SLem,
(where |} denotes the relation defined by the original big-step semantics of Lopy,).

Definition 12. Let f be an injective function on program variables of Loyr. We define a
function trsym, by

troym (P, finj) = < P [ symyq.(21) = varig (f(21)), .. symyr(Tn) = varin (f (zn)) >
and a function endgyy, by
end sym (P, finj) = <K skip | sym g, (1) > varin; (f(21))s .-\ SYM o (@) — var i (f(z,)) >
where P is a statement of Loy over variables x1, ..., Ty.

Lemma 25 (Symbolic and concrete match). For any statement P, any injective function f on
program variables of Loy, any finite map o and any configuration -y, we have

(7:0) E trsym (P, f)
ilf
(v = treon (P o [f)) A (V5 € {1,....n}. p(varing (f(25))) = (o[f])(x5)) ;

similarly, we have
(7,p) [ endsym (P, f)

iff
('V = endcon(Pﬂ U[f])) A (VJ € {17 s ,n}.p(vaﬁnj (f(mj))) = (o[f])(xj))

(where x1,...,x, are program variables occurring in P).
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Proof. Follows by simple pattern matching. O

Lemma 26 (Static reasoning in CHL vs CRL). Let o1,...,0% be program states over Z.
Let ri(x) = x; for any © € & and any i € {1,...,k}. Let P be a statement over variables
r(Z), ..., mk(Z). Let 0 =y ,<p 0ilri]. Let po be a matching logic valuation sending matching
logic variables var,;(x) to o(x). Then:

ogFroL ¢ <= VPYie{l,... k}. (trcon(P,0i[ri]), Po) = treym (P, i) A
< VP.Vie{l,....k}. (endcon (P, 0i[ri]), po) = endsym (Py1i) A

Proof. We show proof of the first equivalence only, since the second is similar. By Lemma 25
and properties of matching logic conjunction and structureless formulas, the RHS is equivalent
to

e for any j € {1,...,n}, py(vari,;(ri(z;))) = (o:[ri])(z;); and

* po = ¢

The first item is always true: by the defining property of p,, it is enough to show that
o(ri(z;)) = (o4[ri])(x;), which is trivially true. The second item is then equivalent to the
LHS. O

Lemma 27 (All-path CRL vs CHL). Let P be a statement of Loy, over variables & =
T1,...,Tn, and let @,V be FOL formulas over variables &1, ..., Z,. LetY = vari,; (Z1,...,Zk).
Then [|o|| P ||[¢]] if and only if

[t sym (P, 71), - s 1 sym (P, 1) A @ =7 Y [end sym (P, 71), - ., end gy (P, 71)] A1)

Proof. The left side is true iff (by definition)

for every set of valuation pairs {(o1,0%),..., (o, 0})} satisfying

W oilri] FroL ¢
1<i<k

and
Vie{l,...,k}.0i, Pl ol

we also have

H‘J oi[ri) EroL ¢

1<i<k

which is (by Lemma 26 and Assumption 1) equivalent to
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for every set of valuation pairs {(c1,01),..., (o, 0},)} satisfying
VP.Yi e {1,....k}. (trcon (P, 04[1i]), po) E treym (Pyri) A

and
Vi€ {l,....k}. treon (P, 0;) :>§LCHL end con (P, o)

we also have
VP.Vie{l,...,k}. (endcon (P, 0i[ri]), por) = endsym (P, ;) A

(where o = Lﬂ1gigk oilr;] and o’ = Lﬂ1gigk ailri])

We want to show this to be equivalent with

for all configurations vi,...,v € Tofy and any T-valuation p, whenever (T,v1,p) =
troym (P,r1)Ap and ...and (T, vk, p) = trsym (P, 1) A, then for all complete = s-paths
(that is, finite paths which cannot be extended further) m,..., 7 satisfying m;[0] =
v; for any i € {1,...,k} there exist natural numbers ji,...,ji such that v, :>”§LCHL
m1[j1] and ...and :>§LCHL kK], and (T, m1[j1], p') = endsym (P,71) A9 and ... and
(T, 7k[jk], P') & endsym (P, i) A1 for some p’ that agrees with p on all variables except

—

Y.

1. For the top-down implication, assume such configurations and such complete paths. Let
l1,...,l denote the lengths of the paths 7,..., 7. By Lemma 25, we have for every

je{l,... k}:
Yj = treon (P olrj])

and therefore
trcon(Pa U[Tj]) :>‘*SLCHL T [lj] .

By Assumption 1, we have
mi[l;] = endcon (P, o[r;]) .

Because we have
VP.Vi € {1,...,k}. (endcon (P, 0i[ri]), por) = endsym (P, 1) AP,

it follows that
(T‘—j[le pa’) ): 6ndSym(P» ri) AN,

which is what we needed to prove.

2. For the bottom-up implication, assume a set of valuation pairs {(o1,0Y}),..., (ok,0})}
satisfying
VP.Vie{l,....k}. (treon(P,0ilri]), po) = treym(Pri) A
and
Vie{l,....k}. treon (P, o;) :>§LCHL end con (P, o)
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The second means we have for every ¢ some complete trace m; of length [; starting in
tr con (P, 0;) and ending in end co,, (P, o}). We need to prove:

VP.Vie{l,...,k}. (endcon (P, 0i1i]), por) = endsym (P, 1) A

(where 0 = ), ., 0i[ri] and o’ = |, ., 0%[r3]). Let P’ be some program and let i be
in {1,...,k}. We need to show that

(end con (P’ 04[13]), por) E end sym (P, 1) A
By Lemma 25, it is enough to show that
(Vj € {1,....n}. por (varin; (f(z;))) = (¢'[f])(=;))
(which holds by definition of p,/) and that
Por =1

It is enough to show that (7,m;[l;], ') = endsym (P, 7;) A ¢ which follows from the as-
sumptions by firstorder reasoning.

O
Now we can combine the above into the following result:

Theorem 6 (One-path CRL vs CHL). Let P be a deterministic statement of Loy over

variables ¥ = x1,...,xy, and let v, be FOL formulas over variables Zy,...,Tx. Let Y =
VAT i (Z1, ..., &x). Then ||| P ||¢|| if and only if

[t sym (Py71)s -« oy traym (P, 1)) A =3 37, lend sym (P, 1), ..., endsym (P, 16)] AN
Proof. Use Lemma 27 and Lemma 24. O

Proof of Theorem 4. We define

tr(P, @) = [trsym(P,r1), -« troym (Pyre)] A
end(P,) = 3Y. [end sym (P, 71), - . ., end sym (P, 71)] A1)

(where P is a deterministic statement over & = x1,...,x,, and p,1 are FOL formulas over
variables &1, ..., %k, and Y = var;,; (&1, ..., Zx) ) and apply Theorem 6. O

456



	Introduction
	Preliminaries
	Cartesian Hoare logic
	Matching Logic
	One-path Reachability Logic

	Cartesian Reachability Logic
	Syntax and Semantics
	CRL as an extension of Reachability Logic
	A language-independent alternative to self-composition
	Proof System for CRL

	An example proof involving lockstep reasoning
	Related Work and Discussion
	Language-parametric verification
	Relation to Cartesian Hoare logic
	(Non)determinism
	Similarities
	Differences

	Other Related Work

	Future Work and Conclusion
	Matching and Reachability logic
	Cartesian Reachability logic
	Proof of thm:CRLandRLcorrespondence
	Proof of thm:proofsystemSoundness
	Completeness
	Derived Rules
	Relation to CHL


