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Abstract: Nowadays, due to the growing advancement of power systems information,
communication technology, and the integration of distributed energy resources, modern
distribution grids can be described as complex cyber-physical systems. Growing smart
equipment, penetration of distributed energy sources, and load demand have made these
grids more vulnerable to cyber and man-made disasters. Moreover, increasing the
frequency of natural hazards affecting critical infrastructures such as power systems has
necessitated upgrading planning and operation strategies to cope with such issues.
Considering the harmful consequences of power outages, the resilience of the power grid
to low-probability and high-impact events is vital. This book is aimed to evaluate the
workable solutions for reducing the vulnerability of power grids. It is targeted to cover
the risk and vulnerability analysis, hazards modelling, optimization and assessment of
the resilient-oriented strategies before, during, and after a sudden disaster.

First Part: A conceptual introduction and review of power system

resilience

1. Introduction and literature review of resilience concept in power systems

2. Risk and vulnerability assessment in power systems: A comprehensive review of

challenges and outlook

A literature review of resilience metrics in power systems and their differences with

reliability indices

4. A survey on the role of coordinating electricity and gas distribution systems for
enhancing the power grid resilience

5. Power systems operation and planning: a literature review on smart resilience
enhancement strategies

w

Second Part: Vulnerability modelling, resilience evaluation indices

and cost-benefit analysis

6. Modelling of natural phenomena and extreme events in the study of power systems
resilience

7. Vulnerability and risk modelling methods: A comprehensive framework from the
resilience perspective

8. Resilience metrics: Assessment of distribution systems performance

9. Decision-making approach for power system resilience upgrades based on cost-
benefit analysis

Third Part: Infrastructure and operational strategies to improve

power system resilience

10. Robust grid hardening strategies for improving the resilience of electricity systems

11. Improving power system resilience with mobile energy storage and electric vehicles

12. Resilient energy management: networked microgrids and renewable energy
resource

13. Application of recovery techniques to enhance the resilience of energy systems

14. The role of machine learning in improving distribution systems resilience

15. Future perspectives and research areas for improving the power system resilience
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